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nporpaMMma IIpHIIAA OT 3HAaKOMOTO, CAeAyeT 3TO IlepempoBepurb. Pasymeercs, caepyer
OmacaTbcsi IPOTpaMM, CKAYaHHBIX M3 HEHAAEXKHDBIX (HepOBEPEeHHBIX) HCTOYHHKOB,
HampuMep p2p-cereit. Tawke HeOOXOAMMO HCIOAB30BaTh MH(POBAHIE 0COOO BAXKHBIX
AQHHBIX: HOMEpPOB KPEAMTHBIX KapT, IHapoAeit u T.A. M HakoHeln, pekoMeHAyeTcs
HCIIOAb30BAaTh COOTBETCTBYIOM[YE AaHTUBHPYCHbIE IIPOTPAMMBL.

OueBHAHO, YTO C Pa3BUTHEM TEXHOAOTHE M IPOrPAMMHBIX CPEACTB IT0A MOOHABHbIE
YCTPOMCTBA BUPYCHI AASL HUX CTaHYT TaKMMH JKe pasBUTBIMY, Kak ux PC-sapuanTer. Oxu-
AAeTCsl MOSBACHHE IIOAMMOP(HBIX BUPYCOB, HOBBIX METOAOB MX MACKHPOBKU U IIPOTH-
BOAEHCTBHS aHTUBUPYCAM.

Taxum 00pasoM CKAAABIBAETCS HOBOE HAydHO-TEXHHYECKOe HAIpaBAeHHe — 6eso-
IIACHOCTb MOOMABHBIX YCTPOFMCTB, Tpebylolllee KaK HCCACAOBAHMS HEIIOCPEACTBEHHO CAMHX
BHMPYCOB, TaK M Pa3BUTHSI AlNAPATHDIX X IIPOTPAMMHBIX CPEACTB AaHTUBHPYCHOM 3aIlTUTBL.
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MonaoBA U MUHOOPMALIMOHHAA BE3SOMNACHOCTb
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Cmamocs paccmampusaem Hekomopvle npobaemvl UHPOpMAYUOHHOI Gesonachocmu 6
Pecnybauxe u npedrazaem nymu ux peutenus.
Karouesvie crosa: undopmayus, un@opmayonHas 6eondacHocme.

ITop nHPOpMALHOHHOI 6€30IIaCHOCTDIO IOHMMAETCSI COCTOSIHHUE 3alUIIEHHOCTH
HHGOPMAIIUH 1 TOAAEPKUBAIOIell THPPACTPYKTYPhI OT CAYJAHHBIX HAU
IpeAHaMepeHHbIX BO3AEHCTBUI eCTeCTBEHHOT'O A UCKYCCTBEHHOTO XapaKTepa.

ITeap uHPOpMALMOHHON 6€30MACHOCTH — O0€30MACUTb TAABHBIE L|EHHOCTH
MHPOPMAIIMOHHOM CHCTeMBl, 3aIUTUTh U IAPAHTHPOBATb AOCTYIIHOCTb U LIEAOCTHOCTD
uHPOpMaIUH, He AOIYCTHUTD yTeuKy MHPOPMALUH, CBECTH K MUHUMYMY ymepﬁ OT cOOBbI-
THI HeCyINUX yIrpo3y HHPOPMALIMOHHOM 6e30I1aCHOCTH.

Hauboabmmit appekT AOCTHraeTcsi TOTAQ, KOTAQ BCe HCIIOAb3yeMblE CPEACTBa,
METOABI I MEPOIIPHATHS 00bEAUHSIIOTCS B € AHBIN LIEAOCTHbIN MEXAHH3M.

CymecTByromas B HaCTOSIIIMA MOMEHT B MEAKOM, CPEAHEM H AdXKe KPYIIHOM
6u3Hece U rOCYyAAPCTBEHHOM CeKTOpPe MPaKTuka 06paboTku BaxkHO#t (B TOM 4mcAe cekpeT-
HO#) HHPOPMALIUK HA KOMIIBIOTEPAX, IOAKAIOYEHHBIX K ceTH VIHTepHeT, a TaK 5Ke HCTIOAb-
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30BaHHE AAS AEAOBOI IIEPEelUCKH U Ilepepaur KOHQHAEHIMAABHON HHPOpMaruu bec-
IAQTHBIX TOYTOBBIX CEPBUCOB IIPEACTaBASET PEAABHYI0 YIPO3y ee YTeUuKH HAU He-
CaHKIJMOHHPOBAHHOTO YHUYTOXXEHMSI.

Tarke B GOABIIMHCTBE CAYYaeB IPEATIPHUATHS, KOMIIAHHU 1 OPraHbl ITyOAMYHOR BAACTH
IpY IIOCTPOEHUU COOCTBEHHBIX MH(POPMALOHHBIX CHCTEM IIPAKTHYECKU HE YAEASIOT BHHU-
MaH¥s BOIIPOCaM HHPOPMALIMOHHOM 6€30IIaCHOCTH, He OOpAINa0T BHUMAHHUS Ha CYIeCTBYIO-
IIjye Yrpo3bl HHPOPMALMOHHOM 6e30IIaCHOCTY, & TAKKe He IPOBOAST AaHAAU3 PHCKOB.

B nacrosimee Bpems B Pecy6anku MoAAOBa CyIIeCTBYIOT CAEAYIOLIHE HPO-

6aemb1 06ecrieyeHnss HHPOPMAMOHHOM 6€30aACHOCTH:

1. HecoBepuieHCTBO A€HCTBYIOLeNl HOPMAaTHBHO-IIPaBOBOM 0assl B 0bAacTH
obecreyeHns NHPOPMALMOHHON 0€30IIaCHOCTH.

2. OTcyrcTBHe BO MHOIMX CPEAHHX M KPYIHBIX KOMIIAHMSX M OpraHax IyOAud-
HOTO yTIPaBA€HMS €AMHOM KOMIIAGKCHOM CHCTEeMbI 3allfUThl HHPOPMALIUK.

3. HexBaTka KBaAMQMIMPOBAHHOIO IIEPCOHAAA B obaacTu uHGOPMaLMOHHOM
0e30MacHOCTH.

4. HepocraTouHOe BHHMaHHe K IpobOAeMe obecliedeHMs 6e30IIACHOCTH WH-
$OPMAIIMOHHBIX CHCTEM, OTCYTCTBHE TAaKHX PerAaMEHTHPYIOIINX AOKYMEHTOB
KaK [TOAMTHKA 6e30IaCHOCTH, HHCTPYKIIMK U IAAHBI [0 obecredeHno nHop-
MALMOHHOMR 6e3omacHocTH U becmepeboiiHoil paboTe HHPOPMAIMOHHBIX
cucreM. IIpu 3TOM GOABIIMHCTBO MOAb30BaTeAeN MHPOPMALMOHHBIX CHCTEM
3a4acTyI0 He BAAACIOT 9AEMEHTAPHBIMM IOHATHSMH M HaBbIKaMH B 0bAacTu
HHPOPMALIMOHHOM 6e30MaCHOCTHL.

5. Hepocrarounoe ¢puHaHCHPOBaHME CEKTOPA MHPOPMALIHOHHOM 6€30I1aCHOCTH.

Kpome Toro cymecrByroT peasbHble yrpo3sl HHPOPMALHOHHOM 6€30MacCHOCTH:

o IlopaxeHHe OTACABHBIX KOMIIBIOTEPOB MAM BCeil MHPOPMALMOHHOMN CHCTEMBI
KOMIIBIOTEPHBIMU BHUPYCAMH, YTO MOJXKET IIPHBECTH KaK K YHHYTOXXEHHIO
uHPOpMalUK, TaK U K yTedKe.

e HecaHKIMOHMPOBAHHBI AOCTYI 3aMHTEPECOBAHHBIX AUI (B TOM 4ucAe H
NOAb30BaTeAell MHPOPMALMOHHBIX CHCTeM) K MHQOPMALJMOHHBIM Pecypcam,
9TO MOXeT IPUBECTH K HEe3aKOHHON MOAUQHKAIMU 06pabaTsiBaeMON HH-
dopMaruH, ee YHHITOXXEHHIO HAU XHIEHHUIO.

o Baoxupoanue paboThl MHGOPMALMOHHBIX CHCTEM, YTO MOXET IIPUBECTH K
Cepbe3HBIM COOSIM B $YHKIIMOHUPOBAHHIH.

o Ilepepaaya koHQPUAEHIIMAABHON HHPOPMALIUHU C IIOMOIIBIO 9ACKTPOHHOM ITOYTHI,
YTO MOXKeT IIPUBECTH K yTeuKe HHPOPMAIIHH.

e HeneaeBoe ncrnoAb3oBaHHe KOMIIBIOTEPHBIX cucTeM, VIHTepHeTa, rocyaapcr-
BEHHBIX U KOPIIOPATHBHBIX 6a3 AQHHbIX.

3akarouenne. V1cxoas U3 CAOXKHUBIIEHCS CHTYAI[H, MOXKHO IIPEAAOXKHTD CAEAYIO-

mye AAs obecriedeH s 3alUThl HHPOPMALMOHHBIX CHCTEM H PeCypCOB:

1. AasbHeflllee COBEpLIEHCTBOBAHME HOPMATHBHO-IPABOBOM 0asbl B 006AacTH
obecreyeHnss HHGOPMALMOHHON GE30IIACHOCTH U CIIELJMAABHBIX TEACKOMMYHH-
KaloHHbIX cucreM Peciry6ankun Moasosa.



64 - Conferinta Internationald, editia a Vlll-a, 4 mai 2011

2. Co3paHne 1 BHeApEeHHMe KOMIIAGKCHOH CHCTeMbl 3alUTBl MHPOPMALMA M HH-
QOPMAIIMOHHBIX PeCypCoB, BKAIOYAOINYIO B Ce0sl KPUNTOrpadUUecKylo M aHTHU-
BUPYCHYIO 3aIIUTY, CUCTEMY MeXCeTeBOIO dKPaHUPOBAHMs, TOACHCTEMY ayTeHTHU-
$uKanuK U MAGHTUQUKAIMY IIPH AOCTYIIE, TIOACHCTEMY YIIPABAGHHS, AOCTYIIOM,
TMIOACHCTEMY 3aIUThI HHGOPMAIIMOHHDIX CUCTEM IIPU UX MHTETPALIII MeXAY cObo1,
a TaK e IIPH MOAKAIOYEHHHU K BHEITHUM TeAeKOMMYHHKAIJMOHHBIM CHCTEMAaM.

3. CospaHHe CHCTeMbl aTTeCTAMM OODBEKTOB HHPOPMATH3AIME Ha IpeAMeT
COOTBETCTBHS TPebOOBaHIAM HHPOPMALIMOHHOM 0€30IIaCHOCTH.

4. PacmpepeseHHe IIOAHOMOYHI MeXAY KOMIIETEHTHBIMUA BEAOMCTBAMHU B 00AACTH
opraHusanuy u obecriedeHus MHGOPMALMOHHON 6e30MacCHOCTH M CO3AQHHE
PeaAbHbBIX MEXaHM3MOB AASL PEAAM3AIIMH KOHIIENIIINI U TOAUTHK.

THE LEGAL BASIS OF INFORMATIONAL SECURITY IN FACE
OF MODERN WORLD REALITY OR ONLY A MYTH

Michat MAZUR,
Institute of Political Studies and International Relations
(Cracow, Poland)

The article examines contemporary issues combined with the problem of legal basis of
informational security. In this brief text author tries to underline some of the most important
questions which arise from many attempts to create the sufficient legal model of information
protection. The task seems obviously to be very hard but in the end it's not impossible.

1. Introduction

In modern world almost all critical aspects of people activity are supported by legal
regulations. This matter has fundamental meaning for their stability and continuity.
Generally when something is obvious it is much easier to obey, to comply with regulations.

Informational security, both real and legal, seems to be the first rate factor for the
functioning of individuals, institutions and, in the first place, for political organisms which
are independent states. For centuries one can point many examples where the effective
information handling was essential for the final result of each scuffle.

Real informational security, mentioned above, must have, in every case, foundation.
This foundation is legal regulation which is able to sanction effective security of identified data.
Symptomatic, in this field, is statement that to keep a secret, silent is not sufficient [1].

2. Contemporary patterns and issues

Most of contemporary states rest their legislation, as regards informational security,
on regulations focused around information defined as classified or secret. The other area,
which is thought to be crucial, are the issues of state security, fundamental for every
political authority. These are usually gathered by legislator in constitution or in the legal
acts of the highest rank. Exceptions in certain states are capital planning practices within
the government or agency-specific policies [2].



