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INFORMATION SECURITY IN BUSINESS ENTITIES

Leszek F. Korzeniowski,

President European Association for Security (Poland)

The article focuses on the significance of information security in business enti-
ties. This problem has a large significance for the effectiveness of business enti-
ties and for the assessment of managers’ activities. One can also acknowledge

this problem to be of interest for scientific investigations.

Until the great revolutionary trans-
formation at the beginning of the
1990s in European science there was
domination of interest in the security
of states and state enterprises.

From the introduction of market
economy in 1989 in Poland, and then in
other countries of Central and Eastern
Europe, also the security of citizens and
private economic organizations became
a subject of interest for science.

Security also became an object of
different scientific disciplines. Secu-
ritology which undertakes the analy-
sis of security by investigation of the
function of such factors, as':

» objective and subjective haz-
ards

« internal and external hazards

« abstract and specific hazards

! Korzeniowski L.F. Securitologia. Nauka

o0 bezpieczeristwie czlowieka i organizacji
spolecznych. Krakéw: EAS 2008. ISBN 978-
83-925072-1-S. http://www.sbc.org.pl/dli-
bra/doccontent?id=13871&dirids=66 Until
the great revolutionary transformation at the
beginning of the 1990s in European science
there was domination of interest in the secu-
rity of states and state enterprises.

o potential and active hazards,

o constructive and destructive

values,

« static and dynamic situation.

Security of a human i.e. the hu-
man existence, the development and
normal functioning is therefore a main
objective through which one ought to
consider the security of a business or-
ganization. The participation of infor-
mation resources in the structure of
the value of all resources of a firm can
attain even 80%. Research of a group
of 500 greatest American firms in
2000 showed that in every 6 dollars of
the trading value of these firms S dol-
lars represented invisible resources,
not estimated in the assets (that is to
say, first of all, information resources),
and only 1 dollar is the value of mate-
rial and financial resources?.

Here we may draw the first con-
clusion that information resources
became the most important factor in
attaining targets of every economic

> LevB.: Knowledge Management: Fad or Need?
“Research Technology Management”, Sep-
tember/October 2000, Vol. 43, Issue S.
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organization. They are indispensable
in all functions of the management
process: planning, organization, mo-
tivation and control.

A notion of an enterprise appeared
in the economic literature around the
middle of 18th century, introduced by
a French economist Richard Cantil-
lon, who gave a name of businessmen to
merchants perceiving price differentials
on different markets and being able ,to
buy cheap, and to sell dear”. The Austrian
economist Joseph Schumpeter defines
a contemporary businessman as an in-
novator, a ,creative destructor”, involved
in the process ,of creative destruction”
which disturbs the economic equilibri-
um and in this manner creates conditions
for the new economic development.

The activity of this mechanism
means that businessmen greedy for
extraordinary profits constantly seek
new, not practiced before combina-
tions of productive factors (the inno-
vation) and thus destroy equilibrium
of economy, because the develop-
ment takes place by means of ,crea-
tive destruction”, by destroying the
equilibrium and releasing adjustment
processes, which - by means of the
mechanism of competition - eliminate
ineffective uses of productive factors
and propose new, effective ones.

Here we have another characteris-
tics of entrepreneurship: it is not only
the security (the existence, the devel-
opment and the normal functioning)
of the economic organization but also
ythe creative destruction” accompany-

ing an enterprise. Secure existence and
the development pertain to the subject
as an entirety (of the system) wherein
some component parts (subsystems)
can be threatened. In axiological cate-
gories factors raising the security of the
all system (economic) or some parts of
this system (business entities) will be a
source of threat for others.

It can be graphically represented
comparing security of:

« economies (economic systems)
of asocialist country in 1988 with
central planning, wherein enter-
prise did not go bankrupt, but the
whole system became bankrupt.

« economies of countries with
the system of market economy
in 2008, wherein enterprise
go bankrupt, but the whole
system is secure.

What results from research which
has been carried out in Poland since
2001 by the Main Statistical Office
in newly registered firms, is that in
the first year of their functioning 1/3
ceased the activity, in the second year
- 1/4 of remaining firms, in third
year - 1/5 of the remaining ones. Af-
ter three years 39,6% of businessmen
registered in 2001 remained on the
market (only 56% of businessmen in a
form of a corporate body and 38% in a
form of a natural person).

However, all economy in Poland
reached the positive rate of development
- +1% changes of the Product of the Na-
tional Gross (GDP) in 2001, +1,4% in
2002 +3,8% in 2003 +5% in 2004.
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Due to the criterion of the accessi-
bility and protection, in the structure
of the information class in an eco-
nomic system ( in an enterprise) one
can separate the following categories:

o State secret, whose unauthor-
ized disclosure can cause the es-
sential threat for basic interests
of the Republic of Poland (Clas-
sified Information Disclosure
Act dated 22 January 1999).

. Official secret, the informa-
tion whose unauthorized dis-
closure could threaten the state
interest, the public interest or
legally protected interest of cit-
izens or an organizational unit

o Classified information is a se-
cret defined by separate laws or
contracts among parties: pro-
fessional, fiscal, bank, medical,
commercial, statistical etc.

o Personal data, meant as each
information concerning  a
natural person, allowing for a
qualification of the identity of
this person.

 Neutral information for legal
purposes whether it is the right
to protection or duty to make it
accessible.

o Public information which is
to be made accessible by pub-
lic authorities or other entities
performing public tasks.

In management, good quality of

information is essential.

By the quality of information
one ought to understand here the

generality of the information pro-
prieties relating to the ability of
satisfaction of absolute or foreseen
needs of a user of information - pos-
sibilities of attaining the targets of
an organization (a business entity).

So we arrive at_the third conclu-
sion, that the information security
of a business entity means:

1) the possibility of unthreatened
gaining of good quality infor-
mation proper for making a de-
cision and attaining the targets
of a business entity),

2) andthe protection of possessed
information from its loss.

Decision making by managers is
a key in functioning of business enti-
ties. Decisions are encumbered by an
error resulting from a fact that:

1. the environment of the organi-
zation is variable and not ho-
mogenous,

2. people and other resources of
the organization are deceptive,

3. the information is subjective,
not an exact image of the ob-
jective reality.

From this model we arrive at the
fourth conclusion that a manager (a
businessman) needs incessantly to
obtain the situational (about the state
and condition in the enterprise, its
environment, situation on the market
etc.) information so that he is able to
make decisions which are imparted as
managerial information for executive
bodies and basic organizational units
of the enterprise.
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DEVELOPING A STRATEGY AND POLICY FOR
ELECTRONIC TRADING SECURITY

Rumen Varbanov,

D.ATsenov Academy of Economics (Bulgaria)

This study substantiates and elabo-
rates on one of the crucial issues direct-
ly related to the success of every ini-
tiative regarding electronic trading - its
security. This is accomplished along
four key lines:

«  Giving proof of the significance
and trust for the successful de-
velopment of electronic trad-
ing;

« Systematizing and analyzing
the dangers in terms of elec-
tronic trading security;

« State of the art technologies for
securing information security
in electronic trading;

«  Working outanapproach towards
the establishing of a policy of elec-
tronic trading in small- and medi-
um-sized enterprises /SME/.

Many concrete data and fig-
ures are produced supporting the
author's thesis of the incessantly
growing dangers in the Internet and
of the need for systematic and pur-
poseful work. The risks engendered
by the continuous development of
electronic trading on a world scale
are growing so rapidly that the ex-
perts in information security are not
relevantly capable of responding
to them and assuring reliable func-
tioning of the information systems.
This entails urgent development of
entirely new methods and technolo-
gies for securing the businesses" se-
curity in the Web.

We analyze the state of electronic
trading security in Bulgaria and par-
ticularly the outcomes of the poll
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survey conducted by the author with
regard to SME.

We examine in detail the dangers
to electronic trading at the stages of
informing, contracting, delivering
of the purchased merchandise, and
servicing and maintenance from the
perspective of three core aspects of
security — confidentiality, data integ-
rity and accessibility. The concrete
manifestation of the various kinds of
dangers as per their nature is classi-
fied in S key points: those related to
the communication medium; affect-
ing the system's hardware compo-
nents; the process of payment when
purchasing a merchandise on-line;
the cryptographic methods and tech-
nologies employed, and other types
of danger. We take into special con-
sideration the spam whose impact on
electronic trading in the Internet as
a whole is becoming incrementally
negative and is a real impediment to
the traffic in the Web.

Our studies indicate that a big
portion of SME which are definitely
ambitious to effectively perform in
the Web, make effort primarily to-
wards the development and function-

ing of the site, missing in their strategy
the problems of the security of the
on-line trading processes. Thus from
the very beginning they leave unac-
counted for several key requirements
for successful electronic trading and
as a consequence this has a negative
impact on their endeavors. And there
are many reasons for one to assert
that the information environment of
small- and medium-sized enterprises
is more vulnerable in terms of security
breaches.

We propose an approach for
setting up a policy for electronic
trading security in SME based on
several fundamental assumptions:
identification and authenticity; data
preservation; processing of orders;
gradualness and step-by step pro-
ceeding; implementing state of the
art technologies and proven deci-
sions based on products of leading
firms in the relevant field; protec-
tion of investments; protection of
transactions.

Finally, several key recommenda-
tions are laid out in view of establish-
ing and optimizing a policy of elec-
tronic trading security.
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WHTEJNEKTYANbHbINA CYHETYUK SNIEKTPOSHEPTUN:
ACMNEKTbl UHOOPMALMOHHOW BE3OMNMACHOCTU

I0.A. Ilywnax, nesasucumviii sxcnepm (Pecny6auxa Moadosa)

The modern electricity smart meter can become a target for hacker attacks.

In this report all potential threats are analyzed and the general requirements

for meter data security are formulated.

CospemenHbill UHMEAAEKIMYAAbHBLI CHEMHUK IAEKINPOIHEP2UL  MOKCEM

cmamo Mulienvto OAs Xakepckux amax. B doxaade Nnpoarasuduposarvl

6Ce NOMeHYUAAbHbIE Y2PO3bl U CHOPMYAUPOBAHLL 00UfUe MpebosanUs K

UHGOPMAYUOHHOTI 6e30nACHOCMU CHEMUUKA.

HupopmanoHHbIe TEXHOAOTHH
AKTHBHO BHEAPSIIOTCS B 00AACTb yu€Ta
OBITOBOrO IOTpebAeHMsT 9Heprope-
cypcoB. CoBpeMeHHbIN MHTEAACKTY-
AABHBII CIETUHK IAEKTPOIHEPIHH yrKe
CIIOCOOEH BBIIOAHATD AECSATKH (yH-
KUMH ¥ IOAAEPXKUBATD ABYCTOPOH-
HUe KOMMYHHKAI[MH 4Yepe3 pacrpe-
AeAGHHbIE CeTH CBSI3M. OTH KauecTBa
OTKPBIBAIOT NPUHLHUIIMAABHO HOBBIE
BO3MOXKHOCTH B 06AaCTH y4éTa, I103-
BOASIIOT IIOCTABIMKAM BHEADSITh HO-
BbIe CEPBUCHI AASL IIOTpeOuTeAeit 1 06-
IUMU YCUAMAMH 3P PeKTHBHO peraTh
33Aa4H S9HEProchepesKeHus.

Bmecre ¢ TeM, BO3HUKAIOT U IIpH-
HIJUITHAABHO HOBble mpobaembl. Ha
¢OHe IOCTOSIHHOIO POCTa CTOMMOCTH
SHEPropecypcoB U OXXHAAEMOIO Mac-
cosoro (mopsiaka 10° Towex yuéra)
PACIPOCTPAHEHHS] HHTEAASKTYAAbHBIX
CYETYHKOB II0 BCEMY MHUPY — CTAHOBHT-
Cs1 BeCbMA aKTYaABHOMN U OCTPOI Ipo-
OAaeMaobecriedeHUSI MHGOPMALIIOHHO
0e30IacHOCTH. AeAO B TOM, UTO COBpe-
MEHHbBI CYETUMK IAEKTPOIHEPrUU —

3TO IO CYTH “MAAEHBKHIT KOMIIBIOTED,
BKAIOYEHHBIM B PacIIPeACACHHYIO CeTh
csi3u. Ero mpepaok — aaekrpomexaHu-
JeCKHUI CYETUHK — YACTO IIOABEPraAcs
Pa3HOTO POAA HEIIOCPEACTBEHHBIM aTa-
KaM CO CTOPOHBI 3AOYMbIIIACHHUKOB,
HEeAOOPOCOBECTHBIX — IIOTpebHTeAeit.
Terepb CYETUMK CTAHOBUTCS €ILE K II0-
TEHIIMAABHON MUIIIEHDIO AAS ... XaKep-
CKHX aTaK 9epes ceTd cBsisu [ 1].

Kakve Mepbl IpeANpUHHMAIOTCS
AASL pellleHHiT 91O mpobaemsr? IIpe-
JKA€ BCETO, YCUAMSIMH PSIAQ MEKAYHA-
POAHBIX OpraHM3aIuil ¢$popMupyercs
COOTBETCTBYIOIAsl HOPMAaTUBHAs 6a3a
[2,3], Ho aTOT mponecc eme AAAEK OT
3asepreHnst. Kpome Toro, mo MHeH#m0
aBTOpA, HEKOTOPBIE U3 yXKe OITyOAMKO-
BAHHBIX [IOAOXKEHUI U PEKOMEHAALIHI
HMEIOT BeChbMa CIIOPHbI XapaKTep; Cpe-
A Pa3pabOTYNKOB HOPMATHBHBIX AO-
KYMEHTOB OLIYILIAeTCs SIBHASI HEXBATKA
CIELJMAANCTOB II0 UHPOPMALIMOHHOM
6e30I1aCHOCTHU U KPUITOrpaduu.

Tem BpeMeHeM BeAylIie MUPOBbIe
IIPOM3BOAUTEAH CUETUUKOB IIPEAAAra-
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0T cBOU cobcTBeHHble perrenms. Kax
IPABUAO, 9TH pelleHHUs] 3aTParkuBaloT
AVIIIb HEKOTOPBIE ACTIEKTHI IIPOOAEMbI
¥ MMEIOT SBHYK MapKeTHHIOBYIO Ha-
IPaBAEHHOCTD. A€AO B TOM, YTO BCTPO-
eHHbIe CPeACTBa ObecIedeHust HHPOp-
MAaILIMOHHOM 6e30IacHOCTU 0OXOAATCS
MPOM3BOAUTEAI0 AOCTATOYHO AOPOTO.
OHM 3aMeTHO MOBBIIAT cefecTou-
MOCTb CYETYMKA, M, CAEAOBATEABHO,
AM60 IIPHBOAAT K €r0 YAOPOSKAHHIO,
AU60 CHIDKAIOT AOAIO IIPUOBIAU IIpU
ITPOAQXKE CIETYMKA IO MPEXXKHEN IIeHe.
B 10 5Xe BpeMst MHOTHE IPON3BOAKTE-
AU CO3HATEABHO HAHU TIOACO3HATEABHO
HEAOOLIEHHBAIOT CTeleHb ‘HHPOpMa-
LIMOHHOM~ YIPO3BL A €CAU yrpo3a He-
BEAHMKA, 3a4eM MATU Ha AOTIOAHUTEAD-
HbIE PaCXOABI? DTUM U OIPEAEASETCS
OTHOIIEHNe GOABIIMHCTBA IPOU3BO-
AWTeAeHl K BCTPOEHHBIM CPeACTBaM
MHPOPMALMOHHON GE30IIACHOCTH - A3,
QOPMAAPHO OHM PpeaAMsyloTCs, HO
PEAAU3YIOTCS. POBHO HACTOABKO, Ha-
CKOABKO 3TO HEOOXOAMMO AASl TOTO,
9TO6BI YCIOKOUTD IOTEHIUAABHOTO
IOKyIIaTeAs, KOTOPBI KOHEYHO >Ke
CABIIIAA 00 9TON HpObGAEME, HO HHU-
Yero B Heil He moumMaeT (“AaHHbIE
mudpyrorcsa? — Aa, pasymeercsa! — Hy
H 3aMeYaTeAbHO, oKymaw!”).

Hmwxe npHBOAUTCS IepedyeHb
06wux Tpe6oBaHuil 0 MHGOpMaLU-
OHHOJ1 6€30IaCHOCTH K AI0OOMY COB-
PEMEHHOMy CYETUHKY IAEKTPOIHEp-
run. ITepedens 6b1A cpopMyAHpOBAH
ABTOPOM Ha OCHOBE MHOTOAETHEIO
AVMHOTO OIIBITAa IIPOEKTHPOBAHHSA K
9KCIIAYaTALU CHCTEM YIETa.

TpeboBanus:

1.

10.

11.

12.

13.

14.

1S.

CootBercTBUe TpeOOBAHHIM
MEXAYHApOAHBIX CTaHAAPTOB
(IEC, DLMS/COSEM u ,A,p.)
AyTeHTuUKaIMsi HCTOYHHKA
npu npuéMe/mepepade coob-
IeHun

Iudposanne coobimeHmit
ITomexoycToitumBOoe KOAMPO-
BaHue

IToaaep>kKa pexxuMaIpeAoIAa-
51 (OMIIMOHAABHO, AAS CUETYH-
KOB C prepayment mode)
Besomacupiii AOKaABHBIA UH-
Tepderic AAST MOAAEPIKKH AO-
MalIHeHN CeTH CBA3U
ITeproandeckas mpoBepka Ije-
AOCTHOCTHU PE3HAEHTHOTO IPO-
rpaMMHOTO ObecIedeHst
3amuTa  MeTPOAOTHYECKOTO
obecreyeHus OT U3MEHEHHII B
Hporjecce 9KCIAYATAIIUI
AocTyn K pe3UAEHTHBIM IIPO-
TpaMMaM M AQHHBIM 4epe3 OIl-
THYECKUH IIOPT IO MaPOAIO

AaTuMK  BCKpPBITHSA  KPBIIKU
CUYETUHKA
AAT4uK  BCKpBITHA  KpBIIIKA
KAeMMHHKA

AaTYMK HAAVYKS BHEITHETO Mar-
HHMTHOTO ITOASI

AaTuyuK TeMIepaTypsl BHYTPU
KopIryca

BcrpoeHHbIT sKypHaA COOBITHI
C perAaMeHTHPOBAHHBIM AOCTY-
oM

IoaAepKKa aBapHITHBIX CO00-
eHun

. Besomacuoe YIIpaBA€HHE Ha-

CTPOMKAMHU CYETYHKA
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17. besonacHoe u3MeHeHHe pe3u-
AEHTHOTO IIPOTPaMMHOT0 0bec-
nevenus (upgrade)

B poxaape MOAPOGHO aHAAM3HPY-
IOTCA ITIOTEeHIMaAbHBlE HMH(OpPMAITU-
OHHbIE YTPO3BI AASl CIETUMKA U TPEA-
AQraloTCs BCTPOEHHbIE alllapaTHbIE M
IPOrpaMMHbIE CPEACTBA, CIIOCOOHbBIE
3¢ $eKTUBHO ITAPUPOBATH ITH YTPO3BL.

IToAydeHHBIE PE3YABTAaTHI MOTYT
OBITH MCIIOAB30BAHbI B KAYECTBE CIIPa-

BOYHOTO PYKOBOACTBA MpH BbiGope
CHCTEeMbl L}eHTPAAU30BAHHOTO y4&Ta
anepropecypcos. Kpome Toro, atu
PE3YABTATbI MOTYT CAY’KHTb OCHOBOI
(amarormeit) mpu paspaboTke acrex-
TOB MH$OPMALMOHHON 6e30macHoC-
TH AAS APYTHX TOAOOHBIX CHCTEM,
HAIpUMep — AASL 3alUTHl PasHOO06-
Pa3HBIX OKOHEYHBIX YCTpoUcTs (user
appliances) B pamkax KoHiemmu
“YMmHBII AOM .

Hcroununkm:
1. Bruce Schneier. Hacking Power Networks. CRYPTO-GRAM, February 15,

2008. http://www.counterpane.com

2. Electricity metering - Data exchange for meter reading, tariff and load

control. MexxayHapopHble cranpapTs cepuu IEC 62056.
3. DLMS/COSEM for smart metering. http://www.dlms.com

MHOOPMALINA KAK TOBAP B XXI BEKE:
AHAJIN3 YITPO3 BE3OMNMACHOCTU HALUUOHAJIbHbIM
PbIHKAM

Anamoauii Kpanusenckuii, QI'OY BIIO «Boazozpadckas
axademus 20cydapcmeennoii cayucbui> (Poccutickas Qedepayus)

The problem of national markets security in the segment of informational
products is considered in the given article. Author investigates the phenom-
enal properties of information as a product and analyzes the paradigm of

threats to national security in the above area.

B XXI crosernu naOpMAIIUS ITe-
PexoAuT B paspea Hambosee BOCTpe-
OOBaHHBIX TOBAPOB, IPEAAATAEMBIX K
npopaxe uan obmeny. CoBpemenHoe
cocTOsiHMe OOIjecTBA XapaKTepH3y-
eTcs AABUHOOOPA3HBIM POCTOM IIPO-

jecca “MpOM3BOACTBA, IIOTPebACHNUS U
HaKOIIAeHUs] HHGOPMALIUU BO BCEX OT-
PACASIX YEAOBEUECKOM AESITEABHOCTH
[1: 3]. D10 ObBsACHSETCA O6BHEKTHB-
HBIM yBeAMdeHHeM o6Iero tpaduxa
MHGOPMALUOHHOTO KOHTEHTA B COLU-
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yMe; IepMaHEHTHOHN TeXHOAOTHIECKON
PEeBOAIOIHEH, MPAKTUYECKH eKEeAHeB-
HO BBIAQIOTIEH IIPUHITUITAABHO HOBBIE
pemenus B 06AACTH KOMMYHHKATHB-
HO-MH(OPMALMOHHDBIX TeXHOAOTHI (B
IIepBYI0 O4epeAb — MHTEPAaKTHBHBIX);
Bce OOABIIYIO 3aBUCHMOCTb AO6O-
TO ITIPOM3BOACTBA OT IIPOTPAMMHOTO
ofecriedens], Taioke OA3HPYIOLIErocs
Ha COBPEMEHHBIX HMH(OPMAIIMOHHBIX
TexHoAOrHAX. Puaocodckuit SHIUK-
AOTIGAMYECKHI CAOBaph IIOAYEPKHBAET,
4TO “mpobAeMa MHPOPMALIHH SBASIETCS
OAHO¥ 13 HAOOA€e AKTYAABHBIX H Py H-
AAMEHTAABHbIX B YCAOBHAX COBpEMeH-
HOM HAyYHO-TEXHUYECKOM PEBOAIOLIHH,
XapaKTepHU3YIOMIENCs,
nepepadedl MHGOPMALMOHHBIX (yHK-

B YacTHOCTH,

LI OT YeAOBEKA K MALIMHAM B CAMbIX
mupokux mMacmrabax” [2: 218].

B aT0i1 cBSI3U OIpeAEAnM caMO 1I0-
HATHe “MHPOpManusT’, MO3BOASIOLee
caurarp ee ToBapoM. CAoBapp TepMu-
HOB 1 OIPEAEACHHIL TI0 BoIpocam 6e-
30IACHOCTH TPAKTyeT HHPOPMALIUIO
KaK ‘CBEACHMS O AMIAX, IIPEAMETAX,
COBBITUAX, SBACHWSX, IPOLECCax H
obbexTax (HezaBucumMo OT GOpMbI UX
IIPEACTABAEHYS), UCIIOAB3YeMbIE B 1ie-
ASIX ... ONTHMMUBALMK LPUHSITAI pe-
IeHwuil U ypasaenus obvextamu’” [3:
123]. PasymeeTcss, B yCAOBUSX PBIHOY-
HOM SKOHOMUKH, CBEACHHS, HCIIOAb-
3yeMble AASL ONTUMHU3ALAN TIPHUHSTUS
pelleHniT ¥ yIpaBAeHUs ObbeKTaMy,
SIBASIFOTCSL He €M MHBIM, KaK TOBapOM.
OpHako cobcrBeHHO “MHpOpMarms”
SIBASIETCSL He COBCeM OOBIMHBIM TOBa-
pom. D10 OTMeuaer, B yacTHOCTH, P.

Aox. Hoaa: “nadopmanuio Heobxoau-
MO KAaKMM-TO O6pa3soM AOBOAHTH AO
[OCAGAYIOIINX MOTpebuTeAeil, u pac-
[POCTpaHEHUE ee MOXKET AQKe CTOUTD
AOPOXXe, YeM IIOBTOPHOE CO3AQHIE,
- 9TO, HAIPUMEP, OTHOCUTCS K IIPO-
CTeHIINM KOMIIBIOTEPHBIM IIPOrpaM-
MaM. MAw, manpumep, mHOpMAIuio
MOKHO ~IIPUBATH3UPOBATH, IpHYEM
CTOUTB 9TO GYAET OUYeHb HEAOPOTO, TaK
YTO CBOWCTBO MH(POPMALIMH CAYXXHTb
obIlecTBeHHbIM 0OAAarOM He BHeceT
3HAYUTEABHON HedPPEeKTUBHOCTU B
CHCTEMy ee PBIHOYHOIO PacIpoCTpa-
Henus. TeM He MeHee, ITyOAMYHOCTDH
nHPOpMALIMK — ITO Cepbe3Has Ipo-
6aema” [4: 109]. OrmeTuM Taxoke Ta-
KO€e TOBApPHOE CBOMCTBO HHGOPMALIHHY,
KaK yHHBepCaAbHOCTD. MIHpopMarus B
TOM MAM MHHOM popMe HNpUCYTCTBYeT
BO Bcex 6e3 MCKAIOYEHHMS BHAAX TOBa-
POB, CO3AaBasi, TauM 06pasoM, AH6O
AOTIOAHMTEABHYIO HMH(OPMAIMOHHO-
TEXHUYECKYI0, AUOO AOTIOAHUTEABHYIO
3CTETUYECKYI0 CTOMMOCTb.

CAepOBaTeABHO, INIPUCYTCTBYSL B
KayecTBe TOBApa Ha AOOOM M3 HaIlU-
OHAABHBIX PBIHKOB, HHpOpMALKs He
MOXXET He CO3AaBaTh MOTEHI[UAABHBIX
yrpo3 ux HHGOPMALMOHHON 6e30-
nacHocTH. [1oA HALMOHAABHBIM PHIH-
KOM B AQHHOM CAy4ae MOHHMAETCs
reHepaAbHAsl “COBOKYIIHOCTb COLU-
AABHO-9KOHOMUYECKMX OTHOIIEHHIT
[S: 518], cymecTByromux B TOM HAM
HHOM IOCYAQpPCTBe.

Ilpu asTOM pa3AMYAOT BHEIIHHE
U BHYTpPeHHHE yrpo3bl MHPOpMALU-
oHHOM 6e3omacHoctu. K BHemHuM
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YyTpo3aM OTHOCST AOMHHHPOBaHHE
HHOCTPAHHBIX HHYOPMAITMOHHBIX IIPO-
AYKTOB M HCTOYHHMKOB PacIpOCTpa-
HeHHs MHGOpPMALK Ha BHYTPeHHeM
HAIIMOHAABHOM pBIHKE; OTpaHMYEHHe
AOCTYIIa HALJHOHAABHBIX HHPOpPMAIU-
OHHBIX TEXHOAOTHI M IIPOAYKTOB Ha
MEXAYHApPOAHBIE DBIHKH; IIPOTHBO-
AHICTBHE CO3AAHHIO KOHKYPeHTOC-
MOCOOHBIX HALIMOHAABHBIX HHGOP-
MAIIMOHHBIX TEeXHOAOTHH. AaHHBIE
YTPO3BI BOIAOIIAIOTCS B TaK HAa3bIBae-
Moe “LippOBOe HEPABEHCTBO - “BUA
COIMaAbHOM AU PepeHIalyy, BbITe-
KaIOIIMI M3 Pa3HbIX BOSMOXKHOCTEM UC-
MIOAb30BaHUsA HMH(POPMAIMOHHO-KOM-
MYHHKATUBHBIX TexHoaoruit” [6: 20].
BHyTpeHHHE Yrpo3bl 3aKAIOYAIOTCS
B KPHUTHYECKOM COCTOSIHHM HAI[HO-
HAABHBIX OTpacAeil IPOMBIIAEHHOC-
TH, TIPOHU3BOASIINX MHPOPMAIMOHHbIE
IPOAYKTBI Ml TEXHOAOTHH; CPAIFBAHIe
FOCYAQPCTBEHHBIX M KPHMHHAABHBIX
CTPYKTYp B MHPOpPMAIMOHHON cde-
Pe; HeAOCTaTOYHasI paspabOTaHHOCTD
HOPMATUBHO-TIPaBOBOil 6a3bl B WH-
¢opmanmonHOi cdepe; HEAOCTATOU-
Has IIPaBONPHMEHHTEAbHAS IIPAKTHU-
Ka; HEAOCTATOYHOE IOCYAAPCTBEHHO®
¢uHAHCHpOBaHME MepONpPHUATHUH IO
obecIedeHHIO HALMOHAABHON HHPOP-
MAaIJMOHHOM 6e30IMacHOCTH.

CaepyeT OTMETHTD, 4TO IIOA YTPO-
3aMH  6€30MaCHOCTH HAIJMOHAABHBIM
PBIHKaM B CeKTOpe HHPOPMAIHOH-
HBIX IIPOAYKTOB HAAO IIOHHMMATh He
TOABKO HEIIOCPEACTBEHHO HaHeCeHue
9KOHOMHYECKOTO ymjepba, HO M Tak
Ha3bIBaeMbI yluep6 KOCBEHHbIH, IIPO-

SIBASIFOIMFICST B KOMIIAEKCE MEePOIIPHsi-
THH U TEXHOAOTHI, HAIIPaBACHHBIN Ha
CHIDKEHHE KPUTHYHOCTH BOCIIPHSTHS
HAI[OHAABHBIM [OTpeOUTEeAEM Kadec-
TBa [OTpebAseMOi HHPOPMALIUY U ee
repMeHeBTHYeCKOro BocrpusTust. Oa-
HAaKO YKa3aHHBI KOCBEHHBII yiep6 B
KOHEYHOM CyeTe, OILITH-TAKH, BEACT K
CYIeCTBEHHBIM 9KOHOMUYECKHM IIO-
TEPSIM AAST HAI[IOHAABHOM 9KOHOMHUKH.

T'roGaAm3anys, OCHOBOH KOTO-
poit craanm “nH$OpMATH3ALMS BCexX
obAacTell COLIMAABHOM AESITeABHOC-
TH, HHTerpanus HHGOPMAIMOHHDIX
CHCTEM Pa3AHYHBIX TOCYAAPCTB B EAU-
HyI0 O00LIeMUPOBYI0 MH(OPMAIMOH-
HyI0 cdepy, POPMUPOBAHUE EAUHOIO
MHPOPMALMOHHOTO  IIPOCTPAHCTBA,
co3paHMe TAOOAABHBIX HHQOpMaLH-
OHHO-TE€AeKOMMYHHUKAIIHOHHBIX  Ce-
Tel, NHTEHCHBHOE BHEAPEHHEe HOBbIX
MHPOPMAIMOHHBIX TexHoAorui” [7:
8], ¢ TOYKM 3peHMSA HALMOHAABHDBIX
HHTepecoB B AI06OI cdepe AesTeAb-
HOCTH, He SIBASIETCS Cyry60 IIOAOXKU-
TeAbHbIM akTopom. HanponasbHsie
PBIHKY, KaK OOBEKT IIPHOPUTETHOIO
HAIIMOHAABHOTO HHTEpeca, HY>KAAIOT-
€5 B 3alIUTE CO CTOPOHBI TOCYAAPCTBA.
OTOT BBIBOA B IIOAHOI Mepe OTHOCHT-
Csl K TAKOMY SKM3HEHHO BaXHOMY U
CTpaTernyecKOMY BHAY TOBApa, KAKUM
sBasieTcst uH$opmanua. [lpu 3amure
HAIIMOHAABHBIX PBIHKOB, pa3yMeeTcs,
HeAb3sl 0fecIieunBaTh UX CyBepeHU-
TEeT UCKAIOYMTEABHO 32 CYeT HHTepe-
COB MOTpebuTereil — KOAAEKTHBHOTO
COILIMAABHOTO aKTOPA, “3aHUMAIOIIEro
[IleHTPAaAbHOE MeCTO B CHCTEME YII-
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paBaenus kavectsom” [8: 15] aro6oro
ToBapa. B pAanHOM npouecce Heo6xo-
AEMO COGAIOAQTH 0AAQHC MHTEPECOB
0611ecTBa, FOCYAAPCTBA, KOPIOPALIUH
u AngHoCcTH. TOABKO B 9TOM CAydae
obecrednBaeTcs “AMHAMUYIECKOE PaB-

HOBeCHe OXpaHsAeMOil cucTeMmst. [Ipu
TAKOM IIOAXOAE IIOHATHE Oe3omac-
HOCTH COAMXKAeTCsl C TIOHSTHEM CTa-
GMABHOCTH, BBLIIOAHSIONIEH $YHKIUIO
COXpaHeHUs HEN3MEHHOCTH COLIMAAb-
HBIX B3auMopeicTBuir” [9: 40].
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no craapapry ICO 9000:2000. — M.: M3pareanckuit Aom «Texnororms>,
2004.
3unyenxo H.M. ConuasbHO-IIpaBOBble HMHCTHTYTBI OOeCIIedeHMs HAIlU-
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LEJIECOOBPA3HOCTb U BOSMOXHOCTb
NCMNoJib3OBAHNA HEYETKOIo MOAE/IMPOBAHUA
AanAa oOuEHKU PUCKOB B UHOOPMALIMOHHbBIX
CUCTEMAX

Baadumup Yepnos,

Bm@umupcxuﬁ zocyaapcmsenﬂbtﬁ YHusepcurmem

(Poccuickas ®edepayus,)
Auxexcandp Aopoxos,

Xapwcoscxuﬁ HaquHa/leblﬁ IKOHOMUYECKUTL YHusepcurmem

(Yepauna)

The problem of the analysis, modelling, forecasting of risks in information sys-
tems has been examined. Necessity and an opportunity of application of the
fuzzy sets theory for studying risks of development, introduction and operation
of information systems has been proved. Application of specialized software,
such as Matlab Fuzzy Toolbox, Fuzzytech and Fuzicalc, for studying and mod-
elling of corresponding risks in information systems has been offered.

H3yuenne pasHOOOPasHbIX IIpo-
I1eCCOB, 9TANOB 1 COCTAaBASIOIIMX Pa3-
PabOTKH, BHEAPEHHs, OKCIIAyaTAL[HH
MHPOPMAIL[OHHBIX CHCTEM, BKAIOYAS
$uHAHCOBO-9KOHOMHYECKHE COCTaB-
uHpOpMa-
IIHOHHYIO, 9KOHOMUYECKyI0 Ge3omac-

ASIOINYE, TEXHHYECKYIO,
HOCTb, HAAKHOCTh Y YCTONYMBOCTD
paboTel, coxpaHeHHsI M 06pabOTKU
MHGOPMALINY, KOPPEKTHOCTU U AAEK-
BaTHOCTH IIPOAYLIUPYEMBIX YIIPABACH-
YECKHX pelleHHi, TpebyeT UCIIOAB30-
BaHI HOBbIX, HAyYHO 060CHOBAHHBIX,
MaTeMaTH4ecKd  (pOPMAAM3OBAHHBIX
IIOAXOAOB H METOAOB.

OAHHM U3 COBpPEMEHHbIX CPEACTB
U3ydeHUs: UHPOPMALMOHHBIX CHUCTEM-
HUX SIBASIFOTCS. METOABL L IIPUEMBI aHa-
AV3a PHCKOB, IIO3BOASIOIHE AOCTHYD

MaKCHMAAbHOM 3 PeKTUBHOCTH HC-
MOAb30BAHMS MHPOPMALOHHBIX CHC-
TeM B YCAOBHSIX PBIHOMHOH 3KOHOMH-
KU, HOCKOABKY ITOA A€FICTBHEM 3aKOHOB
PBIHKA B YCAOBUSIX KOHKYPEHIIUM pe-
3YABTATBl BHEAPEHHUS M OKCIIAyaTallUuM
9THX CHUCTEM B 3HAUMTEABHOM CTEIeHU
CBSA3aHbI C PA3AMYHBIMU PHUCKAMU M
HEOIIPeACACHHOCTBIO, KOTOPBIE CAEAY-
€T YYUTBHIBaTh, H3MEPSTh U OL|eHUBATh
BAVISIHHE.

AHaAM3 ¥ IPOTrpaMMHpPOBaHME
PUCKOB OCOOEHHO HEOOXOAMMBI AAS
WT-xoMnanuii, crienupuka AesiTeAb-
HOCTH MHOTHX M3 KOTOPBIX 3aKAIOYAeT-
CS1 B HAAMYMH HECKOABKUX PBIHOYHBIX
3AEMEHTOB, CerMeHTOB (3aKa3uUKOB,
MOKyIIaTeAeH, n0Tpe61/1TeAe1?1, TOAB-
3oBaTeAeil) co CAA6OOTPeEACACHHBIMU
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KOAeOaHISAMH O6beMa U CTPYKTYPBI
CIIpOCa B YCAOBHSX HEAOCTaTKa Map-
KeTHHIOBON MHQOpMAIM, BBHICOKOH
CTeIleHH PUCKA IIPY IIPOBEASHHH KOM-
MePYECKUX OIlepaliHi.

C apyroii cropoHsl, HHGOpMAIH-
OHHOe ofecIleyeHHe IPU OIEHKE K
HPOrpaMMUPOBAHUH PHCKA CAYKHT He
TOABKO B Ka4eCTBe MCTOYHUKA AAHHBIX
AASL QaHAAWI3a, HO M CaMO II0 cebe sBAS-
eTCsl CPEACTBOM CHIDKeHHs pucka. Op-
HaKO AOCTYII K HHGOPMAIHI, HA OCHO-
Be KOTOPOH MPHHMMAIOTCS pPelleHHs,
CBSI3aHHBIE C BHUBACHHEM U OLICHKOH
TEKYIIUX U ITeP CIeKTHBHBIX TeHACHIIHI
B YCAOBHSIX PBIHKA, OTPAHHYEH, TaK KK
IIOAyYEHIe AQHHBIX O paboTe APYTHX
WT-xoMIaHuit 9acTO 3aTPYAHEHO Cy-
I[eCTBOBAaHMEM KOMMEPYECKON TarHbI,
CIIOCOGHOCTBIO KAXAOM KOMIIAHHH B
060V MOMEHT IPHUHSTD AI06O€ pelle-
HHe, HeTPeACKa3yeMoe AAS OI[eHHBAIO-
IIIer0 OKPYKAIOIIYIO CPeAy CyOBeKTa,
YTO IOPOXKAAET HEONMPEACACHHOCTD
IpHU BBIOOpE AMHUY IIOBEACHHS U IIPO-
THO3HPOBAHHS PHCKA.

C mo3uimil CHCTeMHOTO aHAAM3a
3TO 03HAYAET, YTO CYI[eCTBYeT MHOTO-
o0pasie PeaAbHO CYIIeCTBYIOLUX H
B3aUMOACHCTBYIOIIUX APYT C APYTOM
CHCTEM, eCTb BepOSITHOCTb HebAaro-
OPHUATHBIX BHENIHUX BO3AEHCTBHH,
U, CAGAOBATEABHO, BHEIIH:AA Cpeaad
IOCTOSIHHO CO3AQeT PUCKHM HACTYII-
AeHMSI HeOAArONpUSITHBIX COOBITHIA
COBOKYIIHOCTb ITHX CHCTeM 06pasy-
eT MHOTOMepHOE€ IIPOCTPAHCTBO HX
B3aUMOACHCTBHSA B KOTOPOM HAXOAHT-
Cs Bce MHOT0OOpas¥e CyIIieCTBYOIINX

PHUCKOB - MHOTOMepHOe IPOCTpaHC-
TBO PHCKOB. B HeM xaxxpoMy BuAy Ae-
SATEABHOCTH, Kacawomeics uHpopMa-
LIJUOHHbIX TEXHOAOTUH, COOTBETCTBYeT
CBOE IIOATIPOCTPAHCTBO PUCKOB.

ITopmpocTpaHcTBa PUCKOB, Kaca-
IOIUXCS UHPOPMAIIMOHHbIX TeXHOAO-
ruif, GOpMHpPYIOTCS B 3aBUCHMOCTHU
OT BMAQ MAM THIIA HHPOPMALMOHHOMN
CHUCTEMbI, CTAAUH €€ XU3HEHHOTO II1K-
Aa (HpoeKTI/IPOBaHI/Ie, paspaboTka,
BHEAPEHHE, IKCIIAyaTaljusl, MOAEPHH-
3aLus, AMKBUAALUA U TaK AdAee), du-
HAHCOBBIX, COIJMAABHBIX, OOIeCTBeH-
HBIX YCAOBHH M OTPAaHUYEHUH, OTPACAN
KCIIOAB30BAHUS, PErHOHa, CTpaTeruu
TIOBEACHHS ACHCTBYIOIIMX AUI] U IPU-
HHMaeMbIX UMH pemenuit. Ha xaxaprit
M3 PUCKOB OKAa3bIBaeT (uam Mosxer
OKA3bIBaTh) BAMSHHE CBOS CHCTEMa
¢paxropos. Taxum 06pasoM, OLeHH-
BaHMe M IPOrpaMMUpPOBAHHE PHCKOB
AASL THPOPMALMOHHBIX CHCTEM - 3TO
MHOroQakTopHas 3apada, crenudu-
Ka KOTOpOM 3aKAIOYAeTCs B TOM, YTO
AevicTByromuye GaKTOPBI CAMH II0 cebe
MOT'YT U He IIPOBOLIMPOBaTh pa3BUTHE
PHCKOBOI CHTyaIluH, HO IIPU HEKOTO-
PBIX COYeTaHMAX, KOTOpble He BCeraa
MOXKHO IIPEABUAETD, MOT'YT IIPUBECTU
K KpafiHe HETaTUBHbIM.

OueBUAHO, UTO HOAIPOCTPAHCTBO
PHCKOB, B KOTOPOM IIPOUCXOAUT AF00O
paccMaTpuBaeMblil BUA AEATEAbHOCTH,
HY>XKAQETCs B CO3AQHUM CHUCTeM KAACCH-
$uKaIMy PUCKOB M BAMSIONIUX Ha HUX
¢axropos. CymecTByIOT BAPHAHTEI Ta-
KOM KAACCHPUKAIMU U AAS THPOPMAIIU-
OHHBIX CHCTEM.
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He ocranaBAuBasich moApo6HO Ha
9TUX BapHAHTaX, OTMETHM OAHO CyIIlec-
TBeHHOE 00CTOsITeABCTBO. IIpH Cco3pR-
HHU TaKOM KAACCUPUKAILIHY PaKTUIECKU
HPOHMCXOAUT 3aMeHa CAOSKHOH CHCTeMBI
PHCKOB, PEAABHO CYIIECTBYIOIIUX B pac-
CMaTpUBaeMOM IOALIPOCTpaHcTBe (Te.
OOBEKTHBHON CHCTeMbI), Ha Cy6Gbek-
THBHOE U BCETAA YIIPOIIEHHOE OTPaXke-
HHE 3TOM CUCTEMbI PUCKOB HEKOTOPOM
MOAEABIO C IIABIO HMX ITPAKTHIECKOTO
U3yYeHHs M aHAAK3A.

Vicnoap3oBaHre 3HAYMTEABHOH
AOAH CyOBEKTHBHBIX OLI€HOK IPHBO-
AUT K TOMY, 4TO Pe3yAbTaT aHAAM3a
PHCKa, CBS3aHHOTO C MHPOPMAIMOH-
HBIMU CHCTEMaMH, B GOABIION CTelre-
HH HMeeT XapakTep CyOBeKTHBHOTO
HCCAEAOBAHMS, IIOAY9aeMOTrO C pa3-
AMYHOY CTeITIeHbI0 AOCTOBEPHOCTH, Y
KOTOPOH 3HAUYeHHe He MeHbIlee, 4eM
caMa IIOAyYeHHas Pe3yAbTHpPYIOmast
BeAnunHa (OIeHKa) pucka.

Ha mpaxTrke mpHXOAMTCS HMETH
A€AO C KOHKPETHOM CHCTEMOM PHCKOB
KOHKPeTHOM MHPOPMALMOHHOM CHC-
TeMbL. SIBHO BBIpaXKeHHbIN AMHAMUYEC-
KM XapakTep 3TOM CUTYalMH IPUBO-
AWIT K TOMY, 9TO BO BpeMEHHOM CMBICA@
00AACTH OLIEHKA PUCKOB AASL AIO6OM
HMHPOPMALMIOHHOM CUCTEMBI CBSA3aHA C
3apader MPOTHO3UPOBAHMS, YTO TAKXKe
IpeAOTIpeAeAsieT HeOIPEACACHHOCTD B
TIOAYYeHHbIX Pe3yAbTaTaXx.

OO6muit >KU3HEeHHBIN LKA AI0OOI
MHPOPMALMOHHOM CHUCTeMbI OT op-
MHPOBaHS OH3HEC-HAEH AO 3aBepiile-
HHS 9KCIIAYaTaIlMOHHOM (a3pl COmpo-
BOXKAQETCSl TIOSIBAGHMEM M Da3BUTHEM

PA3AMYHBIX PHCKOB, ITOITOMY BIIOAHE
IIPaBOMEPHO TOBOPHUTb O CYILECTBO-
BaHHUHU I[EAOCTHOM M BeChbMa CAOXXHOM
IIPOCTPAHCTBEHHO-BPEMEHHOM CHCTe-
MbI PUCKOB, B paMKaX KOTOPO¥ ITPOHMC-
XOAUT Pa3paboTKa, BHEAPEHUE, IKCIIAY-
aranysd UHPOPMAIMOHHOM CHCTEMBL
Ilpu oTOM OTAeABHBIE PHCKH HAM HX
TIOAMHOXKECTBA, OO0beAMHEeHHbIe B3aH-
MO3aBHUCHUMOCTSIMU, ITOAIUHSIIOTCS CBO-
MM BHYTpPEHHUM, OObeKTUBHBIM 3aKO-
HaM, abCOAIOTHOe IMO3HAHKE KOTOPbIX
YPEe3BBIYANTHO 3aTPYAHEHO.

Bce usaokeHHOE BblIllle TO3BOASIET
C IOAHBIM OCHOBaHMEM YBS3aTb IIO-
HATHE «PHCKa» B MHPOpPMaIMOHHBIX
CHCTEMAX C TIOHATHEM «HeOIPeASACH-
HOCTb>. [Ipy aTOM CcAeAyeT OTMETHTS,
YTO O4YEeHb YACTO B MCCAEAOBAHUSIX,
TIOCBSIIEHHBIX PAa3AMYHBIM PHCKaM,
TIOHATHE «HEOIPEAEACHHOCTb> 3aMe-
aseTcs (He BCerAa AOCTaTOYHO 060CHO-
BaHHO) 60A€e Y3KHM - «CAYIaiHOCTb> .
Beab ToABKO mpu TakoM ympoleHHM
BO3MOXXHO HCITOAB30BaTh AASL OL[€HKH
PHCKOB B ”HPOPMAIIIOHHBIX CUCTEMAX
METOADBI KAACCHYECKOH TeOPUH BepOsT-
Hocrerl. OAHAKO OCTAIOTCS A0 KOHIA
He PpeLIeHHBIMHE IPObAEMbI KOPPEKT-
HOTO TIIPHMEHEHHs] 9THX METOAOB.

B T0 e BpemMa MOXHO roBOpUTH
O CYyIIeCTBEHHBIX IIpeuMyIecTBax
NIpUMeHEeHUs TeOPUH HeUYeTKUX MHO-
JKECTB (pa3pa60TKn COOTBETCTBYIO-
IUX MHOTOKPHTEPHAABHBIX MOAEAeH
U MX PEeaAM3allMH B CIeIMaAUu3UpPO-
BaHHBIX IPOrpaMMHbIX HpOAyKTaX)
AASL OLIEHKH PHUCKOB B MHQOpMAIH-
OHHBIX CHCTEMAX.
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OCHOBHOE TIPEHMYLeCTBO TAKO-
IO IOAXOAQ OIPEACASIETCSI TeM, YTO
aIapar TeOpHU HeYeTKUX MHOXECTB
TpebyeT OT AULIA, IPHHUMAIOIIETO pe-
IIEHUs], 3AAQHHUSI He TOYEYHBIX BEPO-
SITHOCTHBIX OLI€HOK, 2 HHT€PBAABHBDIX,
00pasyrolyx pacyeTHbIl KOPHAOP
3HAYEHUH IIPOTHO3HMPYEMBIX Iapa-
MeTpoB. OTCI0AQ BBITEKAET YAOOCTBO
3THX METOAOB, IIPOSIBASIIOIEeCs B II0-
BBIIEHHON CTEMEeHH OOOCHOBAaHHOC-
TH, IIOCKOABKY 3A€Ch YYHUTBIBAIOTCS
BCe BO3MOXKHBIE CII€HAPHU Pa3BUTHS,
o6pasyrolye HelpepbIBHbIN CIEKTP,
B OTAMYIE, HAIpUMep, oT MeToaa ['yp-
BHIIA, PACCYUTAHHOTO HA AUCKPETHOE
MHOYXECTBO CLieHapHeB.

Ilpu 3TOM OLIEHKH PHCKOB MOTYT
ObITb IIOAYYEHBI B ABYX BapHaHTax.

Iepsrit - 310 BeAMYMHA PUHAHCOBBIX,
UHQPOPMALIIOHHBIX U ADYTHX TOTEpb,
KOTODbIE BO3SMOXHBI B CAy4Yae He)XeAa-
TEABHOTO Pa3BUTHA CHTYaluu. Bropo
- 3TO HEKOTOPBIH YUCAOBOH AW HEYHC-
AOBOM TIOKA3aTeAb, XapaKTePHU3YHOMUI
YPOBEHb pHICKa, NPUCYINMI aHAAH-
3upyeMori MHQOpPMAIMOHHOM CuCTe-
Me, KaK CTelleHb HEONPeACACHHOCTH
OTHOCHUTEABHO OYAyIIero pasBUTH
TIO3UTHBHBIX U HETaTHBHBIX CTOPOH €€
(YHKIIMOHUPOBAaHMSA U OKpY>Karoliein
cpeapl.  COOTBETCTBYIOIIME METOABI
OLIEHKH U IPOrPaMMUPOBAHMs PHCKOB
HAaMU B HACTOsIee BpeMs Pa3BUBAIOT-
CSl C UCTIOAb30BaHHEM TIPOTPaMMHOTO
obecnevennss Matlab Fuzzy Toolbox,
Fuzzytech u Fuzicalc u 6yayT npeacras-
A€HBI B AAABHETIIINX ITyOAMKALIFSIX.

POLICY OF PERSONAL DATA SECURITY

LEukasz Kister,

European Association for Security (Poland)

This article focuses on procedures of drawing up and bringing into effect a
document which describes essential rules for personal data security. Posses-
sion of such a document is legal obligation to any organization that processes
personal data on territory of the Republic of Poland.

1. Introduction

Once Poland run for joining the
European Union structures it had
to conform its national legal system
to meet the international standards
within the area of civil rights and ob-
ligations. At level of personal data se-

curity, all EU countries are obliged to
implement Directive 95/46/EC of the
European Parliament and of the Council
of 24.10.199S on the protection of indi-
viduals with regard to the processing of
personal data and on the free movement
of such data (WE L 281). Poland im-
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plemented the directive on 29 August
1997 by authority of the Act on the
Protection of Personal Data (Journal
of Laws No. 133 item 883).

Currently binding legal system in
this area was established upon amend-
ments passed to earlier legal acts in
2004 (Journal of Laws No. 25 item
219 with amendments) which in par-
ticular applied to mandatory organi-
zational and technical means ensuring
security of processed personal data.

2. Basic expressions in personal
data security

In order to keep argument in the
article correct, it is necessary to intro-
duce some major expressions related
to personal data security.

Personal data is any informa-
tion concerning an identified or
identifiable person. Modifier any in-
formation indicates wide range of the
expression “personal data”, that includes
not only language signs but also im-
ages, sounds and, getting more impor-
tant, biometrics as well. It is important
that biometric data is finger prints or
retina pattern as well as structure of
face, voice projection, geometry of a
hand, pattern of veins and even hab-
its or acquired skills (e.g. walk style,
handwriting, etc.).

Personal data processing is any
operation made over personal data,
especially in IT systems, such as col-
lecting, saving, storing, editing, modi-
fying, sharing and erasing data. De-
termining particular operations which
are part of personal data processing,

does not make the catalog of such op-
erations closed. It specifies time frames
of data processing, from collecting to
erasing data, what gives frames for obli-
gation of personal data security.

3. Documentation of personal
data security

3.1 Definition

The legislature did not define
expression “Policy of Personal Data
Security” [further called: the Policy]
therefore help of scientists and experts
was necessary to make clear and pre-
cise definition of it.

Policy of Personal Data Secu-
rity is a set of laws, regulations and
practical experience that determine a
way of management, protection and
distribution of personal data inside
and outside of an institution. The set
is directly related to security of per-
sonal data processed traditionally as
well as in IT systems.

3.2 Contents

Contents of the Policy document
is described in the executive decree to
the mentioned earlier Act, neverthe-
less almost all independent experts
and researchers claim that it is not
extensive enough to cover all legal
obligation for personal data security.
Therefore, according to the interna-
tional standards ISO 27001 and ISO
17799, the Policy is supposed to in-
clude below listed elements:

« Declaration of an institution

management;

+ General statements (defini-

tions, goals, extent);
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+  Structure of management;

+ Strategy of organizational and
technical security measures,
including:

- personnel security;

- access control;

- hardware protection;

- access to IT systems;

- notebooks and on-line work
(remote access);

- electronic information storage
devices;

- access to the Internet;

- e-mail;

- antivirus protection;

- cryptographic protection;

- emergency data back-up;

- withdrawal from use and utili-
zation of hardware and storage
devices;

- security audits;

- trainings;

- access to personal data for per-
sonnel from the outside.

+ Registering of personal data
sets;

+ Audit and updating of docu-
mentation

+ Final statements.

and also elements described in the ex-
ecutive decree:

+ Listofbuildings, roomsand parts
of room that make area in which
personal data is processed;

+ List of personal data sets with
software used to processed the
data;

« Description of structure of the
data sets which shows contents
of data records and relations
between records;

«  Algorithm of data flow between
particular systems.

It is also important to indicate
necessity of implementation into the
Policy procedures for crisis manage-
ment in personal data security sys-
tem.

3.3 Preparation of the Policy

Documentation that specifies
rules of security for processing per-
sonal data, apart from other detailed
requirements, must be adequate to re-
ality when treats actual state of its con-
formity with the law. Preparation of the
Policy should be preceded by audit in a
company that allows to collect all infor-
mation needed to create the Policy.

Formally, the Policy may consist
of one or few documents describing
process of personal data security. Ac-
cording to the legal requirements, the
Policy has to be prepared in a tradi-
tional way (hard copy).

4. In conclusion

Properly prepared and imple-
mented in a company Policy of Per-
sonal Data Security makes proce-
dures that allow to manage data of
specific value professionally. Beside
meeting legal requirements, the Pol-
icy creates long-term image of safe
partner in business, client, employer,
organization etc.
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SJIEKTPOPA3PAAHAA 3ALLUTA OT NOAAEJIKU
BYMAXHbIX AJOKYMEHTOB

IlIxuaée Baadumup, Heduoza0 Bukmop, Adamuyx Apxaduii
Munucmepcmeo unPopmayuorHbix mexHOA0ZUiL
u meaekommynuxayuii (Pecny6auxa Moadosa)

Is presented new information technologies at manufacturing paper documents
with high level of protection. The way of formation a database of documents
on the basis of association of the wave and digital information is offered.

Vipest MCIIOAB30BaHUS IIPOIIECCOB,
AQXKe TEOPeTHIECKH He MOAAAIOIIHXCS
TIOAHOMY PacueTy U YIIPABACHHIO, AAS
BBICOKOYPOBHEBOM 3alUThl AOKYMEH-
TOB He HOBa. Emé B koHie 60-ropos
C.BucHep mpepAOXHA HCIOAB30BATh
$OTOHBI C 3apAHHBIMU IIOASIPH30-
BaHHBIME cocTostHusME [1]. 1 xots
TEXHOAOTHMYECKH HAeS He peaAusye-

Ma M IO Ceil AeHb, TEM He MeHee, Aes
C.BucHepa peficTBITeABHO 6biAa 6AeC-
TSI, XOTSI OBl IOTOMY, YTO U3 Hee CO
BpeMeHeM Pa3BHAKCh HOBbIE ITOAXOABL
B KpPHUIITOrpaQuy, KOTOpble AAIOT Ha-
AEXKAY pa3pabOTaTh, paHO HAU IIO3AHO,
IPOCTBIE M A€IIeBble TeXHOAOTHHU U3-
FOTOBAEHMS GYMaKHBIX AOKYMEHTOB C
BBICOYANIIIUM YPOBHEM 3aIUTHL
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A Temepb 06CYAUM He TEXHOAOTHIO
3aIUThI OYMaXKHBIX AOKyMEHTOB, & $pu-
3UYECKUIT 9KCIIEPUMEHT, IPOBEACHHBIH
B 1989 roay, ¢ momompio KOTOpPOro
ObIAa emje Pa3 IOATBEPKAEHA HMHTeEp-
depentms aaexrporos [2]. B arom
9KCIIepHIMEHTe COTPYAHHKH, BO3TAAB-
asiemple A Tonomypoit us Aaboparo-
PHM TIepCIEKTHBHBIX HCCAEAOBAHMI
¢upmpr XuTaun u Yrusepcurera la-
KyIryuH B TOKHO, IPOITYCKAAH IIOTOK
9AEKTPOHOB 4epe3 IPOHHUIfAEMbIN Oa-
pbep, 9KBHBAaACHTHbIN 9KPaHY C AByMs
measmu. ITocae mpoxoxxaeHus uepes
Gapbep KaXABI 9AEKTPOH MOMAAAA
Ha QAyOPECLIeHTHBIN 9KPaH, BBI3bIBAS
KOPOTKYI0 BCmbImKy cBeTa. HabAropast
32 KQKAOW BCITBIIIKOM, SITTOHCKHE JKC-
HepUMEeHTATOPbI MOTAU (HKCHPOBATh
MECTO ITOTIaAQHHS KKAOTO JAEKTPOHA.
IToAydeHHBIE pPE3YABTAThI, IIOATBEPK-
AQIOII¥Ie BOAHOBYIO IIPUPOAY MaTepHH,
IpUBeAeHbI Ha pHC. 1.

Brawase (puc. la — 10 nonada-
HUll JAEKMPOHO8 6 MuuieHb, puc. 16
-100 nonadanuii) KaxeTcs, 4TO ITH
BCIIBIIIKK PACIIPEACAEHBL O0Aee HAU
MeHee PaBHOMEPHO IO MHIIEHH-IK-
pany. Ho co BpemeneM HaumHaIOT 110-
SIBAATBCS HAMEKM Ha OIPEACACHHYIO
xapruny (puc. 36 — 3000 nonadanuii).
BO3HHUKAIOT OIyIIeHHUs, YTO BCIIbIII-
KU IIPEANIOYUTAIOT IIOSIBASTBCS B OA-
HUX MeCTaxX U u3berars Apyroe Mecra
akpaHa. Ha yerBeproit u maToi axc-
nosunun (puc. 12 u puc. 19 — 20.000
u 70.000 coomeemcmeenHo 4UCAO NO-
nadanuil IAEKMPOHOB 6 IKPar,), oly-
IeHHs MPeBPAIaloTCS B 3KCIIepH-

Puyc.1 JxcnepuMeHTaAbHOE IIOA-
TBEep>KAGHHE CYyIIeCTBOBAaHUS BOAH
MaTepuu

MEHTAAbHBIN (l)aKT — Ha MHUIIEeHHN
MIOSIBASIETCS YepeAyIOmUM PsA MapaA-
AGABHBIX TIOAOC, ITOATBEPXKAAIOUIMX
UHTep PpepeHINIO 9AeKTPOHOB.
AauHbIT  $U3MYECKUI IKCIIEepH-
MeHT, AA€T HaMeK Ha TO, B KaKyIo CTO-
POHY HY>XHO pa3BHBAaTh TEXHOAOTHIO,

HO C Yy4€TOM TOro, 4YTO TE€XHOAOIH
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H3IOTOBAEHHSI AOKYMEHTOB AOAKHA
OBITH B THICSIIHU pa3 OOAee AEIIEeBOL.

Pe3yabTarnl ¥ 06CysKAeHHE.

A Terepp mepefigeM K OIHCAHUIO
APYroro ¢pU3HIecKOro sKCIIepHMeHTa
[3], KOTOPBIA AEHCTBUTEABHO OTKPBI-
BaeT B IIepPCIIEKTHBE IIyTb K CO3AQHHIO
HOBOU TEXHOAOTHH.

CxeMa IpOBeACHHUS OKCIIEpH-
MeHTa 4Ype3BbIYaiHO IpocTa. B 6y-
Mare 9AeKTPOPaspPsAHBIM CIIOCOHOM
HpOOUBAIOTCS HeOOABIIME OTBEPC-
THsI. 3aTeM IIOAyYeHHbIe OOpasibl
CKAaHHUPYIOTCS Ha IIPOCBET Ha 00bIY-
HOM CKaHepe 1 COXPAHSIOTCS B Oase
AaHHBIX. IloAydeHHbIe KapTHHKH
06CYUTHIBAIOTCS Ha KOMIIBIOTEDE,
U BBIYUCASIETCS psiA [apaMeTpoB B
PACIIOAOXKEHHH IISITEH.

BoABIIMHCTBO  9KCIIEpUMEHTAAD-
HbIX paboT B 9TOit obracTH [4] omm-
CHIBAeT OCOOEHHOCTH (U3HIECKUX
IPOLIECCOB B MEXXIAEKTPOAHOM IIPO-
MEKyTKe, BHUMAHHE MCCAEAOBaTeAEN
Ha UHPOPMALVIOHHBIE BO3MOXXHOCTH

NPOTOKON COMAWEHNA

Puc.2 AOKyMeHT CTpOroi oT4er-
HOCTH C 3al[HTOH HHAMBHAYAABHO-
ro HHPPOBOTO KOAQ IAEKTPOPa3-
PAAHO TEXHOAOTHEH

3THX TeXHOAOTHiI [S] panee mpaxTu-
4ecKH He 00paIaAoCh.

THUIIHBINI AOKYMEHT, COASPYKaIIHI
UHAUBUAYAaAbHBI 1IUPPOBOH KOA U
HHAUBHAYAAbHYIO KAPTUHKY, IIOAY4eH-
HYIO C ITOMOIIBIO SAEKTPUIECKUX IIPO-
60€B, BBITASIAUT CAEAYIOIIUM 06OpasoM
(puc. 2). Ilpu oTCyTCTBUM MHAMBUAY-
AABHOTO IIPPOBOTO KOAA CAOXKHO ITOC-
TPOUTH Ga3y AQHHBIX U3-32 CEPbE3HBIX
MaTeMaTHYeCKUX TPYAHOCTEH, BO3HH-
KAIOINUX [PY HCIIOAB3OBAHHE PACIIO3-
HaHwust 06pa3oB. Basa paHHBIX crpouTcst
Ha COBMeIleHUH ITMPPOBOI U BOAHOBO
(MHAMBUAYaAbHO MaTpHIBI) HHOp-
Marpm. ITo i poBoMy KoAy HaXOAUTCS
AOKYMEHT B 6a3e AQHHBIX,  [I0 HHAUBU-
AYaABHOM MATpHIe IIPOBEPSIETCSI ITOA-
AEABHBI AOKYMEHT AU HET.

Ha puc.3 npuBepeHa THIHYHAS
HHAMBHAYaAbHAs KapTHHKA (6e3 yug-
P08020 K00a), U3 KOTOPO# CAEAYeT He
TOABKO MHAMBHUAYAABHOCTD KAPTHHKH
B I]€AOM, HO U HEITOBTOPHMOCTD KaX-

AOTI'O U3 IITEH.

Puc.3 TnnnaHass ”HANBHAYaAbHasI
KapTHHKA, 9KCIIEPIMEHTAAbHO
IOAyYeHHasl C IPHMMEeHEeHHEeM dAeK-
TPOPa3psAAHOH TEXHOAOTHH
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Ora Tunmumas xapruma (puc. 3)
MaAO OTAMYAeTCs OT prc. 16. Otarve B
TOM, YTO SKCTIEPUMEHT IPEAEABHO IIPOCT
Y TeXHOAOIVMEH, 2 PE3yABTATHI PeaAr-
3YIOTCsI He Ha SKPAHe AUCTIACS, A HEeIloc-
PEACTBEHHO Ha GyMaKHOM HOCHTEAE.

TeOpeTHYeCKH BEPOSITHOCTD I10B-
TOpa MATPULBI IIPU HHAUBHAYAABHON
obpaborke onenuBasacs B 104, C

[O3ULIMH YPOBHS 3aIIUTbI 9TA BEANYH-
Ha paBHa 6eckoHeyHOCTH. TexHOAOTH-
YeCKHI acIIeKT IPOOGAEMBI [IOKa3bIBa-
eT, uTo 6eckonednocTb u 104 caabo
OTAMYMMBIE TOHATHS.

3akAroueHune

IlpeproskeHa NPHHIMITFAABHO HO-
Bas TEXHOAOTHSI 3AILUTBI GYMKHBIX AO-
KYMEHTOB C BbICOKMM YPOBHEM 3alljUThL.
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OPrAHU3ALUNA AOCTYMNA KPECYPCAM BY3A
HA OCHOBE ID-KAPT

JKexa Arexcandp, "Intexnauca” S.A. (Pecnybauxa Mordosa)

Activities of the modern university are multidisciplinary in nature, and man-
agement of the university on the basis of information technology is a complex
task. In this regard, the key events in the development of IT become a reliable
and efficient infrastructure of informatization, the introduction of unified
methods of access to corporate data based on ID-cards, improvement of the
controllability of the full range of information resources, as well as ensuring
that the IT infrastructure meets the strategic objectives of the university.

B Bompocax wuHpOpMaTH3aLuH
YVHUBEPCHUTETA MOXKHO BBIAGAUTH He-
CKOABKO IIPOOAEMHBIX 00AACTE, HAH

KOHTYpOB MH(OpMaTH3AI[MU  By3a,
- AAMHMHHUCTPAaTUBHOE YIpaBAEHHE U
yTIpaBAeHYecKuil yueT, QUHAHCHI, YII-
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paBAeHUe YYeOHBIM IIPOLIECCOM, YII-
paBAeHHe HHPOPMALHOHHBIMU PECYP-
caMmu, cOOCTBEHHO 06pa3oBaTeABbHBI
Ipolecc, HAyYHble HCCACAOBAHMA.
Kak mpaBuao, nnTerpanusi 065eKToB
HHPOPMATH3ALUK KAKAOTO KOHTYpa
BBIIIOAHSIETCS. HA OCHOBE CO3AAHMS
KOPIOPAaTUBHOM  MHPOPMALMOHHOMN
CpeAbl By3a B Ieasx obecredeHus
€AMHCTBA YYeOHBIX ¥ YIPABACHIECKHUX
IPOLIECCOB B By3e, a TAKKe peaAr3a-
LMY YHUBEPCAABHBIX CIIOCOGOB AO-
CTyIa K MHGOPMALIUH, YTO MOCAYKHUT
OCHOBOM (OPMHUPOBAHHUS IOAHOIIEH-
HOM KOPIIOPaTHBHOM CHUCTEMBI YII-
paBaenus 3HaHmsiMu. Ecan roBoputs
006 ympaBAeHHU B By3e, TO AASL HETO
undopmaruonnsie Texaosoruu (UT)
SIBASIFOTCSI OCHOBHBIM CPEACTBOM, KO-
TOpOE ITO3BOAUT CO3AATD IIPEUMYIIec-
TBa B KOHKYPeHTHOH cpepe. B aroit
CBSI3M KAIOYEBBIMU MePOIPHATHIMU
B passuriu VIT craHoBsATCS co3panue
HAA@KHOM M 3PpPeKTUBHON HHPpa-
CTPYKTYPBl MHPOPMATU3ALUH, BHEA-
peHre YHHQUUUPOBAHHBIX CIIOCOOOB
AOCTYIIa K KOPIIOPATHBHBIM AAHHBIM
Ha ocHose ID-kapT, yayumenue yi-
PaBASIEeMOCTH BCErO KOMIIAGKCA HH-
$OpPMAIIOHHBIX PECypCOB, a TaKKe
obecrevenne coorsercrBust MT-un-
$pacTPyKTypBI CTpaTernyecKuM Iie-
AsM Bysa. KommaexcHas peasmsanust
AQHHBIX MEPOIIPUSTHI MOXeT OBITh
yBsizaHa C (OPMHpPOBAHHEM KOP-
NMOPATHBHOH  HMHPOPMANMOHHOH
cpeant (KMIC) Bysa, uto obecrneunt
HHTErpanuio MHGOPMAIMOHHBIX pe-
CYPCOB U TIO3BOAUT CO3AATh MHPOP-

MAIMOHHYI0 HHPPACTPYKTYpPy Bysa B
COOTBETCTBUH C ACHCTBYIOIIEN Opra-
HU3AIMOHHON CTPYKTYPOM W IPHHS-
THIMU GU3HEC-TIPaBHAAMIL

OcobeHHOCTH yHHMBEpCHTETA KaK
00bexTa MHPOPMATH3ALINI CBSI3AHDBI C
MHOTONIPOQUABHBIM XapaKTEpOM  Ae-
SITEABHOCTH, 00¥AeM OPM K METOAOB
y4e6HOI paboThl, IPOCTPAHCTBEHHON
PaCIIPeAeACHHOCTBIO HHPPACTPYKTYPBI
(puAMaAb], TIPEACTABUTEABCTBA), MHO-
roo6pasyeM HCTOYHHKOB (GHHAHCHPO-
BAHWSI, HAAMMKEM PA3BUTON CTPYKTYPbI
BCIIOMOTATEABHBIX TIOAPASACACHMA H
cayx6 (cTpouTeAbHAs], IPOU3BOACTBEH-
Has, XO3SWICTBEHHAS AeSTeABHOCTD),
HEOOXOAVMOCTBIO aAAIITAIIMKA K MeHs-
IOIIeMyCsl PBIHKY —OOPa30BATEABHBIX
YCAYT, OTPeGHOCTBIO AHAAW3A PHIHKA
TPYAQ, OTCYTCTBHEM OOIIEIPHHSITOMN
$OpMaAM3AIMM  AGAOBBIX IIPOLIECCOB,
HEOOXOAMMOCTBIO 9AEKTPOHHOIO B3aH-
MOAEFICTBHSI C BBIIECTOSIIIMU OPTaHH-
BALSIMH, YACTBIM M3MEHEHHEM CTaTyca
COTPYAHHKOB 1 00y4aembix. Heckoasko
obaerdaer pobAEMY TO, 9TO BY3 IIpeA-
CTaBasieT CObOM CTaOHMABHYIO, ¥epap-
XUYeCKyI0 10 QYHKIUSAM YIIPaBACHMS
CUCTeMy, OOAQAAIOLIYIO BCEMH HeOb-
XOAVUMBIMEL YCAOBHSIMU JKHBHEAESITEAD-
HOCTH U ACHCTBYIOINYIO Ha ITPHUHIUIIAX
LIeHTPAAM30BAHHOTO yrpaBaeHus (Ioc-
AepHEe O3HAYAeT, YTO B YIPABACHHH
3apadaMi  MHGOPMATHBAIMU  MOXET
AKTHUBHO HCIIOAB30BAThCSI AAMUHHUCTPA-
THBHbII pecypc).

Bo mmorux 3apavax ympasaeHus
YHHUBEPCUTETCKUMH PeCypCaMi BO3-
HHKAeT BOIIPOC, CBS3AHHBIA C HAEH-
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TuduKanueil moapsosareast. OObMHO
HACHTUQUKALMS HEOOXOAUMA  AASL
HOAYYEeHHUS IIepCOHHPUITPOBAHHOTO
PerAaMeHTHpPOBAHHOTO AOCTYIIA K pe-
cypcam By3a. B paMkax onuceiBaeMoit
3aAAQYH MOYXKHO Pa3AEAUTh PeCypChl Ha
ABe KaTerOpHH:

+ MHPOPMALMOHHbIE PECypChl,
uMesl B BUAY PeCypcChl, AOCTYII
K KOTOPBIM OCYIIECTBASIETCS
yepe3 KOMIIbIOTED;

e MaTepHAAbHBIE PeCypCBI, AO-
CTYII K KOTOPBIM OCYI]eCTBAS-
€TCsI HeTIOCPEACTBEHHO.

K pecypcam nepsoti kamezopuy MOX-

HO OTHECTH KOPIIOPaTHBHYIO BBIMHCAM-
TEABHYIO CeTb By3a, paliAOBbIe CepBepbl,
KOPIIOpaTUBHBIE IIOPTAABL, PAa3AHYHBIE
KOPIIOpaTUBHBIE CHUCTEMBI M CEpPBHUCHI
HMHQPOPMAITMOHHOM CPeAbI By3a.

Pecypcamu smopoii kamezopuu
MOTYT SIBASITBCSL AOCTYII B IIOMeIlle-
HUS By3a, B TOM YHCA€ B OOIeXHUTHS,
OUOAMOTEYHbIe PeCypChl, TOBaphl B
CIIeIIMAaAM3HPOBAHHBIX ~ Mara3uHax
YHHUBEpPCUTETa, U ALXKe O0IecTBeH-
HBIN TPAHCIIOPT.

AAs pecypcoB IepBO# KaTeropuu
HCIIOAB3YIOTCS YYeTHbIE 3aITUCH IIOAD-
30BaTeAeHl CeTH By3a U KOPIIOPATHB-
HBIX IOPTAAOB. AASI peCypcoB BTOpPOM
KaTeropHH Yallie BCero HCIIOAb3YIOTCS
UACHTUQUKAIMOHHBIE IIAACTHKOBBIE
xapret (ID-KkapTs).

ID-kapThl pa3auyalOTCA IO Tex-
HoAOrH4eckuM pemreHusM. Ha mpo-
crefimme ID-kapTsI TpeOyeTcst HaHec-
TH HEKOTOPBIN UACHTUPHUKAIIOHHBIN
KOA, OAHO3HAUHO XapaKTepU3YIOMUii

BAapeablja. CumrpiBanue ¢ takux I1D-
KapT sABASETCS KOHTAaKTHBIM. TexHo-
asorus  Apyrux ID-xapr mosBoaseT
«IIPOWIUTh> HACHTHPUKALIMOHHBIH
KOA Ha KapTe M CBS3BIBATh 3TOT KOA C
IIOAB30BaTeAEM PeCypCOB.

Apyroii Tun ID-xapT — smart-kap-
Thl, IIO3BOASIOT IPOrPaMMHPOBATh
9TH KapThl, NpOIIMBAs, HAIpHMep,
CPOK HX ACHCTBHUS AO KOHIJA 00y deHus
B yHuBepcurere. Takum o6pasom, or-
IapaeT HeOOXOAUMOCTD OTCAEKHBATD
ASHMCTBUTEABHOCTDb KapThI IIPU aHAAH-
3e Ha 06pabaThIBAIOLINX YCTPONUCTBAX.
Heobxopumast nEGOpMALHS yKe eCTh
Ha CaMOM KaprTe.

ITocaepHss omnmchiBaeMas Tex-
HOAOTHSL yXK€ AGHCTBYeT B TeueHHe
HECKOABKHUX AeT B HeKOTOpbx EBpo-
nmefcKkuX U AMepUKaHCKMX YHHBEp-
CUTeTaX, HO OIIbIT HX HCIIOAb30BAHHS
CBHAETEAbCTBYeT O MHOTOYHCACH-
HBIX CAOXHOCTSIX C 060pyAOBaHKEM
u cobcrBeHHO Kapramu. Iloaromy
Ha TeKYILIUil MOMEHT HanboAee Ipu-
eMAEMBIM BBIOOPOM C TOUKH 3peHUs
neHa/ 3¢ PeKTHBHOCTD B MOAAABCKHX
By3aX MOXHO cumTaTh ID-kapTel ¢
IPOIMTHIM KOAOM, HO 0e3 BO3MOX-
HOCTH mporpammupoBanus. K rakum
ID-xapTaM MOXHO OTHECTH ITPOKCH-
KapThl, COOTBETCTBYIOIIE CTAHAAP-
Ty EM-MARINE.

ITpoxcu-kapThl 6eCKOHTAKTHOTO
CUHTHIBAHUS UMEIOT ¥ Te IPeUMyIIec-
TBa, YTO OHU He M3HAIIMBAIOTCS, HE
OOSITCS 3aTPSIBHEHHS M BAATH, MMEIOT
BBICOKYIO CTEIleHb 3aIfUThl OT KOIIU-
poBanmst. Ha aTu KapThl MOryT 6bITH
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HaHeCEeHBl AOIOAHMTEAbHbIE CBeAe-
HUSL O IIOAb30BaTeAsx. B Tom umcae
— ®HO, poTorpadus, cTaryc, ITPHX-
KOA, IO3BOASIOIIME HCIIOAB30BATDb TY
e KapTy U B yCTPOMCTBAX KOHTAKT-
HOTO CYUTBIBAHUS. AASI AOTIOAHUTEAD-
HOM 3aIUTHl IIPU HMASHTHUHKALUU
BO3MOXKHO rcroAb3oBauust PIN-koaa,
IIPU 3TOM HEOOXOAMMO HCIIOAB30BATH
CIIeIIMAAU3HPOBAHHbIE CYUTHIBATEAN C
KAAQBHATyPOM.

B nacrosmmuit Moment, aast BY308
MOT'YT ObITh pa3paboTaHbl U BHEApPe-
HbI CEPBHCHI C HICIIOAb30BAHHEM IIPOK-
cu ID-xapThI AAST:

«  AOCTYIA CTYAGHTOB H COTPYA-
HUKOB B OOLIEXHUTHS YHHUBEp-
CUTeTa;

«  AOCTYIIA COTPYAHHKOB B HEKO-
TOPpbIe IIOMeIeHHUS;

«  AOCTyIA YYaIUXCS U COTPYA-
HMKOB Ha OXPaHSAEMYIO TeppH-
TOPHIO;

« BbIpQYH/IpHEMa KAKOYEH OT
AYAUTOPHI Ha BaXTaX yHUBEp-
cuTeTa;

e QUKCHPOBaHUA ITOCEIAEMOCTH
CTYAGHTOB Ha AEKIOHHbIX 3a-
HATHSIX;

+  KCIOAB30BAHUS B OubAMOTEKE
By3a B KaQ4eCTBE YUTATEAbCKUX
OxAeTOB.

Hcnoar3osanue ID-xapr u crieny-
AAMBHPOBAHHOIO IPOTPaMMHOTO 0bec-
IIeUeHIIs], HHTEIPHPOBAHHOTO C KOPIIO-
PaTHBHBIMK AQHHBIMH, AAS AOCTYIIA
K PecypcaM IIO3BOAUT YIIOPSAOUHTH
AOCTYII B OOIIEKHTHS, HA TEPPHUTO-
PHIO U B IOMEIHNs! yHUBEPCHTETA U
K pecypcam 6ubanorexu. ITopaepixka
AQHHBIX II0 CTYAGHTaM, COTPYAHHKaM,
HOMEIeHUSIM B aKTYaAbHOM COCTOSI-
HUY 06eCIIednT BHICOKHI YPOBEHb Oe-
30IACHOCTH TaKOI'O AOCTYIIA.
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HEKOTOPDIE NnoAaxoAbl K CO3AAHUIO CUCTEM
YNPABJIEHUA 3HAHUAMU KOMMNAHUN

Ouavza Ilemposa, “Compania Dekart” SRL (Pecny6auxa Moadosa)

YcrmemHoOCTh AATEABHOCTH TOM
HAM UHOH KOMITAaHUH 3aBHCHT OT Pa3-
AMYHBIX PpaxTopoB. OAHMM U3 OCHOB-
HBIX SBASIETCS YPOBEHb IIOATOTOBKU
COTPYAHHMKOB, MX KBaAMQUKAIMA U
OIIBIT.

1. Ksaauduxauumst aroboro co-
TPYAHHMKA HYXAAETCA B Pery-
ASPHOM HOBBIIIEHUH

2. OmbIT, KOTOPBIA He IlepepaeT-
CS APYTHM, TepsieT IOAOBUHY
CBOEH IJeHHOCTH IIOCKOABKY
IpH 3TOM He HMPOUCXOAMT Ha-
KOIAGHHS 3HAHHUS APYTHUMH
corpyarukamu. Kpome ToTO,
YBOABHEHHE COTPYAHHKA BeAeT
K TIOTEPH ITOTO 3HAHMA AAS
KOMITAaHUH, a MePexos COTPYA-
HHMKa K KOHKyPEHTaM IIpuBe-
AeT K TOMY, 4TO O3TH 3HAHHA
BO3MOXHO OyAyT paboTars Ha
TIOAB3Y APYTHX.

ITeab paboTsl — cO3AATh CHCTe-
MY, TO3BOASIONYIO PEIIUTb OAHO-
BPEMEHHO ABe 3apaud. Bo-mepsrix,
CO3AATh COTPYAHUKaM 3¢ eKTUB-
HBIA AOCTYN K HHPOPMAIIMOHHBIM
pecypcaM KOMITaHHHU. A BO-BTOPBIX,
00eCreynTh 3AIUTY HHTEAAEKTY-
AABHOM COOCTBEHHOCTH KOMIIAHHH,
ee KOMMepYeCKO TaiHbI.

ITpoTuBOAEiiCTBHE YrpO3aM, CBS-
3aHHBIM C HECAHKIJHOHHUPOBAHHBIM
AOCTYTIOM K HH$OpPMALIU

1.Bcro coBokymHOCTE MHOpMALIHH,
HAKOTAEHHYIO KOMITAHHEH U IIOCTOSIHHO
0OHOBASIEMYTO, CAEAYET KAACCHHIIUPO-
BaTh IO PA3AMYHbIM ITPH3HAKaM.

a. ITo obaacru npumeneHus — Gu-
HaHCOBasg MHPOPMAIHS, TEXHO-
AOTHYECKHE CBEACHHSI, CBEACHHUS
0 0e30MaCHOCTH NIPEeATIPHSTHS
K T.IL (Fl, ...,Fn).

b. BuyTpu Kaxaoro Temarmuec-
KOro paspesa HHQPOpMAIHA

AOAXHA OBITb pasAeAeHa II0

YPOBHIO AOCTYIIHOCTH — 0b1je-

AOCTYTIHAsI (IRf), AOCTyTIHas

IPEACTaBUTEASIM  OTAEABHBIX
rpymi (IRg), AOCTYTIHAsI OTAE-
AbHBIM paboTHuKaM (cOTpyA-
HUKaM) (IRP).

2. lIrar (wratHOE pacrucamue)
KOMIIQHHH Pa3bKBaeTCst Ha IPYIIIBI IO
mpo$eCcCHOHAABHON TIPUHAAAEKHOC-
TH U T.IL

3. ®opmupyercs MaTpHIla COOT-
BETCTBUS COTPYAHMKA U MHOpMAIy-
OHHBIX PECYPCOB, AOCTYIIHBIX EMY AAS
YTEeHMS.

4. Cospaercst LDAP-xpaHuauie
C MepPCOHAABHBIMU AQHHBIMH COTPYA-
HMKOB, HEOOXOAUMBIMH AASL Ay T€HTH-
$uUKaIMK B CHCTEMe M ITepCOHAABHBIN
CITHCOK AOCTYIIHBIX HMH(OPMAITMOH-
HBIX HCTOYHHKOB — Hampumep, P,
{(F,,IR), (F,IR), (E,IR), (E,
IR), ..., (E, IR), (F, IR )}, P, <>



32 Conferinta Internationald, editia a Vil-a, 15-16 aprilie 2010

{(F,, IR), (F, IR), (F, IR), (F,
IRP), vy (Fn, IRP)}.

S. Aocryn x uHPOpPMAIMOHHOM
CHCTeMe OCYIIeCTBASIETCS TOABKO IIOC-
Ae ayrenTuduKarmu. Ilpu obpaueHun
K CHCTeMe IOCA€ ayTeHTUPHUKAIIH CO-
TPYAHHUKY IIOAYJaeT AOCTYTI K HHOpMa-
1vu (BBIAQETCSI CIIMCOK BCEX AOCTYTIHBIX
KMCTOYHUKOB MAU ITOCAEAHUI YNTAEMBbIH
AOKYMEHT HAW CIIHCOK HM3MEHEHHUil B
6a3e 3HAHMIT MAY aBTO-HATIOMMHAHHE).

6. AAst pocTyma K 0c060 BaXKHOM
HHPOpPMALMK BMECTO OOBIYHON ay-
TeHTHPHKALUE MOXET HPHUMEHSIThCS
yCUAeHHas ayTeHTUUKaLus.

IIpoTHuBOAEiiCTBHE YTpO3aM, CBS-
3aHHBIM C HapyIIeHHEeM IPOLeAypPHI
pasMenteHus MHOpMaIUU

1. Tak ke KaK U B IIPEABIAYIIIEM pa3-

AeAe, BCSI COBOKYITHOCTD HHOp-
Maluy, HeOOXOAUMAsL KOMITAHKH,
KAACCUQMIIPYeTCA IO Pa3AMY-
M pusHakam F, .., F .

2. BuyTpu KaXXAOrO TeMaTH4ecKo-
ro pasaesa HHGOpMAIIHA passe-
ASIETCS IIO YPOBHIO OTBETCTBEH-
HOCTH — IWg, KOTAA TIpaBO Ha
3aIIUCh eCTDb y IPeACTAaBUTEeAeH
OTAeAbHBIX rpymm, IW » KOrAa
IpaBO Ha 3aIIUCh €CTh TOABKO Y
OTAEABHBIX PAOOTHHKOB.

3. AyTeHTHQUKALYI AAS AOCTYIIA
K COOTBETCTBYIOIUM PasAeAaM
6a3bl 3HAHUI OCYILECTBASIETCS
TOABKO IIOCA€ IIPEABSBACHUS
cepTU(HUKATA OTKPBHITOTO KAIO-
9a KOHKPETHOTO COTPYAHHKA.

4. 3anuch MHPOPMAIMU IPOU3-
BOAUTCSI TOABKO IIPH HAAWYHHU

IHUQPOBOM IIOATIMCH AASL TIOA-
TBEP)KACHHA HEU3MEHHOCTH H
HeOTpPeKaeMOCTH.

B neaax peaausanuu Bhumenepe-
YMCACHHBIX Mep B KOMIIAHHU AOAXKHO
OBITH IPEAYCMOTPEHO HCIIOAb30BAHKE
UHQPACTPYKTYphl 3amuThl HHGOP-
MalliM Ha OCHOBE OTKPHITHIX KAIO-
gert. Kommanusa MoOXeT pasBepHYTb
cobcrBennsiit LenTp cepruduxanuu
OTKPBITHIX KAIOUEH AMOO BOCIIOAB30-
BaTbCs YCAYTaMH YKe CYIIeCTBYIOMHX
LenTpos. Kaxaprit u3 coTpyaHHKOB
IeHepHpyeT CBOIO Iapy Katodeil (cex-
PETHBI U OTKPBITHI) U TMOAYYaeT B
IlenTpe cepruduxanuu cepTuduKar
CBOETO OTKPHITOTO KAKOYA. AaHHBIN
CepTHPHUKAT MOXET OBITb HCIIOAB30-
BaH AASI Ay TEeHTHQUKALIUH COTPYAHHKA
pu obpameHny K 6ase 3HAHUM 1 AAS
IpoBepKH IHUPPOBOM ITOAIIMCH TIOA
PpasMeleHHOM TaM MH$OpMallHeH.

3amuTa HHTEAAEKTYaAbHOM CObC-
TBEHHOCTH aBTOPOB

AAst 3amuThl TIpaB aBTopoB (HMx
MHTEAACKTYaABHOIl COGCTBEHHOCTH)
IPEAAATAETCS OAMH M3 PA3AEAOB 6a3bI
3HAHUH IIPEBPAaTUTh B HHTEAAEKTY-
AABHBIM pernosuTopuil. ABTOPHI MO-
I'yT pa3Memarb CBOI HHPOPMAIUIO
B AQHHOM pa3peAe, 3aBepss ee CBOei
1 poBoIt mopmuceo. [Ipraem MoryT
COXPaHATHCS HE TOABKO 3aKOHYEHHbIE
PEe3yABTaTHI, HO M IIPOMEXXYTOYHBIE, a
TAKoKe BAPHAHTHI peleHn . 3aKOHYeH-
HbIe PabOTH MOT'YT 6b1Th (M AOAKHBI!)
HepeHeCeHbI B OCHOBHYIO 6a3y 3HAHHIT
xommanuy. Ilpu mepenoce poxymenT
noanucebisaercs (¢ noMompbio Lupo-
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BO¥ MOATIMCH) AMI}OM, OCYII€CTBASIO-
LM AQHHYIO OIIEPALIHIO.
O6yuaromasi COCTaBASIOM{as
CHCTeMbI 3HAHUI
Aroboe obpamjeHve k 6a3e 3HAHUI
KOMITAHHUH AOASKHO GBITH 3aIlpOTOKO-
AMPOBaHO B CIleljaAbHOM daiire —
JKypHaAe orepanuil. AaHHBIE MOAYAb
pelas 6bI AByEAMHYIO 3aAady — HH-
popManoHHON 6e30MaCHOCTH KOM-
MAHKU U CTaA 6bI OAHOI1 M3 KOMIIOHEHT
ABTOMATH3HPOBAHHOTO  OMOIHHKA
camoro corpyaruka. Ha 6ase akcrep-
THBIX OILIEHOK IOATOTOBUTBH aBTO-CO-
BETHHKA AASL COTPYAHHKOB C ILIE€ABIO
HOBBINIEHHUS] YPOBHS HX 3HAHHUIL.
CucreMa KOHTPOAS 3HAHHI
BoisgBAenne 3HaHMA-HE3HAHUS BO3-
MOXXHO 32 CYeT HCIIOAB30BAHUS Pas-
AVYHBIX TecToB. TecTHpoBaHHe MoO-
KET IIPOXOAUTH KaK Ha AOOPOBOABHOM
OCHOBE, TaK H OBITh IIPEAYCMOTPEHO
AOAKHOCTHBIMHM  OOSI3aHHOCTSIMH. Pe-
TYASIPHOCTD IIPOLIEAYPBI, pasMep TecTa
U €r0 ypOBEHb MOT'YT ObITh 3aAQHBI UC-
XOASL U3 CAOXKHOCTH [IPOOAEMATHUKH pe-
[IAEMBIX TEM MAM MHBIM CIELIAAANCTOM
BOIIPOCOB, CT3KeM pabOThI B KOMITAHI,
OTBETCTBEHHOCTH IIPU IIPUHSITHH pellre-
HUI, ypOBHEM 0OPa30BaHUS U T.A.:
1. exeMecsiMHO, €XEKBAPTAABHO,
Pas B IIOATOAR, Pa3 B TOA;
2. HCXOAS M3 TOrO, K KaKUM pa3-
AeAaM MHPOPMALMOHHON 6a3bl
COTPYAHHK HMeeT AOCTYII, CO-

CTaBASIETCS TepeyeHb TeCTOB,
UX OYEPEAHOCTD, PETyAIPHOCTD
U yPOBEHDb CAOXKHOCTH;

€CAH TIPOM30IIAO OOHOBAEHHE
HHPOPMALOHHON 6a3bl, TO
MOXHO ITOCA€ O3HAKOMAEHHUS C
Hell IIPOBOAUTD MUHM-TECT AAS
OIIpeACAeHHUs CTeIIeHH YCBOe-
HHS MaTePUAAQ;

IpY HAKOIAGHHM AAQHHBIX O
TOM KaKue 4acTHh MHpOpMaIu-
OHHBIX PECYPCOB MOCEIAITCSA
COTPYAHHKOM U C KaKOH pery-
ASIPHOCTBIO IIPOTPaMMa-po6oT
MOXET TIPEAAOKUTb HPpOHTU
TeCTUPOBAHUE II0 AAHHBIM Yac-
TSM, a TaKXKe I10 TeéM, KOTOpbIe
TIOCEMIAIOTCS  TOPa3A0  pexe
AM60 He ITOCEINAIOTCS BOBCE;
OTKPBITHIM BOIPOC O MPHUHYAH-
TEAPHOCTH MPOXOXXAEHHS TOTO
UAM HMHOTO TecTa. Bosmoxno
UMeeT CMbICA MPUMEHATh TOH-
Kyl0 HHTEAAEKTYaAbHYIO Ha-
CTPOMKY CHCTEMBI YITPAaBACHHS
sHaHusaMu. Hampumep, He pas-
PpelaTh IPOCMaTPHUBaTh MHGOP-
MALUIO U3 6a3bl 3HAHMIA, ECAU He
IIPOMAEH TECT, AMb0 TecT MpOX-
A€H C HEYAOBAETBOPHUTEAbHBIM
pesyabraToM. Bropoe mpepso-
JKEHHMe — aBTOMAaTHYeCKH OT-
KpbIBaTh TOT paspeA 0asbl 3Ha-
HUM, IO KOTOPOMY COTPYAHHK
He CMOT IIPOMTH TeCTUPOBAHME.
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OB YHUBEPCAJIbHbIX METOAAX MAEHTUOUNKALAN
MATEPUANTbHBIX PECYPCOB 1 O ®UJIOCOOCKOM
NOHUMAHUN B3AMUMOAENCTBUA NEFAJIbHOWU U

TEHEBOW SKOHOMUKU

Illkxuaes B.A., Adamuyx A.H., Mapmuvinrox. H.II.
Munucmepcmso uHGOPMAYUOHHBLX MEXHOAOULL U MEAEKOMMYHUKAYUT,
Texnuuecxuii ynusepcumem (Pecnybauxa Moadosa)

The universal method of identification of material resources is offered.

IIprymHa BOSHUKHOBEHHS TeHEBOH
9KOHOMUKH A€XKUT B ABOMCTBEHHOCTH
Bcero cymero. Becb ¢peHOMeHaAbHBII
mup [1] B KOTOpOM YeAoBedecTBO
CTPOUT CBOIO IIMIBHAMBAIIHIO ITyTeM
BBICTPaMBAHHU 9KOHOMUYECKHX OTHO-
IIIeHHT, eCTh GeCKOHEYHOe BbICTparBa-
HHe COYeTAHUI ABYX U3BECTHbIX HadaA
Mupospanus — Ayxa u Marepuu. M3
3TOM TPOSBAEHHOM ABOMCTBEHHOCTH
(6unoasprocmu uru dyasvrocmu) mpo-
HCTEKaeT ABOMCTBEHHOCTb Bcero Mu-
pospanus. Bce cymecTsa, u yeroBex B
TOM YHCA€, BCE TIOHATHUS U BEIH — 9TO
AyasbHOCTH (uA 6Gunepnt), ob6aaparo-
Iye ABYMs ITOAIOCAMU OAHOM M TOM
K€ CHABI I OAHOTO U TOTO JKe SIBA€HHUSL.
Haanurie AeBOro M IpaBOro IIOAyIIA-
puf B Hallledl TOAOBE, IO3BOASIIONIErO
BOCIIpUHUMATh Mupospanue, Kak ¢
AOTHYECKUX, TaK U YyBCTBEHHBIX IIO-
3UIIUH, IPEATIOAAraeT BCSAKOe IOHATHE
BOCITPUHUMATD Yepe3 MPOTHUBOIOCTaB-
AeHue. 1 He TOABKO BOCIIPHHIMATD, HO
U BBICTPaHMBATh B COOTBETCTBUH C 9TOH
AOTHIKOV 9KOHOMHUYECKHE OTHOIIEHMUS.
AvIIb M3 COCTaBAGHHS STUX KPaMHMX

9KOHOMUYECKHX MOHATHI (MmeHesas
U Ae2aAbHAS SKOHOMUKUL) poXaaercs
HCTUHHOE ITOHHUMAaHUEe 3KOHOMHUKH B
neaoM. Yeroseueckuit Pasym, o cpo-
ell IIPHPOAE CIOCOOEH BOCIPUHUMATB
AMIIb Pa3HOCTH S9KOHOMHUYECKHUX sIBAE-
HHM, HO HE UX ACHCTBUTEABHYIO CYIIl-
HocTh. Kaxxpoe BHyTpHIKOHOMHUUEC-
KoOe ITOHSATHe Mbl BOCIIPUHIMAaeM yepe3
KOMIIAEKC 6OA€e IPOCTBIX IIPOTHBO-
nocraBAeHuH. JeaoBedeckuit pasym
nocrturaeT MupospsaHue B ILieAOM, H
9KOHOMHUKY B YaCTHOCTH, TOABKO Uepe3
O1HepbI (npomusonocmamenuﬂ ).

KonTpad akTHBEIA

TeHeBas ToBap

3KOHOMWKa

NeranbHas

- aKOHOMUKa
TNeranbHbin

ToBap

Puc. 1. MoHapAa KaK CHMBOA
€AHHCTBA ¥ 60pH6BI IPpOTHBONO-
AoxHOCTel (TeHeBoi H AeTraAbHOM
SKOHOMHKH)



SECURITATEA INFORMATIONALA 2010

35

B osxoHoMmueckux o63opax, a
0COOEHHO B NPEACTABACHUSX HAAO-
FOBBIX CAYKO, TEHEBYI0 3KOHOMHKY
IPEACTABASIOT KAK 3A0, IOPOXKAAIO-
mee xoppymuuto. Ecan 651 Bce 65100
TaK IPOCTO, HAUIAM NEPBOIPHIMHY
KOPPYILUY U 6BICTPO HOGeAUAN 3A0.
Bce ycrpoeHo 6oaee kpacuBo U He
OAHO3HA4HO. AeraAbHasi M TeHeBas
9KOHOMHKA B HEKOTODOM CMbICAE
PaBHOLIEHHBl ¥ PAaBHO3HAYHBI W SIB-
ASIOTCSL IIOAIOCAMH OAHOTO U TOIO
XKe SIBAGHUSI — OKOHOMHKH B LIEAOM.
AeraapbHasi 9KOHOMHKA 6e3 TeHeBOil
— HUYTO, AUIUb UX COEAMHEHHE AQeT
9KOHOMIKE JKHM3Hb, U IPOTHBOIIOC-
TaBACHHE MX AA€T 9BOAIOLIUIO B 9KOHO-
MuKke. CTOUT «HOOEAUTh>» TEHEBYIO
9KOHOMIKY M yMpET BCSl 9KOHOMHKA.
OsHavaeT AN 9TO 6eCCMBICAEHHOCTb
HAM AQXKe BPEAHOCTb B paboTe HaAO-
roBeix cAyx6? Koneuno Her, 3apaua
y HaAOTOBOM CAYXObI 6AaropopHasi,
IpaBAa 33AaYa y HAAOTOBBIX CAYXKO
BOBCe He B NObeAe HAA TEHEBBIMH
cTpykrypamu (maxas nobeda 6 npu-
HYyune HEBO3MONCHA), X 3aAada GoAee
TOHKasi — B IIAQBHOM BBITECHEHHU
CTPYKTYP TE€HEeBOIl 9KOHOMHKH B Ae-
FAAbHYIO, IMEHHO B 9TOM CMBICA 3BO-
AIOLIIOHHOI'O Pa3BUTHS 9KOHOMUKH.
TeHeBasi 9KOHOMHKA — 3TO 3A0 AASI
OAHUX B AO6PO AAst ApyTHX. TeHeByro
9KOHOMHKY MOXKHO IPEACTABUTb B
BUAE TeHU CBera, 6e3 KOTOpOW CBeT
He CyIeCTBOBaA OBl AaKe B HalleM
IPeACTABACHHH. PasbeAMHHUTD TeHe-
BYIO H A€TaABHYIO0 9KOHOMHKY, OTCEYb
OAHY OT APYIOil, U OHU 00e yMpYT.

AAsL TOTO 9TOOBI MOAYYHUTD JKUBYIO U
9BOAIOLJIOHHPYIONIYI0  3KOHOMHUKY
Hy>XHO IIO3HATh M OLIEHUTb KAXKAYIO
U3 HHUX. Bce 4TO AQHO AAS JKU3HU
IPUPOAOH, HE AYPHO M HE XOPOIIO,
HO CTaHOBHTCS AYPHBIM HAH XOPO-
IIHAM B 3aBHCHMOCTH OT TOTO, KaK de-
AOBEK MMH IIOAB3YeTCsL. MbI IPHBBIK-
A K METOAOAOTHMH PasbeAMHEHHs
TEHEBON M A€TAABHBIX 9KOHOMIEK, B
TO BpeMsi KaKk 06oAee TapMOHMYHBIM
IIOAXOAOM MOXXHO IIPH3HATh HMX KaK
ABE CTOPOHBI OAHOTO ¥ TOTO 3Ke.

MosxeT A BEDKHTD BHOBb CO3AQ-
BaeMO€e MaAO€ [IPEATIPUSITHE B PEXH-
Me AeraAbHON axoHomuku? Her, ne
MOXeT. 3aKOHOAATEABCTBO AIOOOM
CTPaHBl CO3AAHO TAaKMM 0OpasoM,
9TO OCYINeCTBAGHHE BCEX IIAATeXei
Ha DPaHHeH CTAAHH IIPUBOAMT I3TO
HPEATIPUSTHE K eCTECTBEHHOMY GaH-
KpoTcTBY. Vpess HHHOBAILIMOHHOTO
HHKy0aTopa, CO3AA0MIEro AASL BHOBD
CO3AaBAEMOTO MAAOTO IIPEATPHSTUS
TerAumdHble (8 MOM 4ucAe U 3aKo-
HodameAbHble) YCAOBUS, SBASETCH
KOCBEHHBIM IIPU3HAHKMEM 3aKOHOAA-
TEABHOTO HecoBepmIeHCTBAa. MOXHO
AML CO3AATh TAKOE 3aKOHOAATEABCTBO,
KOTOpOe GBI He AOIIYCKAAO CyIIecT-
BOBaHHe TeHeBO#l akoHomuku? He
oboAbLiaiiTECH, U He TpelyliTe aTOro
OT 3aKOHOAQATEAE, 3TOr0 B IIPUHIH-
IIe CAEAATh HeBO3MOXHO.

A¥060¥1 IOAUTHK, TPUHIMAIOLINI
9KOHOMHYECKHE PEeIIeHHs M3 CAMbIX
Aydmmx  mobyxAeHuit  (scnommum
agopusm Gvisuezo npemvepa PO Yep-
HomblpduHa B. — xomeau kak Ay4ue, a
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NOAY4UAOCH KaK 6Ce20d) HE MOXET TIPH-
HHMATb TApMOHHYHbIE PelleHFs HCXO-
AL M3 OQUIIMAABHON IKOHOMMYECKOH
OTYETHOCTH, He YYUTHIBAIOLIEH 3KO-
HOMUYECKUE Pe3yAbTaThI TEHEBOI 9KO-
HOMUKH. 3-3a oTcyTcTBHA B Hamem
ofImecTBe MeXaHH3Ma OOBEKTUBHOIO
Pa3AEACHHST 9KOHOMUYECKUX IIOKa3a-
TeAel TeHEBOU U AeTAaAbHOM 9KOHOMHUK
U BbITEKAeT IIOAMTHYecKas 6ecrioMon-
HocTb. CO3AaTh TaKOM MEXaHU3M MOX-
HO C IOMOILBIO MACHTU(PHUKALOHHBIX
TexHOAOTHiL [2-4] 1 myTeM co3AQHHS
aBTOMATH3HPOBAHHBIX CHCTEM YIIPaB-
AEHHUS CIIOCOOHBIX OTAMYATh AEraAb-
Hble M KOHTpaaKTHbIE TOBapbl, HO
MTOAB30BAThCS TAKMM MEXaHH3MOM MO-
JKET TOABKO BBICOKOAYXOBHBIN U 06pa-
30BaHHBI moAuTHK. OKOHYaTeAbHAs
obeaa B IIPOTUBOOOPCTBE AETaABHOM
U TEHEBON 9KOHOMHUKAX PeaAM3yercs

He C IIOMOIIbIO AaBTOMATU3UPOBAHHbIX
CHCTeM yIpaBAeHHs (3TO BCero AMIIb
BCIIOMOTATEABHBINl HHCTPYMEHTApHIL),
a C IOMOIIBIO SBOAIOIIMOHHOTO Pa3BHU-
THs Hamero Co3HaHuMA.

Aroboe yCKOpeHHOe BbITECHEHHE
TE€HEBOM 3KOHOMMKH Ha «CBET>» MO-
JKeT AATh TIPOTUBOTIOAOKHBIH PE3yAb-
TaT U HAHECTH YAAP IO AETAABHOH 9KO-
HoMuKe. BcnomHuM umcropuyeckuit
IIpUMep U3 HAIlero IIPOIIAOTO — YCKO-
PEHHYIO KOAAEKTHBH3AI[HIO U K YeMy
OHa IIpHBeAa.

Paspa6oTKa yHHBEPCAABHBIX IIPH-
HIJUIIOB HACHTHQPUKAIIUH AAS aBTOMa-
TH3MPOBAHHBIX CHCTEM YIIPAaBACHUH
TpebyeT pa3paboTKy UAeHTUHKALIN-
OHHBIX METOK, CIIOCOOHBIX OTAHYATH
A€TaAbHBIE M KOHTpapaKTHBIE pecyp-
CBI, HAXOASIIINECS B AIO6OM $a30BOM
COCTOSIHHU.
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ANALYSIS OF THE“HUMAN FACTOR” AS AN
INFORMATION THREATH TO TRADE SECRETS AND
COUNTERACTIONS - SPYING IS IN!

Tamara Jovanov, MSc

Faculty of Economics, “Goce Delcev” University — Stip,

(Republic of Macedonia)

“Economic espionage and trade secret theft threaten our nation’s national

security and economic well being.”*

Since the 1970s brought the explosion of the Information Revolution and the
rise of personal computers, we've become even more interested in the brain
and how it works. We shouldn’t be aware of Artificial Intelligence and the
smart machines of the 21 Century, but of the people in our surroundings and
their ability to be corrupted from our competitors. How can we know who is
really working for us and who is on the other side from inside!? The changing
business environment is putting a huge pressure on the everyday activities of
the corporations and has pushed them into a corner, where they do not choose
the means of their survival. People - spies - companies, and even countries are

after your company’s property...

The flying heads of once well es-
tablished managers and corporate
directors are a consequence of poorly
protected corporate secrets and in-
stalled moles among the loyal com-
pany workers. Virtually no company
is immune to the risk of economic
espionage. If you think economic es-
pionage happens only to the Fortune
500 giants who have huge secrets to
steal and operate on a global basis,
think again! While all companies are
at risk, the biggest victims of eco-
nomic espionage are typically smaller
businesses. And why? Because these
companies have the largest number

! President Bill Clinton, Upon signing the
Economic Espionage Act, October 11, 1996

of competitors, which translates into
the largest number of possible spies.
Globalization as well has raised their
profile significantly. This may make
them a target of someone’s espionage
scope. If the company has confidential
“secret” information, legally referred
to as a trade secret (it doesn’t matter
whether it is chemical formula, patent
application, marketing plan, business
expansion plan, customer list, pricing
information, new product launch in-
formation, new technology drawing,
etc.), which is one type of intellectual
property, that has independent eco-
nomic value, which you have made a
reasonable effort to keep secret, and
someone illegally gets a copy of it, you
have been a victim of economic espio-
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nage. Companies are under attack and
at enormous risk every day from the
global threat of economic espionage,
but that risk can and should be low-
ered and managed. If we don’t take for
granted the fact that the companies
are constituted by people, we can ad-
mit that the most common factor of
information leaking is the human fac-
tor. But why do they do it? It is luxury
question to ask if noted that the an-
swers can be various and very individ-
ual. Many of the espionage spies do it
for money, for greed, for revenge, for
their native countries, for opportunity
or just because of their huge egos. So
it is therefore possible to assume that
the anatomy of the spy can be well put
in a several counts: young, well edu-
cated individual, male or female, with
high intellectual potential, ambitious,
with money issues, neglected from the
company, with troubled childhood,
loyal to higher goals. Thanks to the
modern age they also have the gadg-
ets to do the job: micro stick - an mini
compact audio and video recorder;
wrist watches which can record even
an rustling conversations with it’s hid-
den voice recorder; dime-size “con-
tact bugs,” which anyone could stick
to the outside of a conference room
window and matchbox-size “SIM
bugs”; listen-only cellphones that
don’t ring or light up, that can be acti-
vated by a phone call an hour, a week
or a month later; innocuous-looking
ballpoint pen with a voice-activated
audio recorder; Keyghost; etc. Pro-

prietary and trade secret information
are the lifeblood of every company
in every industry group. Given how
valuable trade secrets are, you would
think that companies would bend
over backwards to protect them, but
that is not the case. If the Pareto rule
should be applied, than we could say
that 80 percent of the risk comes from
inside the company, and only 20 per-
cent from outside the company. Op-
posite of what it is, the focus on reduc-
ing risk of trade secret theft should be
on education and ethics, not physical
security, but the majority of money
spent on protecting a company’s as-
sets is spent on protecting the physical
assets, and it is spent largely to protect
the company from only 20 percent of
the risk—from outsiders. Think how
tough it sometimes is just to get into
some buildings as a visitor. You often
have to sign in and be issued a badge.
At some locations, visitors have to be
escorted in certain sensitive areas. You
need to know and then punch in on a
keypad special door combinations
or have card keys to open doors or
have elevators stop at specific floors.
Security guards greet and watch you
when you arrive in the lobby or walk
around or enter or leave the parking
lot. Closed circuit TV cameras are
mounted in ceilings or some other in-
conspicuous locations keeping an eye
on you. In most cases, what is actually
being protected is physical property
from outsiders, not trade secrets from
insiders. Typical security people in
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office buildings are concerned with
guarding against thieves walking off
with a computer; they wouldn’t know
atrade secretiftheirlives depended on
it. Given that some 80 percent of trade
secret theft is perpetrated by employ-
ees or other insiders, most companies
simply do not properly address the
issue of protecting trade secrets. This
lapse only increases a company’s risk
that an employee, ex-employee, or
some other insider will walk off with
a valuable trade secret, whether inten-
tionally or not. A trade secret that gets
out into the marketplace accidentally
can cause every bit as much harm as
those that are breached by true spies.
The question is: Can anything be
done to stop economic espionage and
secure the informations? - It is impos-
sible to stop it, but it can be reduced!
Information protection should be
based on eight major elements:?

1. Information protection should
support the business objectives
or mission of the enterprise —
the position of the ISSO (In-
formation Systems Security
Officer) has been created to
support the enterprise, not the
other way around;

2. Information protection is an
integral element of due care
— the senior management is
required to protect the assets

> Thomas R. Peltier, Justin Peltier, John Black-
ley, “Information Security - Fundamentals”,
CRC Press LLC, USA, 2005, p.1-2

of the enterprise and make
informed business decisions
(an effective information pro-
tection program will assist in
meeting these duties);
Information protection must
be cost effective (implementing
controls based on pre identified
significant risk existence);
Information protection re-
sponsibilities and accountabil-
ities should be made explicit
(it is necessary to publish an
information protection policy
statement where the roles and
responsibilities of all employ-
ees would be identified);
System owners have informa-
tion protection responsibilities
outside their own organization
(monitoring the usage of the in-
formation to insure that it com-
plies with the level of authoriza-
tion granted to the user);
Information protection requires
a comprehensive and integrated
approach (information protec-
tion issues should be a part of
the system development life
cycle and during the initial or
analysis phase, information
protection should receive as
its deliverables a risk analysis,
a business impact analysis and
an information classification
document. Additionally, be-
cause information is resident in
all departments throughout the
enterprise, each business unit
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should establish an individual
responsible for implementing
an information protection pro-
gram to meet the specific busi-
ness needs of the department);

7. Information protection should
be periodically reassessed (due
to the dynamic of the process
it must be reassessed at least
every 18 months);

8. Information protection is con-
strained by the culture of the
organization (the ISSO must
give each business unit the lati-
tude to make modifications to
meet specific needs).

The conducting of a “walk — about”
for a measurement of the current attitude
toward information protection should be
focused on five basic control activities:®

Offices secured;

Desk and cabinets secured;
Workstations secured;
Information secured;

ARSI

. Diskettes secured.

The typical office environment
will have a 90 to 95 percent noncom-
pliance rate with at least one of these
basic control mechanisms.* In busi-
ness, having an effective information
protection program is usually sec-
ondary to the need to make a profit,
and the main reason we don’t hear so
much about its weaknesses and trade
secrets theft in public is because the
principals do not want the stockhold-
ers or the press getting a hold of the
fact that company secrets were leaked
because of what that would do to the
company’s stock price.
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3HAYEHUE MHOOPMALIMOHHOW KYJIbTYPbI
JINMHOCTU U OBLLECTBA, MNP ®OPMUPOBAHUN
NOJIMTUKN BESONMACHOCTUN UHOOPMALIMOHHbBIX
CUCTEM

Aenuc Baydos, Cmasponorvckuii uHcrmumym
um. <B.AHypcuna> (Poccutickas G)eaepzmuﬂ)

Hugopmanus, 6biaa, ecTb U OyAeT
IPOAYKTOM, KOTOPBI MOXHO IIpO-
AaTb, KyIIUTh, OOMEHSTh, & CAEAOBa-
TeABHO OHA BCETAA BBI3BIBAET MHTEPeC
KaK CO CTOPOHBI AIOACH ITBITAIONTHXCS
€10 3aBAAAETD, TaK U CO CTOPOHBI TeX
KTO CO3AA€T CUCTEMBI TI0 €€ 3aI[UTe.

Ha coBpemeHHOM aTamne pa3sBUTHSI
Mupa 00MeH MHpOpMALHelt OCyIecT-
BASITCS IIPH IIOMOIINM IAEKTPOHHBIX
cpeAcTB, cs3u. Koropele B pasbl yBe-
AMYHBAIOT CKOPOCTD, M KA4eCTBO IIepe-
Aaun AaHHBIX. OAHAKO 3TOT HOAAPOK
Iporpecca MMeeT CBOI aXHAAECOBY
IITY, Telephb 3aBAAAETD HEOOXOANMON
uHdopMalell U UCIIOAb30BaTh ee 110
CBOeMY KOPBICTHOMY YCMOTPEHHIO,
MOXHO IIPU IIOMOITY KOMIIBIOTEPHOH
TEXHHKH, HAXOASICh 32 THICSYH KHAO-
MeTPOB OT UCTOYHMKA HHPOPMALIMY, U
HIOAYYUB HY>KHbIE CBEACHMSI THXOHBKO
<«CKPBITbCS>, X KaK CAGACTBHE OCTaTh-
ca 6GesHakazaHHBIM. B cBsisu ¢ oTHM
AASL  TIOAHOIIEHHOTO FWICITOAB30BaHMUS
BO3MOXKHOCTEH IIporpecca, Heo6Xoau-
MO TIOAB30BaTbCS MHQPOPMAIIMOHHOMN

«Bnepsvte ueroseueckas kysvmypa
U HeAOBeHeCcKUe YEHHOCIU Popmupylomcs
IAEKMPOHHBIMU CPeICMBAMU UHPOPMAYUU>

A. Typoy

KyABTYPOH, KOTOpask SIBASIETCSI CBOETO
POAA rapaHTOM 6€30I1aCHOCTH.

OpHako MHPOPMAIIOHHAS KYAb-
Typa, Kak BCAKas ApyTas, HMeeT M
06paTHYI0 CTOPOHY, OHa MOXET CAY-
JKUTB U AOOPY 1 3ay. CBOOOAHOE pas-
BHUTHE AMYHOCTHU 3AECh COBMEIAIOTCS
C aBTOMAaTH3allMell YeAOBeKa, obuame
MHPOPMALIUK C ONTPEAEACHHDBIM MBIII-
AGHHEM, BO3PaCTaHHE KOMMYHHMKa-
THUBHBIX BO3MOXXHOCTEHM C H30ASIIHEN
WHAVBHAQ W OAUTAPHBIM 3HAHHEM,
MPEOAOACHHE KPU3HCHBIX SBACHMH B
obmecrse ¢ ynpomeHueM xusHu. C
COLIMAABHO-TICUXOAOTUYECKON TOYKH
3peHnss MHPOPMATH3ALNS U3MEHSET
TPAAUIIMOHHBIE IIUKABIKU3HEACSTEAD-
HOCTH AIOAH M CAM PHTM HX XXU3HH; C
MOpAaABHON — BBITECHSET LJeHHOCTDb
MEXAUYHOCTHOTO OOIIe s, 3aMeHsIeT
PEaAbHBIN MMP BUPTYAAbBHBIM; C ITIOAH-
THYECKOH — YCHAUBAET BO3MOXKHOCTHU
MaHI/IHyAI/IPOBaHI/ISI I/IHAI/IBI/IAyaAbeIM
M MaCCOBBIM CO3HAHHUEM.

HWrax, nosBaeHre HHPOPMALHOH-
HO KyABTYPBI OOIeCTBA F AUMHOCTH B
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Poccuut OTpHIaTh HeAb3sl, HO OHa MMe-
€T ABa OCHOBHBIX Ha3HAYEHHS C OAHOM
CTOPOHBI 3TO OAMH U3 OCHOBHBIX HC-
TOYHUKOB AQIOIIMA OTPOMHBINA IOTOK
HHGOPMALIU C APYIOH CIOCOOHBIN
9TOT ke HHQOPMALMOHHbBI MacCHB
00paboTarh 1 HalTH HEOOXOAUMOE.

K coxasenuro, ypoBeHbp HHPOP-
MaL[IOHHOM KYABTYPBI GOABLIMHCTBA
Aropent B Poccnu HU3O0K.

C 0AHOI CTOPOHBI, 9TO OOBSICHSI-
eTcsl BCe ellje HeAOCTATOYHbIM BHeApe-
HHeM MHPOPMAIIMOHHBIX TEXHOAOTHHI
BO BCe Cepbl KU3HU U AESITEABHOC-
TH YeAOBeKa. A C APYrodl CTOPOHBI
- OTCYTCTBUEM CHCTEMBI IIOATOTOBKH
rPaMOTHBIX IOAb30BaTeAeil HHGOP-
MaLFIOHHBIX CUCTEM U NOTpebuTeseit
uHpOpMaIUH.

Havaao npenopaBanuio nHpopMa-
THKH B IKOAAX POCCHY, IPUXOAUTCS Ha
198S roa, KOrAa GbIAU IPUHSATHI COOT-
BETCTBYIOLIYE IIPABUTEAbCTBEHHbIE Pe-
menwst. Ho aTu pemenus umean uncro
MOAMTHYECKHI XapakTep U He ObIAK
HIOAKPeIIAeHBI MaTepHasbHO. B 1992
ropy u3 66,8 Thic. mKoa Poccur ToAbKO
17 oic. umean xommbrotepsr (8 CIIIA
98% mikoA uMeroT KommbioTepsr). Oa-
HaKO KOMIIBIOTEPH3ALMs He OKa3aAa
3aMETHOTO BAWSHUS Ha ypoBeHb 06-
Pa3oBaHUS BBHAY OTCYTCTBHS IIeAQ-
FOrMYeCKUX MPOrpPaMM U HCIIOAB30Ba-
HHS SIBHO ycTapesmedt Texauku (70 %
«IIEHTHYMOB>, KOTOPbIMH OCHAIIeHbI
HAIIIU IIKOABL CETOAHS YK€ YCTApEAN. ).
AeAo  OrpaHMYMAOCH IPOCTEHUINMU
HpOrpaMMaMy THUITA TEKCTOBOTO U Ipa-
(IIECKOTO PEAAKTOPOB, 3AEKTPOHHBIX

TabAMLI, IPAKTHYECKIX YIIPAKHEHUH 1
IIPOCTEHIIHX TOAOBOAOMOK, IIPOrpaMM
06paboTky AQHHBIX.'

Bce sxe TOT 06pasoBaTeAbHbIN
IIPOIleCC KOTOPHBIA BEACTCS, HMeeT
0AHOOOKOE pa3sBHTHeE, & MMEHHO IIPU
06y4eHnH KOMIIBIOTEPIIUKOB OYEHb
PEAKO MOXXHO YCABINIATH CAOBO <3JTH-
ka>». OCHOBHOe BHUMaHHE YACASIeTCS
MareMaTHYeCKOMy 0Opa3oBaHMIO, B3a-
HUMOAEHCTBHIO C KOMIIBIOTEPOM KaK
CPeACTBOM pelIeHHs TeX HAM HHBIX 3a-
Aad. ITpu aTom urHOpupyercs TO 06-
CTOSITEABCTBO, YTO B3AUMOOTHOIIEHHE
YeAOBEKa C KOMIIBIOTEPOM IIPOUCXO-
AWT B OITPEACACHHOM KYABTYPHOM Cpe-
Ae. AWIIeHHBIH HPAaBCTBEHHBIX OPH-
€HTUPOB, Y€AOBEK HAYMHAET H Cebsl
BOCIPHHHMATh KaK YMHYIO MAIIHHY,
[IEPEHOCUT TeXHHUYeCKoe obpalieHue
C KOMITBIOTEPOM Ha OTHOIIEHHS MeX-
AY AIOABMH, UTO BEACT K AQAEKO HAY-
IUM MOCAEACTBHAM — aHTHI'YMaHHOM
AedopManuu Bceil KYABTYpbl HHPOP-
ManuoHHOro obmecrsa. He caydaiino
P. Yupen B cBoeM BBICTYIIACHHH ITepe
xoHrpeccmeHamu CIITA 3asBua, yTO
«HEKOTOpPble M3 BIIOAHE AOCTOMHBIX
MOAOABIX AIOAEH OKA3bIBAIOTCS He-
CIOCOOHBIMM ~ OLIEHHTb JTUYECKHe
U MOPAAbHBIE ITOCAGACTBHSL CBOMX
AericTByiL 51 yOexxaeH, Harpumep, 4T0
OYEeHb MHOI'HME, ECAU HE BCE MOAOAbBIE
XaKepblI B Halllel CTpaHe AaXKe MOMBIC-
AUTb He MOTYT O TOM, YTOOBI Ha YAHIIE
CHAOM OTHATDH A€HBI'M Y CTApOM XKEH-

! Heropaes M. A. «Ha myTsix K nuHGOpMALMOH-

HoMy obmecTBy» Pocros-Ha-Aony 1999.,c
274.
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munbL. Ho, ¢ Apyroit cTopoHBI, Bechb-
Ma PeaAbHO, YTO IMPOCTHIM Ha)KaTHEM
HECKOABKHX KAABHII KOMITBIOTEPa OHH
A€TKO AMIIAT ee BCeX cOeperxeHui»>
W3 Bcero Cka3aHHOTO IIOAyYaeTCs,
YTO CAOXKMBHIASACS HHPOPMAIIMOHHAS
KyABTYpa B HAIlIeH CTPaHe, K COKAACHUIO
OTHOCHTCSI [TOKA €llje He K MACCOBOW, a
K CyOKYABTYpe OTACABHBIX HHAUBHAOB
KOTOpbIe OAArOAApsI CBOMIX IAYOHMHHBIM
3HAHMAM B 9TOM cdepe M HaAMYKEM
TAKoKe IPABOBOM HEIPaMOTHOCTH IPO-
THBOIIOAOXKHOH CTOPOHBI KOTOpasi 3a-
KAKOYAeTCsl B HECTIOCOOHOCTH OCO3HATh
9TO OHM CTAAM XKEPTBOM IPECTYIACHHUS
U IOHECAU IMYILIECTBEHHBIIT Bpe,” MO-
IyT CBOOOAHO COBEpIIATh IIPECTYIIAC-
HIS C HICTIOAB30BaHKEM KOMIIbIOTePHBIX
TEXHOAOTHI M OCTaBaTbCs Ge3HaKas3aH-
HBIMH. JTO KaCaeTCs, HalpUMep, TAKOTO
Cr1oco6a IpeCTYIHON AeSTEABHOCTH B
chepe KOMIBIOTEPHOH MHPOPMAIUH,
KaK Kpaka KOMIIBIOTEPHOTO BpeMeHH,
KOMIIBIOTEpDHOE ~ MOLIEHHHUYECTBO' U
Apyrue (B Yroaosaom Kopexce Poccuii-

> Barypun IO.M. IpaBo 1 HOAMTHKA B KOM-

nboTepHOM Kpyre. M.,1987, c. 56.

Cabapam B. «KowmmbroTepHast mpecTym-
HOCTb - MpOOAeMBI AaTeHTHOCTH>. McTou-
HUK: crime-research.ru

BosaeBop3 A.B. «ITpoTHBOAEHCTBIE KOMIIBIO-
TepHBIM IIpecTymaeHusM>»> M., 2002., ¢.98.

cxoii Pepepalil OTBETCTBEHHOCTHU 3
9THU BUABI IIPECTYIIACHUIL AQKe He IIpe-
AyCMOTpEHO).

Ortcropa caepyet, uro 6b1 cTabu-
AM3MPOBAaTh CHUTYAIHIO, T'OCYAAPCTBY
HeOOXOAUMO CO3AaBaTh HOPMATHBHO
[IPaBOBOBbIe 6a3bl HAIIpaBACHHblE Ha
YperyAupoBaHUe OTHOIIEHNI B AAHHON
cdepe u 3amuUTHI BCeX IpaB YYaCTHH-
KOB 3aA€HCTBOBAaHHBIX B 9TOM IIpOIiec-
ce. Co3paHue COLMAABHBIX IPOrpaMM
HaIpaBAEHHbIX Ha NOBbIIeHHe UHPOp-
MAIIOHHOM ¥ IIPAaBOBOM I'PAMOTHOCTH.
CBoeBpeMeHHasI IlepeOpHeHTaIsI Ha-
MPAaBACHUH Da3BUTHA KOMIIBIOTEPHON
TEXHHKHU COTAACHO TpeOOBaHHeM COBpe-
MeHHOCTH. B pesyabTare Bcex aTux KOH-
COAMAMPOBAHHBIX AEHCTBHN AMYHOCTH
o01wecTBa U FOCYAQPCTBA HAXOASIIUXCS,
B TECHOM B3aUMOCBS3HU U COTPYAHUYECT-
Be, KaK 9AeMEHTOB, AOTIOAHSIONIUX APYT
Apyra, OyaeT co3paHa HHGOPMAIMOH-
HasI KyABTYpa B KOTOPYIO OYAy T BXOAUTD
BCe YACHBI COBPEMEHHOTO POCCHICKOTo
obmecTBa.
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Ob OAHOM KPUNTOMPA®OUNYECKOM NPOTOKOJIE

B.B. Koii6uuyx

Ykpaunckas axademus 6ankosckozo deaa

Hayuonavtozo 6anxa Yicpaunot (Yepauna)

Description of the cryptosystems, use of Kerberos crypto protocol for
the information transfer protection in the shared distributed systems.

Certyac pAAs AT06OM KOMITAaHUH, TO-
CYAAPCTBEHHOH OPTaHM3AIMU MAM OT-
AEABHOTO MHAUBHAYYMa, KOTOPBIM Tpe-
OyeTcst 3aLUTUTD AAHHbIE, TPAH3AKLHH,
PeIyTALMIO, B AQXKe CAMHX Ce0sl, KaK HH-
KOTAQ BOXKHbI 6€30I1aCHOCTb U IIPOBEPKA
upeHTn¢ukarmy. Miapopmarmsa — ato
AKTHB, KOTOPBIH, IIOAOOHO APYTUM aK-
THBaM OPTaHH3AIIUH, FMeeT IIeHHOCTh
H, CAGAOBATEABHO, AOAKEH ObITb 3aIlu-
IIIeH HaAA@KALITIM 00pa3oM.

HupopmarnoHHast 6e30macHOCTb
— MeXaHM3M 3aLIUTBI, 0OeCIenBao-
muit: KoHPHUAEHIHAAbHOCTD (AOCTYTT
K MHQOPMAITMH TOABKO aBTOPHU30BaH-
HBIX TOAb3OBaTeAeil), LIEAOCTHOCTD
(aocToBepHOCTD M MOAHOTY HHOp-
MallUd U METOAOB ee 06pa60TKI/I) ,
AOCTYTHOCTD (AOCTYT K HHPOpMALUU
U CBSI3aHHBIM C HeHl aKTHBaM aBTOPH-
30BaHHBIX IOAB30BaTEACH IT0 Mepe He-
06XOAMMOCTH).

HcnoabsoBanue kpunrorpapudec-
KHX IIPOTOKOAOB — OAMH U3 CIIOCOOOB
3aIMTEl MHQOPMAIMH B OTKPHITHIX
pacmpepeseHHBIX cucreMax. Kaxaas
KPHIITOCHCTEMA XapaKTepH3yeTCs Ta-
KHMHU ITIOHATHAMH, KaK IIH$pOBaHIE
(pacumidposka), Karou muPpOBaHUS

(pacumudposku),

ayTeHTU(HUKALH.

ITugposanue (xoduposanue) — mpo-
1ecc mpeo6pa3oBaHus OPLHK HHPOP-
MaLu{ B HETIOHATHBI BHA. VcxoaHyto
MHOPMALIHIO HA3BIBAIOT OMKPbIMbIM
mexcmom, a PesyAbTaT peobpasosa-
HHUS — 3AUWUGPOSAHHLIM MeKCMom
(kpunmozpammoii). Aexoduposanue
(pacwugposxa) — obparnbit mpo-
ecc mpeobpasoBaHUs 3aMMPOBAH-
HOTO TEKCTa B OTKPBITHI. OTKPHITHI
M 3amMpOBAHHbIN TEKCT 06pasyioT

Tmapy
OTKPbIT])IfI TEKCT IIOCTYIAET Ha BXOA

B3aMMOCBSI3aHHBIX  ITOHSITH:

aAropuTMa mUQpPOBaHIS, a 3amUPpo-
BAHHBII TEKCT SIBASIETCS] €T0 PEe3yAbTA-
ToM. B cummempuunoii kpunmocuc-
meme (cucmeme ¢ o6uum xarouom
(shared-key system)) wucrmoapsyrorcs
OAMHAKOBble (HAM TPAKTHYECKH OAH-
HAKOBbIe) KAIOUH. B acummempuunoii
kpunmocucmeme (kpunmocucmeme
¢ omxpoimoim karouom (public-key
cryptosystem)) HCTIOAB3YIOTCSL  ABa
PA3HBIX KAIOUA: KAKOY WUPposanus v
(cooTsercTByrOmMit) KAt04 pacwiudg-
posxu (cexpemmnwiii). Tlop monsaTrem
aymenmu@uKayus IOHNIMAETCS IIpO-
IleAypa YCTAHOBAGHHSI COOTBETCTBHS
[IApaMeTPOB, XaPAKTEPHU3YIOLIHX IIOAD-
30BaTeAs], IPOLIECC MAU AQHHBIE 3aAAH-
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HBIM KpuTepHsiM. B kauecTse xpuTepst
COOTBETCTBUSL OOBIMHO KCIIOAB3YETCSE
COBIIAAGHME 3apaHee BBEACHHON B
CHCTeMy U IIOCTYIIAIOLIe B Ipoljecce
ayTeHTUPUKAIMU HHPOpMaluH, Ha-
IpHMep, O MAPOAe IIOAb30BATEAs], €ro
OTIIeYaTKe MAAbLIA HAM CTPYKType CeT-
YATKHU TAA33.

AyTeHTHHKAIIMIO MOXHO pasae-
AUTD HAa TPH BUAQ: AymeHmupuxayus
ucmounuxa dannvix (aymenmudu-
Kayus coobuenus), aymenmuduxa-
YU CyWHOCMU U 2ZEHEPAYUS AYMeH-
muuyuposannvix kaoueii. Ilepsrrit
BUA ayTeHTU(PUKALUK O3HAYaeT Ipo-
BEpKy OOBSBACHHOTO CBOMCTBA CO-
obmeHns u 0053aTeAbHO CBSA3aH C
kaHaramu cBsisn. OHa IpepcTaBAsieT
co60i1 cayOy 0e30MaCHOCTH IOAY-
4aTeAs], IPeAHASHAYEHHYIO AASL BepH-
QUKaIME MCTOYHHMKOB COOOIEeHNIL.
AyTenTuuKalMsa CyIHOCTH — 3TO
nponecc obmena nnpopmanueit (T.e.
IIPOTOKOA), B XOA€ KOTOPOTO TIOAB30-
BAaTeAb YCTAHABAMBAET ITOAAMHHOCTD
Apyroro moab3oBareast. JacTo caoBo
«CYIJHOCTb> OITyCKaloT. TpeTuit BUA
ayTeHTUPHUKALUU ITPEAHA3HAYEH AAS
OpraHM3AIMK 3AIUIIEHHOrO KaHAAAQ
06MeHa CeKpeTHBIMU KAIOYaMIL.

B xagyecTBe mpuMepa paccMOTPHUM
OAMH U3 HauboOAee PacIpOCTpaHEeH-
HBIX U 9Q(PeKTHBHO IPUMeHsSeMbIX
AASL 3aIIUTHI Iepeparolericss nHGOp-
Maluy, KpUNTorpadpuiecKuil mpoTo-
koA Kerberos Bepcuu 5.

YuacrHukaMu 6e30IacHOM CBSI3U
SIBASIFOTCSL. KAHEHT, CepBep M ILIeHTp
pacipepesenus  katoueit (KDC -

Key Distribution Center), xoTopsit
BBICTYIIAeT B KaueCTBe AOBEPEHHOIO
[IOCPEAHHKA.
Koraa KAHeHTY Hy>KHO 0OpaTHTb-
C51 K CepBepy, OH M3HAYAABHO HAIPaB-
aset 3anpoc B rjeHTp KD C, X0TOpHIH B
OTBET HAIPABASET KAKAOMY YIaCTHH-
Ky IPEACTOSIIETO CeaHca KOIUY yHHU-
KaABHOTO CeaHCOBOTO KAIoua (session
key), AeficTByromue B TeueHHe KO-
porkoro Bpemenu. HasHavenune atmx
KAIOUel — POBEACHHE ayTeHTUPUKA-
nuu KAveHTa u cepsepa. O6men co-
OOIIeHUSIMU IIPOUCXOAHT CACAYIOLIVIM
obpasom:
Coobuenue 1:
A->S:AB.
Coobugenue 2:
$>AAT, LK, BAT,L,K A} 1, -
Coobuenue 3:
ASBAT, LK, A}, {A T}, .
Coobugenue 4:
B ‘>A‘{Ta+1}1<;
3aech A, B — npusiumass: (AoAH,
KOMITBIOTEPDI, YCTPOICTBA), S — AOBe-
peHHbIi o cpeanuk (cepsep ayTeH-
tudukanuu), T — meTxa Bpemenn, L —
CPOK I'OAHOCTH MaHAATa, Kﬂb — 06mmit
KkAaTo4u A A u B. Kax BUAHO U3 co06-
IeHUsI 2, CepBep FeHepHUpyeT CEeaHCo-
BBII KAIOY, 06111 AAsL A U B, CKpBITHO
AOCTaBAsieT ero (CrIpATaH BHYTPH ABYX
MaHAATOB), HPPYs AOATOBPEMEHHbI-
MH CEKPETHBIMH KAKOYaMH, KOTOPbIi
onpaspeaser cAuB (K, K ).
IToAy4uB IpOTOKOABHBIE COObIIe-
nus ot Cepsepa, moap3oBaten (mpu-
HIJMTIAABL) MOTYT O6HAPY>KHTB, YTO HX
IIOCAQHMS OCTAAMCH 6€3 OTBeTa, Ipo-
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BepHB HepaBeHCTBO |Bpems - T|<At,
+ At2 . 3aech Bpems 03HadaeT AOKaAb-
HOe Bpems moAydareas], At — wHTep-
BaA, IMPEACTABASIONUI AOITYCTHMYIO
pasHuIy Mexay BpemeneM Cepsepa
U AOKAABHDBIM BpemeHeM, Af — oxupa-
emMas BpeMeHHAs 3apepkka. Ecau vacpr
BCEX KAMEHTOB CBEpEHbI II0 ITAAOHY,
TO BeAMYHHA Af, paBHAas OAHOM-ABYM
MUHYTaM, BIIOAHe porrycriMa. [aaBHOe
Aomymerue mpotokoaa Kerberos — ato
TO, 4TO Yachl IPUHIIUIIAAOB PabOTAIOT
CHHXPOHHO C 9aCaMU CepBepa.

TakuM 06pasoM, paccMoTpeB Oc-
HOBHbIe KOHIENI[MM IIPOTOKOAA Ce-
TeBOM ayTeHTHUKALIMU Kerberos S,
HeAb3s moaaratb, uto Kerberos aro
LIeHTPAAH30BaHHOE PelleHye, CII0Co6-
HOe peLINTb BCe IPObAEMbI CeTeBOM
6e3omacHocTu. B ocHOBe AanHOrO IIpO-
TOKOAA AEXKHUT IPHHIUII HACASAOBA-
Hust: KaveHT AoBepsier Kerberos, ecan
CHCTeMa KOPPEKTHO IIPeAOCTABASIET
KAMeHTY Karou mudposanus. [Ipuao-
JKEHHE AOBepPsIeT KAUCHTY, €CAM KAHEHT
VCIIEIIHO IPEeAOCTaBHA KBUTAHIHIO,
3amupOBaHHYIO KAIOUOM cepBepa. B
9TOM AOBEPHH H KPOETCS YS3BHMACTh
cucremnt (Kerberos). Mnaue rosops,
CeKpeTHble KAIOUH AOAKHBI KaK H II0-
Aaraercs, XpaHUTbC B cekpere. Ecan
B3AOMIIMK KaKUM-AU60 06pa3oM IIOAY-
YUT KAIOY HHHIJHATOPA 3aIlpoca, TO OH
cMOxeT ero coivuruposarb. Kerberos
He 3aIIMINAeT OT aTaK THIA <II0A6opa
mapoAsi>. EcAM mOAB30BaTeAb HCITOAD-

3yeT HECAOXHBIH ITApOAb, TO ATaKyIo-
I MOXKET CIIOKOMHO nvo6paTb ero
aTaKoM 110 CAOBAPIO.

He cmorps Ha arm HepocTar-
KM, CAEAYeT OTMETHTb, 9TO AAHHBIA
[IPOTOKOA OTAUYAETCSI THOKOCTBIO U
3¢ PexTUBHOCTDIO HCIIOAb3OBAHMS, a
Takke obecreynBaeT IOBBINIEHHBIN
ypoBensb 6esomacHocru. Kerberos
IIOAOKEH B OCHOBY ayTeHTH(HUKAIUK
IIOAB30BaTeACH OIEPAIIMOHHBIX CHC-
tem Windows 2000/XP/2003.

B 3axaroueHwe, caepyeT OTMETHTD,
4TO NP paspabOTKe U peaAnsaliu
CHCTeM 3aIIJUTHI, HY>KHO PYKOBOACTBO-
BaTbCS CACAYIOIIMMU IPHHITAIIAMH.

1. Scro dopmyarpoBaTh Bce HEO6-

XOAMMBI TIpeaniosokerus. Crc-
TeMa 3aluThl HHGOPMAIIUH B3a-
HMOAEHCTBYeT C OKPY>KeHHEeM, U
CAGAOBATEABHO, 3TO OKPY>KeHHe
AOAXKHO YAOBAETBOPSITD OIIpeAe-
ACHHBIM YCAOBHSIM.

2. ‘IBHO M TOYHO yKasbIBaTb BCe
IpeAIIOAAraeMble  YCAYTH  IIO
samure unpopmarmu (obec-
neyeHne KOHQUAEHIIMAABHOC-
TH, AOKa3aTeAbCTBO 3HAHLS,
ayTeHTHPHKAIMS, HEBO3MOX-
HOCTb OTpedeHHs, PUKCaIHs).

3. SIBHO BBIAGAATD YACTHBIE CAY-
Yay MaTeMaTHYECKHUX 3aAad

(Moxer cymecTBoBaTh Yacrt-
HBIA CAyYall TPYAHOpa3pel-
MOM 3aAa4H, KOTOPBIH OTHOCH-
TEABHO IPOCTO PELIHTb ).
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«MEHEAXMEHT UHUMWAEHTOB B CUCTEME
YMNPABJIEHVA NHOOPMALIMOHHON
BE3OMNACHOCTbIO»

Anna Muaosanosa, IT&IS Management SRL

OAHUM M3 BaXXHBIX IIPOIIECCOB B
cucremax ympaBaeHust KMT-pearean-
HOCTBIO SIBASIETCS YIPaBA€HHe HHIIU-
AGHTAMH, OKA3BIBAIOIIUX HEMOCPEeAC-
TBEHHOE BAMSHHE Ha CTaOMABHOCTD
paboTsl MHPOPMALMOHHBIX CHCTEM.
910 00yCAOBAEHO yBeAMYEHHEM Mac-
mrraba 1 GyHKIHOHAAA chcTeM. Aaxe
IIOCAe BHEADEHHS 3alIUTHBIX Mep B
GOABLIMHCTBE CAy4aeB OCTAIOTCS CAA-
Oble MecTa, 4TO AeAaeT obecreyeHue
UHPOPMALMOHHON  6e30MacHOCTH
HeapPEKTUBHBIM, M, CAEAOBATEABHO,
HMHIIMAEHTBI - BOSMOYKHBIMHU.

YrpaBaeHue HHUMAEHTaMU obec-
IeYnBaeT yMeHbllleHHe, UCKAIOYEH e
OTPHIIATEABHOTO BO3ACHCTBUS Hapy-
meHuit B npepoctaBaeHnu M T-ycayr,
9TO SIBASIETCSI AKTYaABHBIM B OCOOeH-
HOCTH AASL  QHHAHCOBO-KPEAUTHBIX
OpPraHM3allufl M TeAeKOMMYHHKAI[U-
OHHBIX KOMIIaHuM. PemeHue pAaHHOM
3aAa4H TpebyeT TECHOTO B3aMOAETIC-
TBHSL C IIOAB30BATEASIMU KAHEHTaMH
nocpeacrBoM $yrkuuu Service Desk.

CaMm mporiecc ynpaBAeHHs HHIU-
AGHTAMHU CBSI3aH CO MHOTHIMH APYTH-
MH IpOLieCCaMy, HaIpHMep, yIpas-
A€HWEM pHUCKaMH, MOHUTOPUHIOM/
ayAMTOM, YIpaBACHHEM H3MeHEHMs-
MH, YIPaBACHHEM AOCTYIIOM, YIpaB-
A€HMEeM HeNpephIBHOCTBIO. ApyruMu

(Pecny6auxa Moadosa)

CAOBAaMH, IPOIIECC YIPaBACHHA HH-
IIMAEHTAMH SIBASIETCSI CBOEOOPA3HBIM
«MOTOPOM> >KH3HEHHOTO IUKAA CHC-
TeMbI 6e30IIACHOCTH.

Hcxops U3 MPaKkTHKM, MOXHO OT-
METHTD TOT YaKT, 9TO OCHOBHBIMHU TH-
IIAMHU HHITHAEHTOB SBASIOTCS:

«  dyHKuMOHAABHAS  HepaboTOC-
HOCOOHOCTD OCHOBHBIX MOAYA€H
MAM MHQPOPMAIMOHHbIX CHCTEM
IIeAMKOM;

¢ HEAOCTYIIHOCTh K 3HAYMMBIM
CepBHCaM, TIPHAOXKEHHUSIM HAU
K HMHPOPMALMOHHBIM CHCTe-
MaM B IIeAOM;

« omubouHas 06paboTKa HHPOpP-
May B MHQOPMAIMOHHBIX
CHCTeMaX U PHAOXKeHHSAX;

« cbou B paboTe IPUAOKEHHIL,
BAMSIOIUX Ha 9 PEeKTUBHOCTD
BEACHMSA ACATEAbHOCTH;

«  HeHCIIPaBHOCTD, BbIXOA U3 CTPOS
aIIapaTHBIX CPEACTB;

e OTCYTCTBHE AOCTYTIA K OTKPBI-
ThIM KHTepHeT-pecypcam;

+  HeKOppeKTHas pabora HHOOP-
MaI[OHHBIX CUCTEM;

e Ieperpyska B CeTH.

IIpu ympaBAeHMH HHIIMACHTaAMH
IO BCEM BBHIABACHHBIM MHIHACHTAM
CAGAYeT IMTPOBOAUTD aHAAU3 IIOTEHIIU-
AABHOTO MAM PEAaABHOTO HEraTHBHOTO
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BO3ACUCTBUS HMHIUACHTa HMHPOpMa-
[IMOHHOMN 6e30MaCHOCTH Ha AESATEAb-
HOCTb oOpraHusanuu. B xauectse
HPHUMePOB OCHOBHBIX KaTeIOPHI I1OC-
A€ACTBHII, KOTOpbIE MOT'YT IIOBAEYb 32
€060 MHIIMAECHTbI, MOKHO OTMETHUTD:

« ¢uHaHCOBble YOBITKH/pPa3py-
IIeHHe OM3HeC-ONepalui;

« ymepb KOMMEpPYECKHM U 9KO-
HOMIYECKUM HHTEPecaM;

o ymepb A uHPOpMALHH, CO-
AepKale [IepCOHAABHBIE AQH-
HbIE;

. HapylleHWe [PABOBBIX U HOP-
MATUBHbIX 005433aTEAbCTB;

« moTepsi/yuep6 pemyTanuu op-
raHM3aIVH.

AAst AI06OF OpraHu3aruy, cepbes-
HO OTHOCSIIeHCS K MHPOPMAIMOHHOM
6€30IaCHOCTH, OCHOBOM MEHEAXXKMEHTa
HHIJUAEHTOB AOAKHO OBITH IIpHMeHe-
HUe CTPYKTYPHOTO ¥ IIAQHOBOIO IIOA-
XOAOB C LIEABIO MIHHMU3ALIMI PHCKOB
uHpopMarmoHHON 6e3omacHocTy. CyTh
AQHHBIX TIOAXOAOB 3aKAIOYAETCS B OCY-
IECTBACHUY CACAYFOIMX ACHCTBHI:

« OOHapysKeHUe, OIOBeLjeHHe 06
HHIMACHTaX HHGOPMALIMOHHOM
6€30IaCHOCTH U UX OIIeHKA;

¢ pearupoBaHHe Ha HHIHAEHTHI
nHpOpMaLOHHON  Gesomac-

HOCTH, BKAIOYasI IIPHMEHEHIMe

3AIUTHBIX MeP AAS IPEAOTBPA-

IleHNs], YMEHbIIEHUE [IOCACAC-

TBHIT ¥ BOCCTAHOBAEHHE TTOCAE

HeTaTUBHBIX BO3AEHCTBUH;

o U3BA€UEHME YPOKOB M3 HH-

LIUAGHTOB ~ MHQPOPMAIIMOHHOM

0€30aCHOCTH, BBEACHHE IIpe-

BEHTHBHBIX 3AIIUTHBIX Mep H
yAydLlIeHHe OOIIEro MOAXOA K
YTIPaBACHHUIO MHIIMACHTAMU HH-
$OpMaLMOHHO¥ 6€30I1aCHOCTH.
MeHeAXMEHT HMHIMAEHTOB HH-
popMarIOHHOM 6e30IaCHOCTH BKAIO-
4aeT CAEAYIOIIfHe ITAIIbI:

o OOHapy)XeHHE M PeruCTpaLis
HHI[HAEHTOB - OCYILECTBASIETCS
Ha OCHOBAHHWH ITOKA3aHUN CHC-
TeM MOHHTOPHUHTA AOCTYIIHOCTH
WT-ycayr, obpaieHuil MOAb30-
BaTeAei, a TaKKe OCYILIeCTBAS-
eTCsl B CHCTeMe PEruCTPaLiiH U
00pabOTKU HHIMAEHTOB;

e KaaccupuKanMa M IpUOpHUTe-
3al[Usl UHIUAEHTOB - UACHTH-
¢uKanMa IDPUYUH MHIMAEHTA
U COOTBETCTBYIOLUX ACHCTBHUI
AASL €TO pellleHMs], U OTIPeAeAe-
HHe KPUTHYHOCTH HHIMAEHTA
AASL AESITEABHOCTHY KOMITAHUU;

o 3CKAAALHS MHIMAEHTOB — OCY-
I[eCTBASIETCS [IOMOIIb B CBOE-
BPEeMEHHOM pa3pelIeHnH HH-
ITUAEHTA;

o 00paboTKa MHIIMAEHTOB — pas-
pellieHre HHIMAEHTA U BOCCTa-
HoBAaeHne UT-ycayr;

+  MOHHMTOPHHT HHIJUACHTOB — OCy-
IIECTBASIETCSI KOHTPOAD Ka4eCTBa
00paboTKM ¥ paspelleHus HH-
LIMAEHTOB C I[EABIO BBIIBACHUS
HECOOTBETCTBMA U TIOATOTOBKU
PeKOMeHAQLVIETt IO YIIPABACHIIIO
HMHITUAEHTAMU;

3aKpPBITHE UHIJMAEHTOB.

OTanbl MEHEAXMEHTa WHITUAEH-

TOB MOT'YT MEHSTbCS KAXKAON OpraHu-
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3arjyei B 3aBICUMOCTH OT €€ BHYTpeH-
HUX IIOTpebHOCTEN BeAeHNs Ou3Heca.
PexoMeHAyeTCSI  PyKOBOACTBOBATbCS
TPeGOBaHISAMY IO YIPABACHHIO HH-
LIUACHTAMH, IPOIUCAHHBIMU BO MHO-
THUX MEXAYHAPOAHBIX CTaHAAPTaX MU
[PaKTHKAX, CPEAU KOTOPBIX MOXKHO
OTMETHUTH CACAYIOLIHE:

« ISO 17799 UndpopmanmonHas
TEXHOAOTHSI - METOAMKH be-
3omacHocT - IIpakTmyeckoe
PYKOBOACTBO AASL MHPOPMALHU-
OHHOTrO yIpaBAeHHs Ge3orrac-
HOCTH;

« ISO 18044-2007 Mudpopmanu-
OHHAsl TEXHOAOTHSI — MeToAbI
U cpeacTBa obecrieveHus 6e30-
MacHOCTH — MeHeAKMeHT HH-
IIUACHTOB HMHOPMALMOHHOMI
6e30macHOCTH;

o ayumme mpaxtuku IT Infra-
structure Library (Bu6anorexa
[IEPeAOBOIO OIbITa OpraHH3a-
mum UT).

IIprMeHeHNe AQHHBIX CTAHAAPTOB

U MPaKTHK IO3BOAUT COKPATHTb BO3-
MO>KHBIE [IOCAEACTBUSI M CHUBUTD PHC-
KM, BO3HHKAIOLIYE IIPH PeaAM3aliiu
HHIVAGHTOB, YTO ellle Pa3 AOKa3bIBaeT
B)XHOCTb BOIPOCOB MEHEAXXMEHTA
HHIVAEGHTOB B PAaMKaX YIPaBACHHSI
UT ¢yuxumsamu. J1o obecrednBaer
HEOOXOAUMOCTD IPUHSTHS 3 PEKTHB-

HBIX Mep II0 COKpAIEHUIO IMOSBASIO-
IMXCS MHIMACHTOB. J$(PeKTHBHOCTD
YIpaBAGHMST HHIUACHTAMH AOAXKHA
BBIPXKATHCSI B U3MEPSIONIUXCS U Olle-
HMBAIOIMXCS IIOKA3aTeAsdX. Taxkumu
MIOKA3aTeAsIMY, HAIPHMep, MOTYT BBI-
CTYIIaTh:

e  TEHAEHLUM B U3MEHeHUH obire-
I'0 KOAMYECTBA HHLIUACHTOB;

« cpeaHee (aKTHYECKOe BpeMms,
3aTpayeHHOe HA paspelleHHe
HHIUACHT];

o IPOLEHT HHIMAEHTOB, 00pa-
OOTaHHBIX B PaMKax COTAAco-
BAHHOTO BPEMEHH PeaKIjyy;

«  CpeAHUMe 3aTpaThl HA pelleHHe
HMHIUACHT];

+ IIPOILIEHT MHIHAEHTOB, 3aKPbI-
ThIX 6e3 obpalieHys K CIIerHa-
AUSHPOBAHHBIM TPYIIIAM IIOA-
AEPIXKKH;

« KOAMYECTBO U IPOLIEHT MHIIU-
AEHTOB, Pa3pelleHHBIX YAAACH-
HO.

Taxum  06pasoM, 3¢PeKTUBHDII
MEHEAXMEHT HMHLUACHTOB II03BOAUT
0becrieunTh GBICTPOE BOCCTAHOBACHHE
HOPMAABHOTO QYHKIHOHUPOBAHMS MH-
$OpMaIOHHbIX CHCTEM, MUHIMH3HPO-
BaTb HeOAArONPHSITHOE BOBAEVCTBIE Ha
Ou3HeC, CHU3UTh GUHAHCOBBIE IIOTEPH,
a TaKKe MOAACPKHBATH IIPOLIECCHI YII-
PaBA€HHS PUCKAMH.

Aumepamypa u unmeprem ucCmoHUKY:

www.is027000.ru;
www.itsec.ru;

e e

www.connect.ru.

IT Infrastructure Library (Bu6anotexa mepeaosoro ombrra opranmsamuu WU T);
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MEHEAXMEHT UHOOPMALMOHHbBIX PUCKOB C
NCMNOJib3OBAHVEM ABC-AHAJIN3A

IOpuii Konvimun

Odecckas nayuonarvras axademus ceasu um. A.C. ITonosa (Yepauna)

IlpobaeM yTpaTbl TaKHX Bax-
HbBIX CBOMCTB MH$OPMAIINH, KaK KOH-
QUACHIIMAABHOCTD, LIEAOCTHOCTb U
AOCTYITHOCTb, H30€XaThb HEBO3MOX-
HO. OAHAKO MMU MOXKHO YIIPaBASITb
IIyTeM MeHEAXMeHTa PHCKOB - IIOA-
HOTO IIpoIjecca  HACHTUQUKAINY,
KOHTPOAS, YCTPaHEHHsS HAU YMeHb-
LIEHUS IIOCAEACTBUI OIIACHBIX CO-
OBITHIL, KOTOpBIE MOIYT OKa3aTh
BAMSIHME HA Pecypchl HHPOPMAIIUOH-
HO-TeAeKOMMYHHUKAIIMOHHbIX Tex-
Hosoruit [1]. Aad ocymecrBaeHus
MeHEeAXXMeHTa MHPOPMALMOHHBIMHU
PHCKAMH HCIIOAB3YIOT ~CITELIHAABHO
paspaboTaHHbIe CTAHAAPTBI, METOAU-
Ki U pekoMeHpanuu. Hamboaee us-
secturie: ISO/IEC 17799 (BS7799),
ISO/IEC27001,ISO/IEC TR 13335-
3, BSI, NIST 800-30, MITRE u ap..

ITeAb AOKAAAQ — TIPOAEMOHCTPHPO-
Barb [IeAECOOOPa3HOCTb UCTIOAb30BAHIIS
ABC-anaausa B Bompocax BbIbopa 3a-
IUTHBIX Mep IIPY IIPOBEACHUU MEHEAX-
MeHTa HHOPMAIIOHHBIMHU PUCKAMHL

Ilpouecc meHeaxxmeHTa HHPOP-
MAI[MOHHBIM PHCKOM COCTOHUT U3
CAGAYIONIMX OCHOBHBIX TamoB: 1)
HUASHTUPUKALUY aKTHBOB; 2) OLIeHKH
aKTHUBOB U YCTAHOBA€HMS 3aBUCHMOC-
Tell MeXAY aKTUBaMU; 3) omenku yI-
po3 u ysasBuMocTeit; 4) upeHTHdUKA-

IUU  CYILIeCTBYIOIINX/ TIAQHIPYeMbIX

Mep 6e30MacHOCTH; S5) OLEHKH pHC-
KOB; 6) Bbl6Opa 3AUTHBIX Mep; 7)
OLIeHKH OCTATOYHBIX PHCKOB.

Ha nepBom arame npousBoAuTCA
MAEHTUQUKAIMSA aKTUBOB HMHQPOpMa-
muoHHon cucrembl. K T axruBam
OTHOCSATCS:  MHPOpMALHs/ AQHHBIE,
anmaparHble CPeACTBA, IPOTrPAMMHOE
obecrievenrie u T.A. IToaHbIA mepe-
JeHb aKTUBOB B [2].

Ha BTopoM arame ompepeasiercs
IIeHHOCTb UACHTUQUIMPOBAHHBIX aK-
TUBOB (BHIPAKEHHAS B AEHbTaX ), 4 TAK-
e YCTAaHABAMBAIOTCS 3aBUCHMOCTH
OAHHX aKTUBOB OT APYTHX, IIOCKOABKY
HaAMYMe TaKUX 3aBUCHMOCTEH MOXeT
OKa3aTh BAUSHHUE Ha OIeHKY aKTHBOB.

Ha rtperpem aTame mpousBopAUTCA
HASHTU(HKAIMSA YTPO3 U YI3BUMOCTEH,
BBISBIBAIOIINX OTH YTIPO3bl, XapaKTep-
HBIX AAHHOM MHPOPMAIMOHHOM CHCTe-
Me. AAS ONHCAHMA YTPO3 U YA3BUMOC-
Tell HCIIOAB3YIOT KAACCUHKAIIMH YTPO3
u ysssumocreit (OCTAVE (CIIIA),
BSI (Tepmanus), DSECCT (Poccus),
ISO/IEC TR 13335-3 uap.).

Ha yerBeprom arame co3paeTcs me-
PedeHb ACHCTBYIONMUX U MAAHHPYEMBIX
Mep 6€30I1aCHOCTY C yKa3aHHeM CTaTy-
€a MIX PeaAM3ali1 ¥ HCIIOAb30BAHUSL.

Ha nsarom aTame ompepeasercs
BEAMYHMHA PHCKA KAKAOTO MHPOpMa-
IIJHOHHOTO aKTHBA. BeamumHa pucka
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MOXeT OBITh IPEACTABAEHA B KaYecT-
BEHHBIX, KOANYECTBEHHbIX, OAHOMEp-
HBIX ¥ MHOTOMEPHBIX TepMHHAX [3].
PesyAbTaThl aHAAM3a BEAMYHHBI PHC-
KOB MOI'YT OBITh HUCIIOAB30OBAHBI IIPU
OLleHKe OCTATOYHOIO PHCKa, BblOOpe
Mep IO IPEeAOTBPAIIEHUIO HMAM YCT-
PAaHEHHIO PHCKOB, OLleHKe 3aTpaT Ha
obecredeHre mopAepKaHs Ge3omac-
HOTO COCTOSIHUSI.

Ha mecrom arame mpou3BOAUTCS
BBIOOP 3alUTHBIX MEXaHU3MOB. ABTO-
POM AOKAAAQ TIPEAAATAETCSI METOAMKA
OIIpeACACHHS YPOBHS OIIACHOCTH YT-
po3 ¢ ucroar3osanreM ABC-anaausa
AASE BBI6OPa 9 PeKTHBHBIX 3aLIUTHBIX
MEeXaHHU3MOB.

Metop «ABC-anaamnza» MOXHO
HPUMEHSTh INPAKTUYECKH B AKOOBIX
06AaCTAX AESTEABHOCTH C LJEABIO BbI-
SIBAGHUSL IIEPBOOYEPEAHBIX IIPOOAEM,
KOTOpble HeOOXOAUMO YCTPaHUT, OII-
PeAeAUB HX IPHOPUTETHOCT.

Coraacro [4] ABC-anaaus mpea-
CTaBASIeT COOOI CACAYIOLIYIO IOCAe-
AOBATEABHOCTD ACMCTBHUI: 1) ompeae-
AGHWIE JEAV aHAAW32; 2) OTIpeAeAeHH e
O6BEKTOB aHAAM33; 3) OIpeAeAeHHe
¢akTopoB Aag  pAuddepeHnMAUH
06beKTOB aHaAU33; 4) opMupoBaHUe
MHPOPMAIIIOHHOTO MACCHBA AAS aHa-
AM33; 5) OIleHKa 06heKTOB aHAAM3A IO
BHIAGACHHBIM (aKTOpaM; 6) ParDKu-
pOBaHue mokasareaeit; 7) paspeseHue
06'hEKTOB Ha IPYIIIIBY; 8 ) HHTEpIpeTa-
I¥S Pe3yAbTaTOB AHAAM3A.

Llearto ABC-anasmsa sBasieTCst
OIIpeACACHHEe YPOBHS ONACHOCTH YT-
PO3 MHPOPMAITMOHHON CHCTEME AAS

AaAbHerIIero BbIOOopa 3¢ PeKTHBHBIX
3aIUTHBIX MEXaHU3MOB.

O6/bexTaMil aHAAU3A BHICTYIIAIOT aK-
THBbI MHPOPMAIIOHHOM CHCTEMBI, UAEH-
THQHIMPOBAHHbIE HA [TEPBOM JTaTle.

B xauecrse anaausupyemoro dax-
TOpPa BBICTYIIAeT BBHIBEACHHBIH K03¢-
¢unment omacxoctu yrposst K, BbI-
YHCASIEMbIH 110 pOpMyAe:

N
ISV
N =10
rae: Y, - sHavenus 6a3oBbIX mO-
kasateaert or 1 po 10, N -
KOAUYeCTBO 6a30BBIX ITOKA-
3aTeAen.
K 6a30BbIM ITOKa3aTEASIM OTHOCSIT-
CsI: BO3MOXKHOCTD IIPEAOTBPAIeHHs
YTPO3bl, BO3MOXXHOCTb OOHapy>KeHHe
YTPO3BI, 4aCTOTA ITOSBACHHS, IIOTEH-
IIMaAbHAS OTACHOCTD, IIPOCTOTA pea-
AM3aIIMH, TTOTEHIMAAbHOE HaKa3aHHe
B PaMKaX CyIIeCTBYIONIEro 3aKOHOAR-
TEABCTBA, CTEIeHb 3alUIIeHHOCTH OT
yrposs u T.II. Koaudgecrso moxasare-
Aeil BBIOMpPAeTCs B 3aBHCHMOCTH OT
CTeINeHH AeTAAM3AIIUH.
VudopMaIMOHHBII MacCHUB  AAS
AHAAM3a CO3AAETCS Ha OCHOBE IPHCBO-
€HM MACHTUOUIMPOBAHHBIM Ha TPETh-
€M JTare YyTpo3aM U YA3BUMOCTSM YHC-
AOBBIX 3HAYeHMT 6a30BBIX ITOKA3ATEACH.
B aAaAbHeiimIeM IIPOM3BOAMTCS:
OIIeHKAa BKAAAA KQXAOTO 0OBeKTa II0
BbIOPAaHHOMY (aKTOpY; PAHKHPOBA-
HUe 00beKTOB B IIOPSIAKE YMEHbIIEHUS
AHAAM3BHPYEMOTO ($aKTOPa; BBIYHMCAE-
HUe HApaCTaoLjero OOIIero BKAAAQ
obbexTa K 00I[eMy KOAUYeCTBY 00B-
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eKTOB B IIPOLIEHTAX U BKAAAQ OObEKTa
B OOIIMIT Pe3YABTAT B IPOLJEHTAX.

PaspeseHne TOAYYEHHBIX pe3yAb-
TATOB OCYIIECTBASIETCSI HA TPU IPyIl-
mot (A,B,C) mpu momomm opHOro u3
MeropoB. Hampumep: ammuprgeckoro
METOA3, METOAA CYyMM, METOAQ IIETAM.
I'pymiry A cocTaBAsIIOT O4eHb OIacHbIe
yrposbl; rpymay B - omacHbie yrposbr;
rpymry C -Heomachble. [Tpu aToM 1moa:
HEOITACHBIMK YTPO3aMH TIOHMMAIOTCS
Te, KOTOpPblIe AETKO IIPEAOTBPAIIAIOTCS
HAM OOHAPYIKUBAOTCST, HEATPAAUSYIOT-
CS1 Ml YCTPAHSIOTCS; OTIACHBIMH - Te, AASL
KOTOPBIX IIPOIIECCHI MPEAOTBPAILeHNS,
OOHAPY>KEHIIS X HEHTPAAMSALIH, C TOY-
KV 3pEHHSI TEXHOAOTHUH, He OTPABOTAHBL;
OUeHb OIIACHBIMH - Te, KOTOPbIe 06AaAA-
JOT MAKCHUMAABHBIMH OLIEHKAMH I10 BCeM
TIOKA3aTeAsIM M PeaAU3aliys POLIeCCOB
HPOTUBOCTOSIHUS COIIPSDKEHA C OTPOM-
HbIMH 3aTpaTamu [ S ].

CyTp mposepernoro ABC-anaau-

HbI1 9¢$eKT IpH BHIOOPE 3AIUTHBIX
MEeXaHHU3MOB AOCTHUIAeTCs IIPHU IIepBO-
OYepPeAHOM 3aKPBITUH YIPO3, OTHOCSI-
ImuXcA K rpymme A.

Ha ceppMoM mpoBopuTCS H3Me-
peHe OCTaTOYHBIX PHCKOB, KOTOpbIE
BCErAd UMEIOT MeCTO, IIOCKOABKY CHC-
TeMa He MOXeT ObITh aBCOAIOTHO Ge-
30IIACHOM. DTU PUCKH OLIEHUBAIOTCSI
OpraHM3aLMell KaK IpHeMAeMble HAH
HeIpreMAeMbIe.

B 3akAouenne oTMeTUM, YTO KC-
noabr3oBanue ABC — anaAm3sa Ha aTa-
e BBIOOpA 3aIUTHBIX Mep Ge3omac-
HOCTH IIPEAOCTaBASIET BO3MOXHOCTb:
3HAYMTEABHO MOBBICUTD KaueCTBO Me-
HEAXMEHTa HHPOPMALIMOHHBIX PHC-
KOB; BBIOpaTh OITHMAaAbHBIE MepBbI
6e30macHOCTH, KOTOpble Obecmedun-
BAIOT 3AIIUTY OT OIACHBIX YTPO3 AAS
KOHKPETHOT'O 00'beKTa; OCYLIeCTBUTD
A€TKO, OBICTPO 1 YAOOHO apanTaluio
CHCTEM 3amUTHl K HM3MEHSIOMMMCS

32 CBOAMTCS K TOMY, YTO MAKCHMAAb-  YCAOBHISIM.
Awnreparypa:

1. ISO/IEC 13335-1:2004 “Information technology - Security techniques -
Management of information and communications technology security - Part
1: Concepts and models for information and communications technology
security management (IDT)”.

2. ISO/IEC TR 13335-3:1998 “Information technology - Guidelines for the
management of information technology security - Part 3: Techniques for the
management of information technology security”.

3. B.B. Aomapes. Be3omacHOCTh MHPOPMAITHOHHBIX TeXHOAOTHI. CHCTeMHbIN
mopxoa. - TUA «AC», 2004. - 992 c.

4. Quuep Andpeii. Metoan! Boiseaermst rpymn B ABC amaause [EaexTponnmit
pecypc]: - Pexxum pocryma: http:/ /www.transmap.ru/articles/view/169

S. Yepneii I'A. Onenka yrpo3 6e30macHOCTH aBTOMATH3HPOBAHHBIM HHQOP-

MaLuoHHbIM cucTeMaM [EaexTponnuit pecypc]: - Pexxum pocryma: http://
security.ase.md/publ/ru/pubru01.html
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AJITOPUTM PA3IrPAHUYEHUA OOCTYMNA
Mo PARYXHON OBOJIOYKE NMA3A ANA PELUEHUA
3A[AY KOHTPOJIA AOCTYMNA
KWHOOPMALMOHHbIM PECYPCAM

Hean Tpemvaxos, Hamaava Munaxosa

Anmaiickuil 20cydapcmeennolil yHusepcumem

(Poccuickas Qedepayus,)

The algorithm of differentiation of access on an eye iris of the eye is described.
For identification matrix calculations are used. Advantages of consideration
of a neural network as a mathematical matrix are shown

B coBpeMeHHBIX yCAOBHSX obec-
HedeHne 6e30MACHOCTH HHPOPMALH-
OHHBbIX PECYPCOB IIPEACTaBASIET CODO
Ype3BbIYANHO AKTYAABHYIO 3aAady.
DopmupoBaHue MOAUTHKH Ge3omac-
HOCTH HMHQPOPMALJMOHHBIX  CHCTEM
TpebyeT IPOAYMaHHOCTH, cbaraHCH-
POBaHHOCTH 3aIIUTBL, PaspabOTKU
9 $EeXTUBHBIX OPraHU3AIMOHHO-TEX-
HUYECKHX Mep U 00eCIIledeHHH KOHT-
poast Hap ux ucnosHeHneM. OAHO M3
HaIpaBAeHHI (POPMUPOBAHMSA IOAHU-
THKH 6e30I1acCHOCTH HH(OPMAI[HOH-
HBIX CHCTeM - Pa3paboTka MpOCTOil U
3¢ PeXTUBHOI MPOLIeAYPHI OTPaHHYe-
HMS U KOHTPOAS AOCTYIIa K HHPOpPMa-
IIMOHHBIM PecypcaM.

AAS yIpaBAeHMS M peaAM3alUH
HOAUTHKY 6€30IaCHOCTH IIUPOKO IPH-
MEHSeTCS IAPOAbHAS CHCTeMa HACH-
rudukaryy. [Mupoxast anpobaryst ma-
POABHO¥ MAGHTHU(UKAIIMY BBISIBUAA PSIA
HEAOCTATKOB: IIAPOAU  HCIIOAB3YIOTCS
TPETHHMH AMITAMU AAS HECAHKITMOHH-

POBAaHHOI'O AOCTYIIa, BOCCTaHOBA€HHE

[apoAsT BO MHOTHX CAYYasiX 3aTpyAHe-
HO HEBO3MOXXHOCTBIO AMCTAHIIMOHHOMI
MACHTU(HKALIMY 1 Ay TeHTHPUKALIH de-
AOBeKa, 0OPAILAOIIETOCs K CAYXKOe ITOA-
AEPXKKH, TPeOYIOTCSI AOIIOAHUTEABHBIE
3aTpaTbl BpeMEHH AASL BBOAA HACHTHU-
KaTopa II0Ab30BaTeAs], AOTIOAHHTEAbHAS
Harpyska BO3AAraeTcsi IOAb30BATEAEH,
AAMMHHCTPATOPOB, COTPYAHUKOB CAYK-
6bI 6€30MaCHOCTH H T.A,.

B cBsi3u ¢ Bospocmmmu TpeboBa-
HUSIME K MHPOPMALMOHHON Gesomac-
HOCTH IIOAYYAIOT ILIMPOKOE PacIpo-
CTpaHEHHEe METOAbl OHOMETPHYECKON
BepUPMKAIMU U HACHTUQHKALMU 4de-
AoBeka. VX ucnoab3oBaHue obaerdaer
AESTEABHOCTD CIIELIMAAMCTOB IO 3allfy-
Te MHGOPMALH, OAHOBPEMEHHO obec-
Ie4rBast CyLIeCTBEHHBIA POCT YPOBHS
nHGOPMALMOHHOI1 6e3omacHocTH. [Tpu
HCIIOAB30BAHHH OMOMETPHH HPOBEpKa
MOAAMHHOCTH [IPOU3BOAHMTCS IO YHU-
KaAbHBIM IIPU3HAKAM ITOAb30BATEACH:
OTIEYATKHU IaAblleB, OpMa AUIfA, CeT-
YaTKa U PaAy>KHAS 000AOUKA TAA32 U T.A.
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B mpeacraBaeHHOI paboTe 6¥o-
MeTPHYeCKIM IIPU3HAKOM BbIOpaHa pa-
AyKHast 060oA0uKa raasa. ITo MHeHMIO
CIIELIMAAKCTOB B 00AacTH GHOMeTpH-
YECKHX CHCTEeM, CPEACTBA MACHTU(HKA-
IIMH JeAOBEKA II0 PAAYKHOM 060A0UKe
Ad3a CIIOCOOHBI 3aMEHHTH KAIOUHM H
IIepCOHAABHBIE HACHTH(HKAIMOHHbIE
HoMepa. B oTamune ot Apyrux 6romer-
PUYECKUX CHCTeM KOHTPOAS AOCTYIIA
HMACHTHQUKALYS TI0 PUCYHKY PaAy>KKU
AOIIYCKAeT IIOAHOCTBIO (OEeCKOHTAKT-
Hyl0 peaamsaimio. AaHHas 00AAcTb
IIPOKO M3Y4aeTCsl, Pa3paboTaHsl pas-
AMYHBIE CHCTeMbl MACHTUDUKALIMY Ye-
AOBEKa, TaKue KaK: MeTOA OCHOBAHHBIH
Ha BEFBAET-TIPe0OPA3OBAHISIX, METOABI
Hox, npeob6pasoBanust Opmura, cuc-
Tema Aayrmama u T.A. [1]. Vx anasus
IIOKA3aA, YTO OOBIYHO IIPHBAEKAETCS
CAOXKHBIM MATeMAaTHYECKUM amIapar,
KaK IPU COCTABACHUM KOAQ, TaK U IIPU
npouecce MAeHTHOUKALMH. IJTO 3a-
TPYAHSIET PeaAU3aIMIo i TpebyeT 3Ha-
YHTEABHBIX BEIYHCAHTEABHBIX 3aTPaT.

Drisa mocraBaeHa 3apaya paspa-
60TKH IPOCTOr0 U 3(pPeKTHUBHOIO
AATOPUTMA UACHTUHKAIIMH YeAOBeKa
IO PaAyXKHOM 000AOUKe TAaza. AAs
pelLIeH s 3aAaUM PACIIO3HABAHUS Pa-
AYKHOM 060AOYKH TAa3a BbIOPaHbI UC-
KYCCTBEHHbIe HeHPOHHbIE CeTH.

Kak 13BecTHO, KauecTBO pacIos-
HABAHHsI 3aBHICHT OT TOTO, KaK OypeT
HCIIOAB30BAThCsl  HEHPOHHAS  CeTb.
AAst npeHTHUKALME OBIAO pelIeHO
HCIIOAB30BaTh OOBIYHBIC MATPHYHbIE
BhluMCAeHUSA. B ocHOBYy aaropurma
HIOAOXKEH CAeAyIoImuil mopxoa. Ilycrs

HMeeTCsl HeKOTOpOe MHOXeCTBO B.
KasxABIil 9AeMEHT MHOXeCTBAa HMeeT
HEeKOTOphIi Ipu3Hak t. MHOXecTBO
BCeX 3HAYeHUI IpU3HAKa t 0603HaYNM
xax T. IlpusHax siBAsIeTCS HACHTHH-
nupyromuM, ecau Ve t € T 3! beB.

M3BecTHDI ABa METOAQ HACHTHH-
KALjUM 9AEMEeHTOB 1o MpHu3HaKy t [2]:

1. CospaTb  OAHY HEHpPOHHYIO
CeTh, TIPU ITOM AASL KaXKAOTO
9AeMeHTa U3 A CO3AETCS OTAe-
ABHBIH BBIXOA.

2. AAs Kaxaoro saeMenTa b € B
CO3AAETCS HEMPOHHAS CeTh C
OAHHM BBIXOAOM.

B o60mx cAydasx Ha BXOA HEHPOH-
HOM CeTH ITOAAIOTCS AAHHbIE IIapaMeT-
Pa, a Ha BBIXOAE 3HAUEHHE BEpOST-
HOCTH, C KOTOPOH AQHHBIM IIapaMeTp
COOTBETCTBYyeT 3AeMeHTy be B.

IlpeaBapuTeAbHDIE YHCACHHBIE JKC-
TIePHIMEHTBI IIOKA3aAH, UTO IIepBasi CXeMa
MeHee IIPEAIIOYTUTEABHA ITOCKOABKY:

1. Ao6aBAeHME HOBBIX 2A€MEHTOB
BO MHOXeCTBO IOTpebyer Ite-
peobydeHus] HEMPOHHOM CeTH
Y U3MEHEHUs €€ CTPYKTYPBL

2. CeTp AOAKHA COAEPXKATB AO-
BOABHO OOABIIIOE YHCAO HEPO-
HOB, YTOOBI COXPAHUTh B cebe
uHpopManuo 06 3IAeMeHTaX
MHOXecTBa B.

3. CAOXHOCTH C pacIapaAAeAl-
BaHMEM BBIYMCACHHM.

AAs yIpomeHus: pacueToB Iepea
nepeaader AAHHbIX HEMP OHHBIM CETSAM
Ha IIOATBEPXKAEHHE HEOOXOAUMO:

1. BrIAeAMTD KAIOUEBBIE YACTH AQH-
HBIX.
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2. MakcuMaAbHO YMEHBIIUTb MHO-
>KeCTBO 9AEMEHTOB, AASI KOTOPBIX
OyAeT IPOBOAUTBCS IIPOBEPKA C
MTOMOIIbIO HEHPOHHOM CETH.
3Ha4YeHHU ST BXOAHBIX AQHHBIX IIPeA-
BAPHUTEABHO HOPMHPOBAAKCDH B UHTEP-
Base (-1, 1). Ha Bbixope HeftponHOI
CeTH 3HaYeHVEe M3MEHSeTCs B AMalla-
some (-1,1).
Paccmorpenue HelfpoHHOM ceTH
B KauyeCTBe MaTeMATH4YeCKON MaTpHUIIbI
AJET BO3MOXXHOCTb OIlepHPOBaTh BeK-
TOPaMH M MaTpPHIJAMH: SAEMEHTHI MaT-
PHLBI — CHHAIICbI, CAO# — BeKTOp (YacTb
BeKTOpa-pesyabtara). IlopobHas pea-
AM3aIKs TIO3BOASIET ACTKO 3aAATh CBSI3b
MeKAY CHHAIICAMH MeXAy CAOsMH (3a-
AQAIOTCS KOIQPUITUEHTDI XPAaHUMOM AASL
KaKAOTO TIOAB30BATEAS MATPHULIBL).
AATOpUTM CO3AQHMS BEKTOPA BXOA-
HbIX 3Ha4eHHH QpOpMHUpYeTCs U3 HyAe-
BOTO CAOSI, AaAee AODABASIETCSI BBIXOA C
11epBOro cAost (C IMPeABIAYIIEro MOACYE-
Ta) 1 T.A. (A0BaBASETCS BHIXOA C N-OTO
crost). OCOBEHHOCTBIO AAHHOTO BBI-
YHCASHHS SIBASIETCS CACAyIOIee: ITOKa
He OYAyT BBIMHICAEHDI HOBblE 3HAYEHIS
AAS Bcero caosl (Ha KaXAOM ITare),
3HAYEHMS He ITePeHOCSTCS BO BXOAHOM
BexTop. Ha kaxpOM aTare yMHOMKeHMs
Ha HOBBIM CAOH, ITOAYYE€HHOE 3HAYEHHUE
HepeAAETCs TIOPOroBOM QYHKIUM, pe-
3YABTaT I1epeAA€TCs B BEKTOP-PE3YABTaT.
IToAyyeHHBIH HOCAe BCeX IepecyéToB
BEKTOP — YMHOXKAeTCsI Ha MAaTPHI]y C CH-
Haricamu. Pe3yasTar epBoro srama o6y-
YeHUs] - BBIXOAHOM BEKTOP U3 sTYeeK.
Marpuna popmupyercs paf Kak-
AOTO  3aperMCTPUPOBAHHOIO IIOAB3O-

Bateas, OpHako e€ XpaHeHMe 3aHSAO
651 GOABIIOIN O6BEM AAHHBIX. AHAAU3
PE3yABTaTOB  BBIYMCAGHHI ITO3BOAMA
CAAATb CAEAYIONIUH BbIBOA: KO3 YuIy-
EHTBI, AeKaII[He HIKE AOTIOAHHTEABHOM
AMArOHAAM, He HMEIOT OIIPeACASIONIEro
3HAYEHMs, TaK KaK FX KCITOAb30BaHIE He
BAMSIET Ha Pe3YABTAT BBIUMCACHHUI. JTO
CBSA3aHO C TeM, 4TO IIepPeMHOXaeMbI
BEKTOP XPaHUT B cebe pe3yABTaThl Te-
KyIMX BBIYMCAGHHM. /NOIOAHHTEABHO
CYMTaeM, YTO B MOAGAM OTCYTCTBYeT
00paTHas peKyPCHBHOCTb, II09TOMY KO-
3 PuITMEeHTD! Bblllle BCIIOMOTATeAbHOMN
AVATOHAAM He HH(POPMATHBHBI, €CAH HIC-
XOAWTD M3 TIPEATIOAOKEHHS YTO CHHAII-
CBI CBSI3BIBAIOTCS TOABKO C 9AEMEHTaMU
M3 COCEAHET'O CAOSI ! HE CBSI3bIBAIOTCS CO
CACAYIOIIMMH, MHHYS PSAOM CTOSIIUIM
cao#t. TeM caMbIM YHCAO XPaHHMMBIX dAe-
MEHTOB Pe3KO YMEHbIIAeTCS.

Koneunast MaTpuIfa IpeaCTaBAsIeT
coboit xop upeHTHdUKanmy. Ha mep-
BOHAYAABHOM 9Talle [IPOBOAUTCS 00y-
yeHue ceTu. B paaapHeinmem HelpoHHas
cetb Gyaer oOyuarbcs cama. BxopHbie
panmbie (%, ..., xq) CPaBHHMBAIOTCA C
HMEIOIIeNcs BbxGOpKoﬁ, BBICUMTHIBAET-
Cs1 BepOATHOCTD COBIIAACHHS ITOAYYeH-
HbIX KO3 PUIIMEHTOB C UMEIOIIMHCS
9TaAOHHBIMU KO3 PUITHEeHTAMH.

Taxum 006pa3oM, IpeACTaBACHHBI
AATODMTM PpE€AAM3AlMH HEHPOHHOM
CeTH U3-3a YKA3aHHbIX Bblle 0CObeH-
HOCTel MO3BOASET YIIPOCTUTD pacye-
TBl, COOTBETCTBEHHO, AAET BO3MOX-
HOCTD YCKOPEHHUS AOCTYIIA AeTAABHBIX
MIOAb30BaTeAel K pecypcaM HHPOpMa-
LIMOHHOM CHCTEMBI.
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PROBLEMS OF INFORMATION SECURITY

Kostadinka Cabuleva, MSc

Faculty of Economics, “Goce Delcev” University - Stip

(Republic of Macedonia)

We know that information security have economic impact on organizations.
Collection, aggregation and access to information in today’s organizations is
based on innovation, which in turn create conditions for a positive feedback
cycle of development. Speed and accuracy in the flow of information proc-
esses determine the rate of development and degree of certainty. Information
security has as its sole purpose to protect the information resources of the
organization, without being in conflict with the safety of staff, norms and

generally accepted moral principles.

Information risk and the eco-
nomics of managing security is a
concern of private-sector executives,
public policy makers, and citizens.'
Information is an asset that, like oth-
er important business assets, adds
value to the business of the company
(organization) and therefore should
be protected. Information security
protects information from a number

1

M. Eric Johnson “Managing Information Risk
and the Economics of Security”, Center for
Digital Strategies Tuck School of Business at
Dartmouth Hanover, NH, USA, 2008.

of threats in order to ensure continu-
ity, to minimize damage to the com-
pany (organization) and to maximize
return on investment and business
opportunities.

Today, the reliability of infor-
mation systems and services makes
companies and organizations more
vulnerable to security threats. The
reasons are many but the basis is
the very nature of cybercrime-they
are more hidden and more complex,
making their detection difficult. The
company management should en-
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gage in the process of evaluation of
resources for safeguards. Even in cas-
es where the level of information se-
curity is clearly insufficient technical
specialists have trouble justifying to
senior management of the necessary
funding. If the information is valu-
able in practice there is no threat to
information assets of the company’s
potential losses are minimal (manual
confirms it) and you can forget about
security systems. However, if the
information has a particular value,
threats and potential losses are clear,
then the budget (with the absolute
conviction of this manual) should
include funds for the security subsys-
tem. Information security is ensured
by a set of measures at each stage of
the life cycle of information system,
the value of specialized subsystem in
the general form of the cost of design
work, purchase and setup of soft-
ware and technical resources, incl.
internetwork screens, cryptographic
tools, antivirus systems, means of
authentication, authorization and
administration costs to physical
safety, staff training, management,
maintenance and periodically update
the system. It is interesting that the
main causes of damage, especially
in the financial sector are employees
in the company followed by former
employees, while the damages from
outsiders are contributing much less.
The types of attacks can be summa-
rized in: stealing passwords - meth-
ods to obtain other user passwords;

social engineering - the acquisition
of information to which they have
access; errors and black door (bugs
and backdoors) - destination (use) of
benefits through the use of system-
atic errors; opportunities for authen-
tication - the use of defects (incon-
sistency and incompleteness) of the
authentication mechanisms; errors
(failures) in some protocols - pro-
tocols with errors in design and im-
plementation; leaks - use of systems
such as system signature (finger) or
a named system (DNS) information
needed by administrator or necessary
for the functioning of the network,
but which can be used for network
attacks; denial of service - attempts
to deprive consumers of the services
of their computer system.

Also fraud by phone, online or
by mail continue to grow and is on
the rise. Such types of fraud where
the true owner of the card is not
present when the transaction shows
an increase of S percent annually.
Banks have reduced losses by two
thirds of investment in new tech-
nology and upgrading systems for
information security. Thus, the ef-
forts of banks to fight criminals and
frauds with credit cards and bank
accounts are successful and show
excellent results. In America banks
cooperate with police, with special
sections on financial fraud, but also
invest in software and identification
of fake websites that timely prevent
abuse of the bank accounts of us-
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ers (various benefits of lottery, of-
fering online job offering rate for
transferring money to your account
various types of heritage). However,
most studies show that 40 percent
of banks do not report incidents to
protect their reputation and trying
internally to cope with problems.

In the modern market economy
each firm is forced to work in condi-
tions of fierce competition. When
possible use by competitors of confi-
dential information obtained in ways
not entirely legitimate. This leads to
obvious violations of rights of owner
of industrial or intellectual property
rights. Subject of harm may be know-
how, trade and financial secretions, in-
terference in the privacy of the citizen
and the others. Security policy is the
set of rules and practices that govern

how an organization manages, pro-
tects and distributes information.

The problem of information se-
curity is the world’s number one
priority, and its solution should lead
to maximum security for network
resources with minimal impact on
user access and productivity. Conse-
quences of breaches of information
security: loss of revenue; reducing
investor confidence; reduce the con-
fidence of customers; disclaimer con-
sequences; deterioration of goodwill;
loss or compromise of data; violation
of business processes.

Price decisions against major se-
curity issues: - limiting functionality
forimproved security; -compromising
the ease of use of the Internet; - need
for investment of considerable human
and financial resources.
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KOHUENMUUA PA3BPABOTKIA
ABTOMATU3NPOBAHHOIO PABOYEIO MECTA
COTPYAHUKA CNY>KBbl UHOOPMALUOHHON

BE3OMACHOCTHU

Esdoxumos A. A., Daiisyssun P. T.,

I'OY BITO Omckuii 2ocydapcmesenuviii ynusepcumem um. O. M.
Aocmoesckozo (Poccutickas Qedepayus,)

B nacrosimeit pabore mpeacTaBAs-
€TCs KOHIIeTIIIHS aBTOMATH3HPOBaHHO-
ro pa6ouero mecta (APM) corpypHuKa
CAYXKOBI MHGOPMAIMOHHOM Ge3omac-
nocru (UB) mpeanpustus. Aast BbI-
TIOAHEHHS CBOMX (yHKITMOHAABHBIX
00s13aHHOCTel COTPYAHUK cAyx6b1 1B
AOMAKeH 00AaAATh MIMPOKIMH 3HAHMS-
MH B 00AQCTH MeXAYHAPOAHBIX H OTe-
4eCTBEHHbIX CTAHAAPTOB B obaactu b
AAS TIOCTpOeHHS 3)PEeKTHUBHOM CHCTe-
MbI HH$OPMAIIMOHHOM 6e30IMaCHOCTH.
COTpYAHHK AOAXKEH IOCTOSIHHO IIOA-
AepxxuBath cucremy V1B Ha AomxHOM
YPOBHe, UTOOBI OHA OTBEYAAA AKTYAAD-
HBIM yTPO3aM 6e30IaCHOCTH, AASL 3TO-
IO HEOOXOAMMO PETYASIPHO IIPOBOAHTB
ayaurt cucrembl 1B c iieavio ee onjenku
Y MUHUMHM3AITUH PHCKOB.

IIpumeneHne aBTOMATU3HMPOBAH-
HBIX CHCTeM IIPH TIPOBEACHUH ayAHTa
WD criocobcTByeT yAydIIeHHIO KavecT-
Ba MCCACAOBAHNS], yMEHBIIAeT BAVIHIIC
9eAOBEYECKOTO ($aKTopa, II03BOASET
CIIEIHAAVICTY HCIIOAB30BaTh HoAee IIH-

poxuiiapceHas kputepues oneHku V1B,
Mopear mpoBepeHHS OLIeHKH 3allu-
IIEHHOCTH 00BeKT MHPOPMATHU3ALHH
(OW) npeanpusTHS TpH TOMOIITH aB-
TOMATH3UPOBAHHOTO pabodero Mecra
(APM) ocroBana Ha $pOpMUPOBAHHH
OIIPOCOB AAS CHEIMAAVICTOB IIO HH-
PopMarOHHON 6e30IacHOCTH, Mpo-
U3BOASIIMX ayauT. Ilporecc 3amoane-
HISL OIIPOCA OCHOBAH Ha HHPOPMAILHH,
KOTOpasi He BCEIAA MOXKET ObITh TOU-
HOH, HaITpUMep, B CAyJae CAMOOIIeHKH.
YuuThiBasi BO3MOXKHBIE HETOYHOCTH B
HCXOAHON MHQOPMAIIMH, B IPEACTaB-
ASI€MOIl KOHLIEIIUU AASL 06paborku
PE3YABTATOB ayAUTa IIPUMEHSETCS] MO-
AeAb OILIeHKH, OCHOBAaHHAsI Ha TEOPHUH
Heverkux MEOXecTB (THM).

OaHOM U3 3apa4 pa3pa60T1<y1 APMa
SIBASIETCSL Pa3pabOTKa OIPOCHOM aH-
KeTBI IO OIIPEACACHHBIM KPHTEpISIM U
CTaHAApTaM HMHPOPMALIOHHON 6e30-
MACHOCTH, a 3TO BA€YET HEOOXOAUMOCTD
IPOBEASHHST HCCAGAOBAHMS IIO aKTy-
AABHBIM, AAS CTIeIU(HKU UCCAEAyeMOM
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HMHQOPMAIIMOHHOM CHCTeMBI, Tpebo-
BaHWIM B AaHHON obaactu. Ilpepsa-
raeMasl KOHLEIIWS IIPeAyCMaTpUBaeT
HapeAenrie APMa cBOMCTBOM MacIiTa-
OMpPYeMOCTH, KOTOPOE AOCTHIAeTCS ITy-
TeM IPUMEHEHIST METOAQ AEKCHYECKOTO
aHAAM3a TEKCTOBBIX AOKYMEHTOB C Iie-
ABIO TIOAYYEHUSI OIIPOCHON aHKETbl, KO-
TOpasI M3HAYAABHO He 3aKAAABIBAETCS B
KOA IIPOIPaMMbl Ha 9Talle pa3pabOTKAL
Ha pucynxe 1 mpeacraBaeHa KOH-
LIEIITYaAbHAsI CXeMa AATOPUTMA PabOTHI
HpOrpaMMbl Ha 9Tare POPMUPOBAHISL
aHKeTBI ¥ IIPOBEAEHEST KAACCUPUKALIFHL
AexcHdecKHil aHAAM3 - IpoIiecC
AHAAUTHYECKOTO pa3bopa BXOAHOM 1oc-
AEAOBATEABHOCTH CHMBOAOB C IIEABIO ITO-
AyJeHUS Ha BBIXOAE IOCA€AOBATEABHOCTH
CHMBOAOB, Ha3bIBAEMbIX <«TOKEHAMH>.
Ilpu aToMm, B IpoLecce AEKCHIECKOTO
aHAAW3a TPOM3BOAUTCS PAacIIO3HABAHYIE
U BBIAGACHHE AEKCEM M3 BXOAHOM TIOCAE-
AOBATEABHOCTH CHMBOAOB [ 1].

WrTepdenc

TpaAUIIMOHHO NPHHATO OPTaHH-
30BBIBATh IPOLECC ACKCHYIECKOTO aHa-
AH33, PACCMATPHBAsl BXOAHYIO HOCAe-
AOBATEABHOCTb CHMBOAOB, KaK ITOTOK
cuMBOAOB. IIpu Takoit opraHusanumy,
IIPOIIECC CAMOCTOSITEABHO YIPaBAseT
BbIOOPKON OTAEABHBIX CHMBOAOB U3
BXOAHOTO moToKa[ 2 ]. BxopHoi morox
popmupyeTcss U3 OGHOAMOTEKH AOKY-
MEHTOB, COAEPXKAIMX METOAMKH M
KPUTepPHHU OLeHKH HHPOPMAIIMOHHON
6e3omacHocTu npeanpusitis. [Ipu po-
GaBAEHHH AOKYMeHTa B OHOAMOTEKY
eMy npucBauBaercs Metka T, ompepe-
ASIOIIASE €T0 MPUHAAAEKHOCTD K TOMY
HAH HHOMY DasAEAy HCCAEAOBAHUS,
€CAM paHee CyIeCTBOBAA AQHHbIN
pasAeA, MHaYe CO3AAETCSI HOBBIN pas-
aea. B xauecrse merku T nmpunapaex-
HOCTH K OIpeAeAeHHOMY KpuTepio K
HCIIOAB3YETCsl 3arOAOBOK AOKYMEHT,
B KOTOPOM IIPOIIHCHIBAETCSI HOMeEp
K-ro xpurepus U3 CrmcKa.

BuGiopa ¥npaansioume
KpdTapHa ToKgHE T
MCCNEnoaaHwA
BuiGop kputepus Nekcu-ecin
__ BuBnwoteka uzgm s | MeTopuqecsni FOKYMEHT | aHanua
OKYMEHTOB no knaccHeuraumn Ol
B2 B3
AnKeTa
NpeasapuiensH MHowecrso MeTon NaCTROEHHA
& aHKETE ooCToRHMIA dhyHamm
cBopa AaHHEX asromara @ NpAHATNANHOCTI
ob Ol
Onucanve MocTpoenue dyHrumA
ofuexra
—OlA—m MGGMEI0BaHUA u_ﬂ)(apa;g::m”amm;. NpUHAANeXHOCTH  ——Knaoe OM—
B1 B4
. E—

Pucynox 1 - Asropur™M $OpMHPOBaHUSA ONPOCHDIX AHKET IPOBEACHHS

onenku samumensoctn O npeanpusThs.
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AAsL pocTIDKeHMST MacuTabupye-
moctu APM 110 MCIIOAB30BaHMIO KPH-
TEPHEB OLICHKH, IPHMEHSETCS. METOA
AEKCHYECKOTO aHaAM3a OubAMOTeKU
AOKyMeHTOB. Bri6op kputepus uccae-
aoBanus K, moapsoBaresem mporpam-
MBI OIpPEAEASeT IepedeHb AOKyMeH-
ToB Takux, uro T, = K. Aas aroboro
HccaepOBaHUS GyaeT ABa 1 Goaee AO-
KYMEHTOB. \eKCHYeCKHI1 aHAAH3 TIep-
BOIO AOKYMEHTa $OpPMHUPYET OIpOC-
HYIO QHKETy AASL OIIPEAEACHHS KAACCa
B paMKax BbIOPAHHOTO KPUTEPHs, BTO-
pOrO - aHKETy OLEHKH BBIIOAHEHIS
Tpe6oBanmit. CIpykTypa aHKeTH U
copepkanue GOPMUPYETCS B PE3yAb-
TaTe PAaCIO3HABAHUS AEKCEM KOHeY-
HBIM aBTOMaTOM

M=@QZ8q,B, ()
rae Q - KOHEYHOe MHOXECTBO CO-
CTOSHHE aBTOMATa; ¢, - HAYAAbHOE
cocrosHue apromara q,€Q ; F - muo-
KECTBO 3aKAIOUHTEABHBIX (MAH AO-
ITYCKAIOMUX) COCTOSIHUM, TAKUX YTO
Fc>Q ; 2 — AOTIyCTHMBIil BXOAHOI

aadaBur (KOHEYHOE MHOXECTBO AO-
ITyCTHMBIX BXOAHBIX CHMBOAOB), U3 KO-
TOPOro GOPMUPYIOTCS CTPOKH, CUU-
ThIBaeMble aBTOMATOM; & — 3apaHHOE
oTobpaskenue MHOXecTBA Q X 2, BO
mHOXecTBo P(Q) moamHuOXeCTB Q:
§:QxX—>P(Q (2)

Ha Bbixope asropuTMa aBTOMAT
BBIAAET AHKETy AASI KAACCHHKaLuu
ambo onenku OU B 3aBUCHMMOCTH OT
BbIOPAaHHOIO BXOAHOTO AOKYMEHTa.
Ankera ¢popmupyercsi 0TOOpaKkeHU-
em 8 MHOXecTBa Q X Y, BO MHOXECTBO
P(Q) moamuoxectB Q.

Chaepyromye 9Tambl HCCAEAOBA-
HIUSI — KAQCCUQUKALIWS U/ AU OLieHKa
HCCAEAYEMOT CHCTEMBI T10 BBIOPAHHOM
METOAUKE C IPUMEHEHeM MaTeMaTHU-
geckoro ammapata THM. IloassoBa-
Teab APM npoBopamuil oLjeHKy 3a-
mumenHocTr OM ompepeasieT MeTop,
OLIEHKH, Ha BBIOOP IpeAAaraeTcs ABa
meropa THM: Ha ocHOBe 6aAAbHOM
LIKAABI ¥ HA OCHOBE AMHI'BUCTHUYECKON
mxaawi[3].
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SECURITY, PROTECTION AND PRIVACY OF
INFORMATION IN HEALTHCARE

Radmila Jovanova,

Faculty of Economics, “Goce Delcev” University - Stip,

(Republic of Macedonia)

The development of information technologies which are based on the produc-
tion and application of electronic systems for data processing, telecommuni-
cations equipment and other suitable equipment opens the opportunity for
unlimited data concentration, their grouping and search based on various
characteristics. This causes a massive use of data for individuals in different
organizations, registries, etc. Patients and the public must be confident that
their information is kept by all security measures and are exchanging under
the law, legal, ethical and technological processes.

Before we start to talk about privacy
and protection of health information,
we must define what exactly personal
data is, because the health information
is some kind of their subcategory.

1. Personal data is any informa-
tion relating to the identified person
or individuals who can be identified.’!
Of special importance are name, sur-
name, ID number, phone number,
sexual orientation etc;

2. Health information can be de-
fined quite broadly as information
that is created or received in any form
or medium by a healthcare provider,
health plan, public health authority,
employer, life insurer, school or uni-
versity, or healthcare clearinghouse,
and that “relates to the past, present,
or future physical or mental health or
condition of an individual, the provi-

! http://www.dzlp.mk/files/uploads/global/
ZZLP_Precisten%20tekst.pdf, 17.02.2010

sion of health care to an individual, or
the past, present, or future payment
for health services provided to an
individual”? For example, diagnosis,
blood test results, blood group, medi-
cal treatment etc.

Almost every time we go to the
doctor, we are sharing our personal
data and information about our health.
All of them in some way can be abused
and can be threat for patient’s privacy.
The main question here is who can ac-
cede to this information? First of all, it
is the whole medical personnel that the
patient comes in contact with, when he
is going to doctor. People, who carry
out their practice in healthcare organi-
zations, also have access to these data.
If they don’t know to keep the profes-
sional secrets, there could be a possibil-

2 William H. Roach, Medical records and the
law, Jones & Bartlett Publishers; 4 edition ,
USA, April 24, 2006, page 125
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ity to be undermined patient’s privacy,
reputation and honor. Privacy of health
information can be defined as a profes-
sional obligation of doctors, nurse,
non-medical researchers and other
public health professionals. Privacy is
right of any individual or institution
to decide when and to what extent will
share information about themselves
and others. In any system of data pro-
tection must not neglect the human
factor. It is important to know that non
- medical employees must be motivat-
ed to adhere to the same principles of
professional confidentiality which are
required for healthcare employees.

Security of information is a result
of various measures which contribute
for information protection from un-
wanted things, such as modifications,
deleting or loosening personnel and
other data which are defining the pa-
tient. From one side, security is related
to protection of the integrity of data,
and from the other side, on serving pri-
vacy on the patient and the doctor.

For how long the information
should be kept??

1. Personal data should not be
kept longer than necessary to fulfill
the purposes for which are collected;

2. In healthcare organizations, ba-
sic medical documentation is kept for
1S years from the last data entry;

3 http://dzlp.mk/FILES/1164/PUBLIC/
CONTENT/4282378027296612126011
011481_ FILES/Preporaki% 20za%20gra-
ganite% 20zdravstvo.pdf, 17.02.2010

3. Medical history of the disease
is kept 15 years after the death of the
patient.

Information security deals with the
protection of information within a given
domain. In this context it is usually ex-
panded into tree different directions:*

« Confidentiality - assurance that
particular information is acces-
sible (read, write or execute)
by authorized personal only

o Integrity - assurance that dur-
ing processing no unauthor-
ized changes of information
are possible.

« Availability - assurance that in-
formation can be used at will.

Issues which are related on the
organizational measures and rules for
data protection include:

1. Format and authority of a spe-
cial organization which are
entrusted to implement the
law and the other measures for
data protection.

2. Technical standards for handling
with the computer centerand us-
ing of programming techniques
in the operating systems.

3. Taking precautions relating to
computer equipment.

4. Training of the persons who
will processing the data and
more.

* http://books.google.com/books?id=76
azHX3wJKUC&pg=PAS0&dq=securit
y+of+health+information&cd=1#v=on
epage&q=security%200f%20health%20
information&f=false,17.02.2010
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Today, many countries in the
world that have laws which are regu-
lating the issues of data protection,
namely the right to privacy. Hence,
the problem of privacy is the subject
of many resolutions, guidelines, direc-
tives, recommendations are adopted
by the Council of Europe, Economic
and Social Council, the UN office in
Geneva, the European Parliament and
Council of the European Union. In
these documents are determined the
basic goals and principles of data pro-
tection of the individuals, criterions
related to quality and legitimacy of
data processing for individuals, espe-
cial categories of data, exceptions and
limitations to these rights and other

similar issues. International organi-
zations especially World Health Or-
ganization (WHO) and Organization
for Economic Co-operation and De-
velopment (OECD) have long time
experience in accumulation, distribu-
tion and using data health to inform
public health and to understand the
whole public health systems.

As a conclusion of all this, we can
say that all public health organization
should have an integrated electronic
system who will restrict the informa-
tion access to the patient’s personal
information. For example, the guard
cannot access into clinical informa-
tion, and the medical personnel can-
not access into the data for invoices.
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OLIEHKA U YNPABJIEHUE PUCKAMU BHEAPEHUA
KUCHA NPEANPUATUAX

Examepuna Aedeesa

Buadumupcruii 2ocydapemeennviii ynusepcumem (Poccutickas Qedepayus)

In this article features of enterprise information systems introduction at the
enterprises were observed. The basic risk evaluation methods were researched,
the procedure of risk expert evaluation method during the introduction of
enterprise information systems was submitted and the analysis of expert eval-
uations co-ordination was considered. The methods of critical project risks

determination were researched.

KopmopaTusarie mH$OpMaUOH-
HBIE CHCTEMBI HPEACTABASIOT COOOM
BecbMa 3(PeKTUBHBI HHCTPYMEHT
YTIPaBACHHMSA NP EATPHATHEM, KOTOPBIH
TIO3BOASIET He TOABKO ONTHMH3HPO-
BaThb MPOLIECC MPUHATHA PENIEHUH K
OIePaTUBHO IOAYYaTh AOCTOBEPHYIO
U 1IEAOCTHYI0 UHPOPMAIIMIO B PeXKH-
Me PeaAbHOTO BpeMeHH, HO U CHIKAeT
3aTPAThI 32 CYET YBEAHYEHHs THOKOC-
TH U IO3BOASET AAANTHUPOBATHCA K
usMeHeHusiM busHeca. IIpeanpusrre,
BHeppsiiomee KMC, aeficTBUTEeABHO
MOXET AOOHMTBCS 3HAUHTEABHBIX pe-
3YABTaTOB ¥ TIOAYIHTb CTPaTermdec-
KHe TIPeNMYIeCcTBa, HO TOABKO B CAY-
Jae yCIeITHOTO BHEAPEHHMS CHCTEMBI,
KOTOpOE SBASETCS AOPOTOCTOSIIUM U
TPYAOEMKHM ITPOIIECCOM.

Yenex Brepapenmss KMIC Ha mpea-
OPHATHA 3aBUCHT OT MHOTHX (aKToO-
POB: TIIATEABHOTO IAAHHPOBAHMS U
TPaMOTHOTO BBITOAHEHHS IIPOEKTa
BHEADEHHS, TOTOBHOCTH IIPEATIPH-
ATHA K U3MEHEHMAM, YIaCTHA M 3aUH-
TepPeCOBAaHHOCTH PYKOBOACTBA B IIPO-
eKTe, O0yJIeHHsI KOMAHABI BHEADEHIIS,

YYacTHsl BHEUIHMX KOHCYABTAHTOB U
T.A. HecobaropeHue atux daxropos
4aCTO NMPUBOAMT K TOMY, YTO IIPOEKT
3aBepinaercs Heypaueil. Kpome Toro,
mockoAabKy BHeppenne KIVIC Baewer
3a cO0OM 3HAYMTEAbHBIE HM3MEHEeHM
B AGSATEABHOCTH KOMIIAHHH, TO OHO
BCETrAA CONPOBOXKXAAETCS PA3AMYHBIMU
TPYAHOCTSIMH U PHCKaM, KOTOpPbIe He-
06XOAMMO 3apaHee ONPEAEASITH, Olje-
HMBATh U KOTOPBIMH HYXXHO YIIPaB-
AsTb. IToaTOMY He MaAOBAXHBIM IIPU
BHeppennu KMIC Ha mpeanpusrun
SIBASIETCSL PAMOTHOE  YIIpaBAEHHE
PUCKAMH IPOEKTa, Pe3yAbTaT KOTO-
POTO B 3HAUUTEABHON CTEIeHU BAMSIET
Ha PeaAM3allHIO MPOEKTa BHEAPEHMS U
OIpeAeAsieT ero ycIex.

OCHOBHBIMH TOKA3ATEASIMH IIPO-
exra BHeppeHnst KVIC, ¢ momMomipio Ko-
TOPbIX MOXKHO OLIEHHTD €r0 YCIeX MAU
HeyAQuy, SIBASIOTCS OIOAXET, CPOKH U
kayecTBo. [AaBHas 3apa4a PYKOBOAHTE-
ASL TIPOEKTA BHEAPEHHS — YAOXKHTHCS B
BBIACACHHBIIT OIOAKET ¥ 3aAQHHBIE CPO-
KU U 0becreqnTs TpehyeMoe KadecTBO
nMeromMucst  pecypcamu.  CbanaH-
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CHPOBATh 9TU IMOKA3aTEAU BCEIAQ AO-
BOABHO TPYAHO: HEAB3sI AOOHTBCS Ke-
AQeMOTO KayecTBa 3a CKaTble CPOKU U
IPU OIPaHUYEHHOM OI0AXKETe, HO YBe-
AVMEHHe CPOKOB IPOEKTa HeH30eXKHO
BAeyeT IpeBbleHne Gropxera. IToa-
TOMY OOIIMMHU PUCKAMH, XapaKTePHbI-
MH AASL AIOGOTO IPOEKTa BHEAPEHHS
KHC, saBASIOTCS PHCK HE3KOTO Kadec-
TBa Pe3YABTATOB IPOEKTA; PHCK IIpe-
BBILIEHHS] CPOKOB IIPOEKTA; PHCK yBe-
AMMeHns Gr0AXKeTa IpoekTa. B camom
XyALLIEM CAydYae BO3HUKAET PHCK OCTa-
HOBKH [IPOEKTa, KOTAQ KAPAHHAABHBIM
06pa3soM H3MEHSIOTCSI YCAOBHS U Mac-
HITabbl IPOEKTA.

Kpome 061mux pucKoB, MOXKHO BbI-
AEAUTb YaCTHBIE PHCKH, XapaKTepHble
AASL KOHKPETHOTO [IPOEKTa BHEAPEHHS
U KOTOPbIE TakKe BAUSIOT Ha OIOAXKET,
Cpox 1 KauecTBO npoekTa. K yacTHbIM
PHCKaM MOSKHO OTHECTH Takue Han6o-
A€e 9acTO BCTPEYAIOIINeCs. PUCKH, KAK
PUCK IIepexopa HAa HOBYIO CHCTEMY
(MAH pHCK HETIPUHATHS CHCTEMbI [TOAD-
30BaTeASMH), PHUCK, CBA3AHHbI C MOA-
AEPKKOHl pyKOBOACTBa (HesamHTepe-
COBAaHHOCTb MAHU Hey4acThe B IPOeKTe
BBICIIETO PYKOBOACTBA TIPEATIPUATHSL),
a TaloKe PUCK HeCOOTBETCTBUS II0CTaB-
AECHHBIM LIEASIM IIPOEKTA.

Ka>xABIH M3 YaCTHBIX PHCKOB HMe-
eT COOTBETCTBYIOIIUE eMy (aKTOpb
VAV [IPMYMHBL BOSHUKHOBeHHUs. Taxk,
HaIlpuMep, OCHOBHBIMH (aKTOpaMu
PHCKa IIepexoAd Ha HOBYIO CHCTEMY
SIBASIIOTCSL CAabO€ y4acTHe OIepariu-
oHHOTO repconaia (An6o o Boobme
He Y4aCTBYeT B IIPOEKTe); OTCYTCTBHUE

HAM  cAabas MHPOPMHPOBAHHOCT
COTPYAHHKOB IIPEATIPUSITHS; HEAO-
CTaTouHOe ObyueHVe IepCcOHaAd AU
OHO BOO6IIe He IIPOBOAHTCS, A TAKOKe
HM3Kasi MOTHBAL[HSL.

ITockoAbKy KOHKPETHOH MeTo-
AUKHU OLIEHKH DPHCKOB, BO3HHKAIOLIUX
[PH BHEAPEHUM KOPIIOPATHBHBIX HH-
$OpPMAIIMOHHBIX ~ CHCTEM, KOTOPYIO
IPEALIPUSTHE MOTAO OBl HCIIOAB30-
BAaTb CAMOCTOSITEABHO, He CYIeCTByeT
(MMeroTCs YacTHBIE METOAMKH OLIeHKH
PHUCKOB, pPa3pabOTaHHbIE OTAEABHBI-
MH KOHCAATHHIOBbIMH KOMIIAHUSMH),
OBIAO IIPOBEACHO HCCAEAOBAHHE OC-
HOBHBIX METOAOB OLIEHKH IPOEKTHBIX
PHICKOB: BEpOSITHOCTHOTO AHAAM34, 9K-
CIIEPTHBIX OLIEHOK, METOAA AHAAOIOB,
AHAAM3A YYBCTBUTEABHOCTH, AQHAAHM32
CIieHapHeB Pa3BUTHS IIPOEKTA, METOAL
IIOCTPOEHHS AepeBa PelLIeHHI IPOeK-
Ta ¥ IMUTAIJMOHHOTO MOAEAHPOBAHHS
¢ momouipio Meroaa MonTe-Kapao.

AHaAU3 IEPEYHCACHHBIX METOAOB
OILIeHKH PUCKOB II03BOASIET CAEAATD BbI-
BOA, UTO BEPOSITHOCTHBIN aHAAM3, Me-
TOA QHAAOTOB U MMHTAIIHOHHOE MOAE-
AMPOBAHHE TPYAHO HCIIOAB30BATb AASI
onjeHkH puckos npu BHeapernu KKMC
IIOTOMY, YTO AASI IIPUMEHEHHS ATHX Me-
TOAOB HEOOXOAMMbBI CTaTHCTHYECKHE
AQHHBIE, KOTOpbIe OTCYTCTBYIOT, TaK
xax npu BHeapernu KVIC Ha npeanpu-
SATHSAX UCIIOAB3YeTCA MHPOPMAIIHS, aK-
TyaAbHAst HA MOMEHT BHEADEHISI.

YauTpiBasi AOCTOMHCTBA M HEAO-
CTaTKH OCTAABHBIX METOAOB OLIEHKH,
HanboAee IPEATIOYTHTEABHBIM METO-
AOM OIIeHKH PHCKOB, BO3HHKAIOLIUX
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npu BHeppennu KVIC Ha npeanpusTy-
SIX, SIBASIFOTCSI 9KCIIEPTHBIE OIJeHKH, TaK
KaK OHH IO3BOASIIOT IOAYYHTb OBICT-
PYIO M KOMITAGKCHYIO OII€HKY PHCKOB
A@Ke IIPH HEAOCTATOYHOM O0beMe HC-
XOAHOM HHPOPMAIMH O IIPOEKTe.

ITopsiaok TpOBeAeHHS 9IKCIIepT-
HOH OIIHKH PHCKOB, BO3HHMKAONIUX
npu BHeppennn KMC Ha mpeanpu-
SITUSIX, COCTOUT B CACAYIOIIEM: CHAYaAa
KaXXABIA 9KCIIEPT OLieHHBAeT paKTOPHI
PHCKa II0 BEPOSTHOCTH HX HACTYIIAe-
HHS M OIIACHOCTH. AaAee Ha OCHOBe
CPEeAHUX OIIeHOK (aKTOPOB PHICKA OI-
PeAeAseTCS BeAMYHHA KaXKAOTO PHUCKa,
a TaKe BBIMHCASIETCS OOLMI PUCK
IpoeKTa BHeppeHMs. B pesyabrare Ha
OCHOBE IIOAY4E€HHOMN obmeit OIleHKHN
PHCKa IIPOEKTa MOXKHO OIIPEACAWTH,
KaK M3MEHATbCS OCHOBHbIE [IOKA3aTeAH
IPOeKTa BHEAPEHNS, T.e. OIPEACAHTD
BAYISIHHE BEAMYHHBI PUCKa Ha OIOAXKET,
CPOKHM H Ka4eCTBO IIPOEKTa.

IIpu mpoBepeHHE SKCHEPTHBIX
OLICHOK 0c000e BHHMAHHE CAeAyeT
VAGASITD QHAAM3Y COTAACOBAHHOCTH
OIleHOK GaKTOPOB PUCKA, TaK KaK 9K-
CIIepTHbIE OLIEHKH HOCAT CyO'beKTHUB-
HBIA XapaKTep U MOT'YT CHABHO OTAH-
4aTbCsA APYT OT Apyra. OCHOBHBIMH
IIOKA3aTeAsIMH, C IIOMOIIbIO KOTOPBIX
MOXHO IIPOAaHAAM3HPOBATh COTAQ-
COBaHHOCTb  9KCIIEPTHBIX OIIEHOK,
SBASIOTCS KO3(QQUIMEHT pPaHIOBOM
koppeasuy CrimpMeHa U K03$puiiu-
eHT KoHKOppauuu Kenpasra. Obweit
0COBEHHOCTBIO ITUX K09 PULIEHTOB
SIBASIETCSI TO, UTO ITIePeA UX BBIYHCAe-
HUEM HeOOXOAMMO IPOPAHKUPOBATH

IIOAy4eHHbIe OT IKCIIEPTOB OIICHKH
dakropos pucka. PasHua mexay xo-
a¢durrenTaMu 3aKAI0O9AETCS B CACAY-
1omeM: K03QPUITEHT PaHIOBOM KOp-
peasimu  CrimpMeHa HCIOAB3YeTCs
AAS QHAAW3a COTAACOBAaHHOCTH OIle-
HOK, TIOAYYeHHBIX OT ABYX 9KCIIEPTOB.
Korpa axcrepToB HECKOABKO HCITOAD-
3yeTcsa KO3QQPUIMEHT KOHKOPAALMU
Kenpaana.

Eme opnoM 3apaueit mpu ympasae-
HUM PHCKAMH SIBASETCSA OIpPeACACHHE
KPUTHYECKUX PHCKOB ITPOEKTA, T.e. Ta-
KHX PHICKOB, KOTOpPbIe B GOABIIeH CTe-
TIeHU BAUSIOT Ha BRIIIOAHEHHE POeKTa,
ero IeAu u pesyAbTaTel. CpaBHHTEAD-
HBIF aHAAM3 TAaKMX METOAOB OIIpeae-
AGHHS KPUTHUIECKHMX PUCKOB ITPOEKTa,
KaK PaHKHUPOBaHIe, METOA HETTOCPeAC-
TBEHHOH OLIeHKH, METOA IIOCAGAOBA-
TEABHBIX CPaBHEHMI M MeTOA ITApHBIX
CpaBHEHHI, TO3BOASIET CACAATD BBIBOA,
9TO HanbOAe€e IPEATIOYTHTEABHBIM Me-
TOAOM SABASIETCSL METOA IIAPHBIX CpaB-
HEHHI, B KOTOPOM 3KCIIEPTBI AASL OTIpe-
AeAEHHMS KPUTHIECKOTO PICKA IPOeKTa
CPaBHMBAIOT PHCKH IIOMIAPHO, YTO M03-
BOASIET IIOAYYHTDH GOA€e TOUYHBIA U Ha-
AEXKHBIA PE3YAbTaT.

OrneHKa IIPOEKTHBIX PHCKOB SIB-
ASIeTCS BaXXHBIM 3TAIlOM B IIpoIiecce
yTpaBAeHHS pUCKaMu. Pazamdnbie me-
TOABI OII€HKH ITO3BOASIIOT OTIPEACAHTD
HanboAee KpUTHYECKHE ¥ 3HAYMMbIE
PHCKM TIPOEKTa ¥ BBIABHTH CTeleHb
MX BAMSHHUS Ha Pa3BUTHE IIPOEKTA.
Ha ocroBe omeHKH PHCKOB MOXKHO
OIpeAeAnTh CAabble MecTa IpOeKTa
u BHIOpaTh HamboOAee MOAXOASILYIO
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CTpaTeruio ero pas3BUTH:, KOTOpas
IIO3BOAUT MUHHMHU3HPOBATDh NOTEPU U
AOCTHYbD ITOCTABAECHHBIX LIEAEH.
CBoeBpeMeHHOe YIIpaBACHHE PHC-
KaMM, KOTOpble BO3HUKAIOT IIPU BHEA-

PpeHnHN KOPIIOPATHUBHBIX I/IH(l) opMalnu-

OHHBIX CHCTeM Ha INPEANPHATHIX U
HETaTUBHO BAMSIOT HAa PeaAM3aIlUio
IIPOEKTa BHEAPEHIs, MO3BOAMT YCT-
PaHHUTDb HEAOCTATKH IIPOEKTA, TeM Ca-
MbIM ITOBBICUTD €ro 3pPeKTUBHOCTD U
Pe3yABTaTEL

METO/bl PACYETA SdKOHOMUYECKOW
3OOEKTUBHOCTU UHOOPMALIMOHHON
BE3OMACHOCTHU

Coaronenxo Oarez, Mordasckas Dxonomudeckas Axademus

(Pecny6auxa Moadosa)

In this work were present methods for calculating cost-effectiveness of infor-

mation security system.

BBeaenne. CeropHs He BbI3bIBAeT
COMHEHHI HEeOOXOAMMOCTb BAOXKEHMIL
B obecrieyerye MHPOPMALIIOHHOI Ge-
30IIACHOCTH  COBPEMEHHOIO Ou3Heca.
OCHOBHOI1 BOIIPOC COBPeMEHHOTO 6u3-
Heca - KaK OLIEHHTb HEOOXOAUMBII Ypo-
BeHb BAoeHUH B VIB aAs obecrieuenns
MAaKCHMAABHOM 3QPeKTHBHOCTH HHBEC-
THLMH B AQHHYIO cdepy. AAs pelieHus
3TOTO BOIIPOCA CYIECTBYET TOABKO OAMH
CIOco6 — MPYIMEHSTh CUCTEMbI AHAAU3A
PPHICKOB, IIO3BOASIOIIIHE OLICHUTD CYIIeCT-
BYIOLLHe B CHICTEMe PUCKH U BBIOPATh OIT-
THMAABHbIH 110 9 peKTHBHOCTH BAPUAHT
3ammThl. AASL pacueTa MOXHO BbIOPaTh
OAHY U3 ITepeUHCACHHDIX B [1] meToaux.

Pacuer 3arpar Ha HHpOpMaLH-
OHHIII0 6€30IaCHOCTD

AASL  KOAMYECTBEHHOW OIIeHKHU
IPEABAPUTEABHO HEOOXOAUMO pac-
CYMTATD 3aTPATHI HA:

«  IpHOOpeTeHHe H BBOA B SKCIIAY-
aTallio IIPOrPaMMHO-TEXHIIeC-
KHX CPEACTB: CEPBEPOB, KOMITbIO-
TepOB KOHEYHBIX TOAb30BATEALH,
neprdepUitHbIX yCTPOMCTB U Ce-
TeBbIX KOMIIOHEHTOB.

o mpHOOpeTeHHe,  HACTPOIKY,
IIAQHOBbIE U BHETIAAHOBbIE IIPO-
BepKH U HCIBITAHMS CPEACTB
3alUThl ”HYOPMALIUH;

e COAepKaHMe IePCOHAAQ, CTOU-
MOCTb PabOT H Ay TCOPCHHT;

« ¢dopmupoBaHHe MOAUTHKH Oe-
30TIaCHOCTU TIPEATIPHATHUS U
KOHTDOAD 32 ee CODAIOAeHHEM;

e IPOBEPKY HABBIKOB JKCIIAyaTa-
IIU CPEACTB 3allUThI ePCOHA-
AOM IPeATIPUATHS;

«  BbISABACHHME IPHYHH HAPYIIeHHs
HOAMTHKH 6€30I1aCHOCTH, Opra-
HM3aL[IOHHbIE ¥ IIPOYHe PaCcXo-
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ABL, KOTOPbIE HEIIOCPEACTBEHHO
CBSI3QHBI C IIPEAYIIPEAUTEABHbI-
MU MepOIIPHSTISMY;
OCYIeCTBAEHVE TEXHUYECKOM
HOAAEPXKKH  [IPOU3BOACTBEH-
HOTO IIepCOHaAa IIPU BHeApe-
HUH CPEACTB 3alUThI U IIPOLje-
AYP, @ TaKOKe IIAQHOB I10 3alIUTe
uHOpMAIIHY;

[POBEPKY COTPYAHHKOB Ha
AOSIABHOCTD, BbISIBAEHHE YIPO3
6e30macHOCTH;

AMKBHAQLIMIO TTOCAEACTBHI Ha-
pylieHus pexkuma HHPOpMa-
LIMOHHOMH 6€30IaCHOCTH;
OpraHU3ALMIO B3aHMOAEHCTBIS
U KOOPAVHALIAY MEXAY TOAPa3-
AEACHISIMU AASL PelleHus] KOHK-
PETHBIX [IOBCEAHEBHbIX 32AAY;
[IpOBEACHHE BHYTPEHHEro H
BHEILEHT0 ayAuTa 6e30IacHOC-
TH

HACHTHQUKANMIO yrpo3 Ge-
30MaCHOCTH,yA3BUMOCTEN M
OlLleHKe CTelleHH PUCKa
BOCCTaHOBAEHHE CHCTEMbI be-
30IACHOCTH AO COOTBETCTBHS
Tpe6OBaHIAM IIOAUTUKU He30-
MACHOCTH;

YCTaHOBKa IIaT4eil HAU IIPHO6-
peTeHHe IIOCAEAHUX BepCHil
[IPOrPaMMHbIX CPEACTB 3alliy-
TBl ”HYOMPAIIHY;
BOCCTaHOBA€HHE 0a3 AQHHBIX
U IpoYuX MHPOPMAIIMOHHBIX
MAaCCHBOB;

[IPOBeACHHE PACCAEAOBAHUM
HApYLIEHUH IIOAUTUKH 6e30-
MacCHOCTH

06HOBAEHUE ITAAHOB obecreye-
HHSL HeIPePBIBHOCTH AEATEAD-
HOCTH CAYXXObI 6€30I1aCHOCTH.
BHEADEHHE AOIOAHUTEABHbIX
CPEACTB 3aLIUTBHI, TPeOYIOMUX
CYIIECTBEHHOM IE€PeCTPONKH
CHCTeMBI 6€30MacHOCTH;
BBIIIOAHEHHE  00s3aTeAbCcTBa
Iepes TOCYAAPCTBOM H IIApT-
HepaMmH

IOPUAYECKUE CITOPBI,BLIIAATEL
KOMIIEHCAIIUM M MOTEPU B pe-
3yAbTaTe Pa3pbIBa AGAOBBIX OT-
HOIIIEHU..

OpPraHM3AIMIO CHUCTEMBI AO-
IyCKa HCIIOAHUTEAEH H CO-
TPYAHUKOB KOHQUAEHIIUAAD-
HOTO AGAOIPOM3BOACTBA C
COOTBETCTBYIOI[UMH IITATAMHU
M OPITEXHHUKOM.

IIOAAEPSKAHHe CHCTEMBI pesep-
BHOTO KOITMPOBAHMS U BEACHIS
apXMBa AQHHDIX;

KOHTPOAb M3MEHEHHH COCTOS-
HUS MHPOPMAIIMOHHOM CPeABI
IIPeATIPHATHS;

IOBBIIEHHE  KBAAUQPUKAIIMU
COTPYAHHKOB  IIPEAINPHATHSI
B BOIPOCAX HCIOAb3OBAHMS
MMEIOIIXCSI CPEACTB 3aIHTHI,
BBLIBACHHS M IPEAOTBPALleHIs
yrpos 6e3omacHocTy;
IpOBeACHHE HEXKeHePHO-TeXHHU-
Y4eCKHX paboT 110 YCTaHOBACHHIO
CHrHAAM3ALMY, OOOPYAOBAHHIO
XPaHUAUI] KOHQHAEHITHAABHbIX
AOKYMEHTOB, 3aIljuTe TeAeOH-
HBIX AUHUH CBSI3H, BBIMHICAUTEAD-
HOM TE€XHUKH U T.IT.
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TIpuBeAEHHDIN CITHCOK 3aTPaT SIB-
ASIeTCS He ITOAHBIM U MOXKET OBIT AO-
moAHeH u3 [2].

TCO moxHO pacyuTaTh 1Mo $op-
MyAe!

t=n
TCO(E) = costO(E) + X costt(E) /T,
t=1

rae, costO(E) eaunoBpemenne 3a-
TpaTh! (3aKyTIKa, yCTAHOBKA M TA. ), COSt
t(E) Texymmue 3arpar B TeqeHHU Bpeme-
HHU OKCrAyaranuu (OTeparioHHble U
npoune), T — Bpems axcrayarauu. [ 3]

Merop pacuera ROSI moxnO
HPEeACTaBUTD TaK.

1. OmpepessieTcst OxHAaeMast I0-
Tepsl ACHEXKHBIX CPEACTB 3 TOA,
[0 HpHYMHE BO3HUKHOBEHHS
unnyperta MIB - Annual Loss
Expectancy (ALE). Iloxasa-
TeAb ALE Bbramcasiercs Kak
Ipou3BeAeHHe yiepba oT HeKo-
ero unipaenTa V1B B AoenesxxaoM
JKBHUBAaAEHTE Ha KOAMYECTBO
BO3HUKHOBeHMI (MAM BeposT-
HOCTb BOSHHKHOBEHHS) ITOTO
UHIUAEHTA B TEYEHHE FOAQ.

2. TlpumeHeHHe Mephl 3aIJUTHI
IPEeAIOAATaeT CHIDKEHHe Be-
POSITHOCTH ~ BO3HUKHOBEHHS

nHnupenra Wb, moatomy om-
peAeAsieTCsl TakKe TaK Hasbl-
BaeMbIfl MOAMGHIIPOBAHHbIN

nokazatreab ALE (mALE),
KaK [pOM3BEACHHeE yliepba oT
nanuaesta VIB B AeHexxHoM
9KBHUBAAEHTE Ha KOAUYECTBO
BO3HHMKHOBeHUI (MAM BeposT-
HOCTb BO3HMKHOBEHHS) 3TOTO
HHIIMAEHTA II0CA€ IIPUMEeHEHHs
CPEACTB 3alI[UTHL.

3. Pasuuna mexay ALE u mALE,
3a BBIYETOM CTOMMOCTH BCEX
3aTpar IIePeYUCACHHBIX BbIIIe
u ectb ROSL

BriBop,

Eaunoro perernra Ha BCe CAyYau
JKU3HH He CyijecTByer. MHoroe 3aBu-
CHT OT TOT'0, KaK BOCIIPHHUMAET IIPOEKT
6H3HeC-pPYKOBOACTBO. KK ABIIT 113 MeTO-
AOB 06AQAAET CBOMMHY AOCTOUHCTBAMU U
HEAOCTATKAMHU U MIMEIOT CBOH IIPEATIOY-
THUTEAbHbIE 06AACTH IIPYIMEHEHNSL.

WVuH$pacTpyKTypHBIA  IPOEKT
MOXeT ObITb OLieHEH IPeXAe BCEro ¢
nomompio TCO, ALE. Onenka 6us-
HEC-IIPOEKTOB — IJTO, IIPEXAE BCETO,
OLIEHKA OTAQYH AASI OH3HEC], U ee AyY-
me Aeaars npu momomu ROI, EVA.
Aas PUHAHCOBOM OIIEHKH ayTCOp-
CHHTOBBIX IpoekToB mopoiiayT ROI,
TCO, ALE. Ecan npusaTa nporpam-
Ma CO3AQHUSI HOBOTO Ou3Heca B cdepe
AyTCOPCHHIA TO MOXHO IIPUMEHSTDH
EVA, ycuaennyio onjeHkoit puckos u
BO3MOXHOCTe#t Ha ocHOoBe ROL[4]
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OCOBEHHOCTU UCMNMOJIb3OBAHUA N NEPCNEKTUBDI
KOMMbIOTEPHON CTETAHOTPAOUN

Koncmanmun Andponux, Bacuauii Baacos
Caassamcxuil ynusepcumem (Pecny6auxa Moadosa)

Some modern possibilities of use computer cmezanozpaduu for the decision
of problems of information safety are considered. Development prospects are

defined.

KoMribloTepHble TEXHOAOTHH IIPH-
AQAV HOBBII MIMITYABC Pa3BUTHIO H CO-
BEpIIEHCTBOBAHUIO  CTETaHOTPauu
(OT rpedeckoro «TaftHOMHCH> ), TMOA-
BHUAOCH HOBOE HAIIpaBAeHUE B 00AACTH
3aIuThl MHPOPMALIMH - KOMIIbIOTEp-
nas crerasorpadus (KC). Cospemen-
HBIIl IIPOTpecc B 00AACTH TAOOAABHBIX
KOMITbIOTEPHbIX CETel U CPEACTB MyAb-
THMeAMA TIPUBeA K Pa3paboTKe HOBBIX
METOAOB, IIPeAHa3HAYEHHDIX AASL 0bec-
IedeHs1 6e30IIaCHOCTH [IePEeAAIH AQH-
HBIX ITO KQHAAQM TEAeKOMMYHHKALIII 1
HCIIOAB30BAHMS UX B HEOOBSIBAEHHBIX
LIeASIX. DTH METOADI, YIUTBIBAS €CTECT-
BeHHbIe HETOYHOCTH YCTPOHCTB OL -
POBKM H H30BITOYHOCTH QHAAOTOBOIO
BUAEO HAH AyAUO CHTHAAQ, TIO3BOASIIOT
CKPBIBaTh COOOIIEHUSI B KOMIIBIOTED-
HbIX daiirax (koHTeitHepax). [Tpuuem,
B OTAMYME OT KPHUIITOrpauH, AQHHbIE

MEeTOABI CKPBIBAIOT CaM (aKT IepeAauH
unpopmanuu [2].

OCHOBHbIMM IIOAQKEHHSIMH COB-
PeMeHHOM KOMIIbIOTEPHOM CTeraHor-
padun sBasIoTCA Caeaytome [ 1, 3]:

L. MeTOABI CKPBITHS AOAXKHBI 0bec-
MeYNBaTh AyTEHTUYHOCTb M I]AOCT-
HOCTb ¢arisa.

II. ITpeamoaaraeTcs, 4YTO IPOTHB-
HHUKY H3BeCTHbI BCE BO3MOXXHbIE CTe-
raHorpaduyeckie MeTOADL

III. BesomacHOCTP METOAOB OC-
HOBBIBAETCS HA COXPAaHEHUM CTera-
HorpadpuieckuM  IpeobpasoBaHHEM
OCHOBHBIX CBOMCTB OTKPBITO IepeAa-
BaeMoro ¢aiiaa Mpu BHECEHUU B HETo
CeKpeTHOTO COOOIIeHHs X HEKOTOPOIt
HEM3BeCTHON IIPOTUBHHKY HHQOpMa-
LMY - KAOYA.

IV. Aaxe ecan QaxT cKpbITHS CO-
O0IIeHNs CTaA M3BECTEH HMPOTHBHUKY



72 Conferinta Internationald, editia a VIl-a, 15-16 aprilie 2010

Jepe3 COOONHMKA, N3BACUEHHE CAMOTO
CEKPETHOTO COOOIIEHHS IPEACTABASIET
CAOXKHYIO BBIYMCAUTEABHYIO 3aAATY.

Anaau3 uHPOPMAITOHHBIX UCTOY-
HHKOB KOMIIbIOTepHOM ceTu Internet
H03BOAsIET CYOPMYAHPOBATD ITepedeHb
IPeAMETHBIX 00AACTEN HCIIOAb3OBAHMS
CTeraHorpaduIecKux CUCTEM:

1. 3ammTa KOH(PHAEHIHAABHOI
HHPOPMALMA OT HEeCAHKIHOHHPO-
BAaHHOIO AOCTyma. Tax, Hampumep,
TOABKO OAHA CEKyHAQ OLM(POBAHHO-
ro 3ByKa C YaCTOTOM AMCKPETU3ALUU
44100 I'y u ypoBHeM oTcuera 8 OuT
B CTEpeo PeXXuMe I03BOASIET CKPBITh
3a CYeT 3aMeHbl HAUMeHee 3HAYUMBIX
MAQAIIMX Pa3psIAOB HA CKpbIBaeMoOe
coobuenre okoao 10 K6aitr undop-
manun. Ilpyu aToM H3MeHeHHe 3Have-
HHI1 OTCYEeTOB COCTaBAsieT MeHee 1 %.
Takoe u3MeHeHue IPAKTUIECKU He 06-
HAPY>XUBAETCSI MPH IIPOCAYIIMBAHUN
daitaa 6oabmmmCTBOM Aopeit [1].

2. IIpeopoAeHHE CHCTEM MOHH-
TOPHHIA M YHOPAaBACHHS CETeBBIMH
pecypcaMH NpOMBIIIA€HHOIO HINH-
onaxka. CreraHorpaduieckie METOABI
HO3BOASIFOT IIPOTHBOCTOSITH IIOIIBITKAM
KOHTPOAA Hap HMHPOPMAIMOHHBIM
HPOCTPAHCTBOM IIPH  IIPOXOXACHHU
HHPOPMAIIH Yepe3 cepBepHI YIIpaBAe-
HHSI AOKAABHBIX Y TAOGAABHBIX BBHIYUC-
AMTeABHBIX ceTeft [2].

3. KamypanpoBanue mporpam-
muoro o6ecrevenns (ITO). B Tex
CAyYasix, Koraa wmcrmoab3oBanue I1O
He3apPeruCTPUPOBAHHBIMU  IIOAB30-
BaTeASIMU SIBASIETCSI HEXXEAATEABHBIM,
OHO MOXeT OBITh 3aKaMyPAUPOBAHO

[0A CTAaHAAPTHbIE YHHBEPCAAbHbIE
MpOrpaMMHbIe IPOAYKTHI (Hampumep,
TEKCTOBblE PEAAKTOPDI) MAH CKPBITO
B daiirax MyabTHMeARa (Hampumep, B
3BYKOBOM COIIPOBOXXACHHH KOMIIBIO-
TepHbIx urp) [4 - 8].

4. 3amura ABTOPCKHUX NPaB OT
NAPATCTBA - WCIOAB30OBAHUE CTera-
HOrpaduy I03BOASIET HAHOCHTb HA
KOMIIBIOTEpHble Ipadudeckue u306-
PaKEHHUsI CIIELIUAABHYIO METKY, KOTO-
past OCTaeTcst HeBUAMMOM AASL TAQ3, HO
pacriosnaercs crenpasbapM I10. Ta-
KOe IPOrpaMMHOe OfecrieyeHne yxe
HCIIOAB3YETCS B KOMIIbIOTEPHDIX Bep-
CHSIX HEKOTODBIX JKyPHAAOB M IIPEA-
Ha3HAYEHO He TOABKO AASL 06paboTKU
H300paXKeHNH, HO M AAS ailAOB ¢
ayAuO- B BUAeOMHOPMALIUEH U IpH-
3BaHO 06eCIIeYNTD 3AIUTY HHTEAACK-
TyaabHO¥ cobcrBennoctn [3].

Amnaaus
KC noxaspiBaeT, 4To B OAMDKaiiIMe

TEHACHIIUA  Pa3BUTHA
TOABI MHTEpPEC K PasBUTHIO METOAOB
KC 6yaer ycuausarbcest BcE Goablie U
6oapure. TIpeAIIOCBIAKH K ITOMY yiKe
chopmupoBaaucy ceropns. B wacr-
HOCTH, OOIJEN3BECTHO, YTO AKTYaAb-
HOCTb TIPOGAEMBI MHPOPMAIMOHHOM
0e30IIaCHOCTH IOCTOSIHHO PAaCTeT H
CTHMYAUPYeT IIOMCK HOBBIX METOAOB
samurst uadpopmaruu (31). C apyroit
CTOpOHBI, 6ypHOe pa3BuTHe HHPOpMA-
IIMOHHBIX TEXHOAOTHI ObecreunBaeT
BO3MOXXHOCTb PEaAM3alluu 3THX HO-
BbIX MeTopAO0B 3. U, KoHeuHo, cHAb-
HBIM KaTaAH3aTOPOM ITOrO IIpolecca
SIBASIETCSL AABHHOOOpPa3HOe DasBHUTHE
KOMIIBIOTEPHOM CETH OOIIero MOoAb3O-
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Banus Internet, B TOM uricAe Takue He-
pelleHHble TIPOTUBOPEYHBbIE IPOOAe-
Mbl Internet, xak 3amura ABTOPCKOro
IIpaBa, 3aIMTA IPaB Ha AMYHYIO TalHY,
OpPTaHHU3AIMS IACKTPOHHON TOPTOBAH,
IPOTHBOIPABHAS AESTEABHOCTDb XaKe-
POB, TEPPOPHCTOB U T.IL

BecbMma xapakTepHOH TeHAEHIH-
ell B HacTosiulee BpeMs B obaactu 3U
SIBASIETCSI BHEAPEHHE KPUIITOAOTHYeC-
KuX MeToA0B. OAHAKO Ha 9TOM IyTH
MHOIO elllé HepelIeHHBIX IPobAeM,
CBSI3aHHBIX C Pa3pyNIUTEABHBIM BO3-
AeHICTBHEM Ha KPHIITOCPEACTBA TAaKUX
COCTAaBASIIOIIMX ~ MHGOPMAIIIOHHOTO
OpPYXHs KaK KOMIIbIOTEpHbIe BHPY-
Chbl, AOTUYecKHe 60MObI, aBTOHOMHBIE
PelAMKaTUBHBIe IIPOrpaMMBl U T.IL
O6beprHeHHe METOAOB KOMIIBIOTEP-
HOI cTeraHorpaduu ¥ KpUNrorpapuu
SIBUAOCH OBl XOPOIIMM BBIXOAOM H3
CO3AABIIETOCST ITOAOXKeHUs. B aTom
CAydYae yAAAOCDH OB yCTpaHHUTD CAaObIe
CTOPOHBI U3BECTHBIX METOAOB 3aIUTHI
uHpopManuu U paspaborarts Ooaee
3¢ dexTHBHbIE HOBbIE HETPAAUIIMOH-
Hble METOABL Obecredenus: HHGOpMa-
LMOHHOM 0e30IIacCHOCTH.

B mocaeaHve ropbI B CBSI3U C UHTEH-
CHBHBIM Pa3BUTHEM MYABTHMEAUHHbIX
TEXHOAOTHI1 OYeHb OCTPO BCTAA BOIIPOC
3aIJUTHI ABTOPCKUX IIPaB M MHTEAAEK-
TYaABHOM COOCTBEHHOCTH, IIPEACTAB-
AeHHOI B 1ppoBoM Buae. OcobeHHO
aKTyaAbHOM 9Ta IpobAeMa cCTaaa ¢
pasBUTHEM  OOIEAOCTYIIHBIX  KOM-
IBIOTEPHBIX CeTeH, B YACTHOCTH, CeTH
Internet. C Y4€TOM 3TOTO B HACTOsIIIee
BpeMs 3aAaYH 3AIUTHI OT KOIHPOBa-

HUS 1 06ecIiedeHus ay TeHTUHUKALIIH
PeIIAKOTCs, IOMUMO Mep OpraHM3aL-
OHHO-IOPUAMYECKOTO XapaKTepa, C KC-
IOAb30BAHHMEM TEXHOAOTUI LUPPOBBIX
BoasHbIX 3HakoB (LIB3). Heo6xopmMo
OTMETHTH, YTO HAMGOABLIME AOCTIDKE-
HMS CTEraHOrpaguM B IPOIIEALIIEM Ae-
CSTUACTUH BBIAU AOCTHIHY ThI IMEHHO B
06AaCTU PasBUTHSI LUGPOBBIX BOASIHBIX
3HAKOB. DT AOCTIDKEHHS BBI3BAHbI pe-
akmyel objecTBa Ha aKTyaAbHEMIITYI0
HpO6AEMy 3alUTHI aBTOPCKHUX IIPaB B
YCAOBUSIX OOLIEAOCTYIHBIX KOMIIBIO-
TEpPHBIX CeTEH.

ITpoBOAS IOAPOGHELIT AHAAHS CTe-
raHOIpadUIECKHUX IPOrPaMM, HEAb3sI
He OTMETHTb, YTO B HACTOsIIee BpeMsl
Ha PHIHKE IIUPOKO IIPEACTABACHBI CAe-
AyIOIHie IIPOrPaMMBI U IIPUAOXKEHHS:
DiSi-Steganograph (DOS-npuaoske-
HUe, IIPSIMET AAHHDIE B IPadHuecKux
daitnax PCX); StegoDOS (DOS,
rpapudeckue dopmarst); Gif-It-Up
(Win9S, npstaer panmbie B Gif-¢aii-
aax); EZStego (Java-nipuaoskenue, Me-
Top LSB past dopmaros GIF u PICT);
Contraband (Win95, ¢opmar BMP);
FFEncode (DOS, dopmar ASCII);
Isteg (DOS, JPEG); Steganography
Tools 4 (wmdpyer wunpopmarmio
aaroputMamu  DEA, MPJ2, DES,
TripleDES, NSEA u 3areM npsiuer ee
B rpadHYeCcKHX U 3ByKOBBIX darirax, a
TaKoKe B CEKTOpax AUCKoB); Winstorm
(DOS, 0S/2, PCX) 1 ap. [5 - 81.

TakuM 06pasom, B HaCToslILlee Bpe-
MsI OAHA U3 HamboAee APEBHHX HayK
creraHorpadysi CTAHOBHTCS OCHOBOM
AASL COBAQHIIS TIEPCIIEKTUBHBIX CUCTEM
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3amMThl MHPOPMAIIUM, OIIePATUBHO-
TeXHHYECKHE XapaKTePHCTHKH KOTO-
PBIX OIIPEAEASIOTCS HOBBIMU HH(OP-
MaI[OHHBIMH TeXHOAOTHAMU. CeropHs
creraHorpadus MO3BOASET He TOABKO
YCIIENTHO pemaTh OCHOBHYIO 3aAa4y —
CKPBITHO ITepeAaBaTh HHPOPMAITUIO, HO

U pellaTh LIEAbIH PAA APYTUX aKTyaAb-
HEMIIMX 3224, B TOM YHCA, TIOMEeXO0yC-
TOMYMBOM ayTeHTHU(PHUKAIUM, 3aIJUThI
OT HECaHKIJMOHHUPOBAaHHOI'O KOIIHPO-
BaHU$, MOHMTOPHMHIa MHPOPMAIMU B
CeTsX CBA3H, IOMCKa MHPOpMALUK B
MYABTHMEAMITHBIX 0a3aX AQHHDIX U AD.
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NPOBJNIEMbl UHOOPMALIMOHHOI BE3OMNACHOCTU
U POJIb YENOBEKA B UHOOPMALIMOHHOW
CNCTEME

Aunexcandp Kamuncxuii,
axcnepm (Pecnybauxa Mordosa)

This work describes the global and local problems of information security, as
well as man’s role in the common information system.

LlenTpaAusanus 3HaHHI M HH-
dopMaruu NPOMCXOAUT HA BBHICIIMX
ypoBHax. Maen u MbICAM, BCE TIIa-
TEABHBIM O0OpPa30M OTQUABTPOBbIBA-
eTcsl 1 00pabarbIBaeTCsl, COXpaHsIeTCs

U HUCIIOAB3YeTCS AAS YIIPaBACHHUS HU3-
IIMMU 3BeHbAMU. TYT, TIPUMEHHMO
BBICKa3bIBaHHe, MPHHAAASKaIIee -
arocodpy Opencucy Baxony, kotopoe
B CBOE BpeMs yIOTPEOHAH U IIpHMe-
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HSAM Ha mpakTuke Pormmapabr: «Kro
BAaAeeT HHPOPMAIIHel - BAAACET MH-
pom>». Tak 3HauWT, 3amUIIaThCS, 3a-
IMIIATD ¥ HATTAAATH MOXET Ay4llle TOT
U Te, KTO 00AaAaeT 6OABIIUM KOAMYEC-
TBOM Ka4eCTBEHHBIX 3HAHMM U BAAAE-
eT Hy>xHO! nHPopmarmeit. Ham, ecan
MBI XOTHM CO3AATD 3aI[UIEHHYO CHC-
TeMy, HY>KHO KapaOKaTbCsl U PBaTbCS
BBEpX I10 A€CTHHI|e 3HAHHI, HAXOAUTD
PeLIeHHsT TAOGAABHOIO XapakTepa, a
HE 3alMKAMBATHCSA TOABKO Ha CIIEIH-
$uKuy cBOEH AeATEeAbHOCTH.

3amury A06OI CTPYKTYPbl HAH
OOBIYHBIX AIOA€Hl MOXXHO CPaBHHTb
C BOAHOpE3aMH B IIOPTAaX U raBaHSX.
BoAHOpe3 06bIYHO CTPOSIT 4y Th BBILIE
YPOBHSL MOpS, TaK M OpPraHH3aI[UH
CTApaIOTCsl 3AM[UTUTD CBOIO CHUCTEMY
9yTh BbIlIE HBIHE CYIIECTBYIOMIHX
YIPO3, 4yTh «BBILIEe YPOBHSI MOPSI>,
HO 3TO TOABKO CO3AAETCS HAAIOZUS
GesomacHocTH. MHOIUM IPHXOAU-
AOCB, HABEPHO, BUAETb KaK BO BpeMs
LITOPMa B MOpe BOAHBI CBOGOAHO
Hepern6aoT BHICOTY BOAHOpE3a U B
CIIOKOMHOM AO TOTO I'aBaHH, HAYMHA-
I0TCS KOoAe6aHMS U BoAHeHHus. Ecam
B HMAGAABHBIX YCAOBHSX BOAHOpE3 B
KPYITHOM IIOPTY MOXET H He YAACTCS
Pa3pyLINTb BOAHOM, TOABKO pasBe IIy-
Hamu. To mocae IIPOAOAKHTEABHOTO
U M30ILPEHHOro0 MTOPMa HA «BOAHO-
pe3>» HHGOPMALOHHO CUCTEMBI, AQ
U Ha AIOOYI0 ADYTYIO CHCTEMY Opra-
HM3AIIMH, B 3aIIUTE MOTYT IIOSIBUTHCS
CHABHBIE IIPOOOUHBI X TOTAQ HTOT MO-
KeT ObITh emé An60 u3BecTeH, An60
yke He usBecteH. [Ipumepom Takoro

«IOTOPMa>», B PEAABHOCTH, MOXeET
ObITh MacIITAOHAs aTaka He TOABKO
Ha OAHY KOMIIQHUIO, HO U HA IIpHAe-
rajomue K Heill HHQPACTPYKTYpPBL
OTOT mpowecc MOXeT KOCHYTbCS He
TOABKO 3AINHIIAIONIEN CHCTEMBI, HO U
OTAEABHBIX YYACTHHKOB HHPOPMALH-
OHHOI cHCTeMbl. Tak MOXHO «orpa-
AUTBCSL OTPOMHENIIUMY COOPYIKeHH-
SIMU>» CO3AATh UACAABHYIO IIOAUTHKY
6e3omacHOCTH, 06y4YaTh, HaKA3bIBATH
U IOOL[PSTH YACHOB MHPOPMALHOH-
woit cucremsl (MC), HO caabeitmum
3BEHOM OCTaéTcs, Kak Obl HU OBIAO
06upHO, cam UeaoBek, HHCaTIAEP.
KommbioTepHble IporpamMmsl u
CHCTeMbl, IOKa OHH He O0AAAAIOT
VICKyCCTBEHHDIM HHTEAAEKTOM, CIIO-
COGHBI AEHICTBOBATh TOABKO B PaMKax
[IOCTaBACHHBIX Ha HUX 3aAad IIpU-
AEPXKHUBASICh CTPOTMX AATOPUTMOB
U AOTHKH, M TOABKO 4EAOBEK MOXET
M3HAYAAPHO M3MEHUTb 3Ty AOTHKY H
COOTBETCTBEHHO 3aAaYM, MAM B IIPO-
Ilecce BBIIIOAHEHFS 3aAQYU HAPYLIUT
AOTHKY M AATOPUTM PabOTHI CHCTEMBL.
ITocrpoenne  Ar060i  cucre-
MBI HAYMHAETCS C M3yYeHHs M pac-
CMOTpEHHsSI peraaMeHTUPYIOIed U
3aKOHOAQTEABHON  AOKYMEHTAllUH,
[IPHAEPKUBASCh CTPOIMX CTaHAAP-
TOB, €CAM IIPOU3BOACTBO 6o0AbIIOE
BO3MOXHa pa3paboTKa COOCTBEHHbIX
cragpapToB. B cdpepe T, a B wact-
nocru B B cymecTByioT crporo per-
AaMEHTHUPOBAHHBIE CTAHAAPTHI TAKHe
KaK: MeXAYHapOAHble cTaHpapTsl V1B
ISO/IEC 17799 n 1S01333S, a Tax-

K€ cepus CTAaHAAPTOB YHPaBACHHS
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Wb IS027000. OT0 0YeHb XOPOIIO
9TO «BEAOCHIIEA YIKe CO3AAH>>, U HAM
OCTaéTCA TOABKO HCIIOAB30BATh U
HPUAEPKUBATHCS ATUX CTAHAAPTOB U
PEKOMEHAALIMI B CBOEH AEATEAPHOC-
ti. Ho 1 3A0yMbInIAeHHEKH TIpUAEp-
SKMBAIOTCS B CBOEH He6AaropoAHoﬁ
AESITEAPHOCTH 9THX JX€ CTaHAAPTOB.
Ecan Bce mpuHIuMIBL, Ha KOTOPBIX
ocHOBbIBaeTcss 6esomacHocts MC,
3apaHee U3BECTHBI, TO HHCTPYMEHTHI
KaK HapywuTb 6e30MacHOCTh CHCTe-
MBI MOXHO [OA06PaTh.

3a60Tsch 0 cBOeH HAallMOHAABHOM
6€30MaCHOCTH HMAW 3aIOUIas CBOIO
HHPOPMAL[HOHHYIO - KOPIIOPATHUBHYIO
CHCTEMY, 3APABBIM CMBICAOM OBIAO
Obl paspabaTbiBaTh M HCIIOAB30BaTh
COOCTBEHHbIE IIPUHLIUIBL  3aIUTHL,
CTpOUTH 0€30IACHOCTb U HHPOpPMa-
LIMOHHbIE CHCTEMBI TaKHUM O6pasoM,
4TOGBl OHM HMEAM OIPEACAEHHYIO
HEeM3BeCTHyIO crenuuky. A Koraa
HaM «CBEpXy>» AMKTYIOT KaK H 4TO, U
Y KOTO MbI AOAYKHBI ITOKYIIATh, KAK MBI
AOAKHBI 3aIUIATHCS], KAKHE CPEACTBA
3aIUTHI Ha CETOAHS CaMble HAaAEXKHBIE,
KAaKyI0 OIIEPAI[OHHYIO CHUCTEMY HC-
MIOAB30BAaTD, TO O KAKOH CIerudpuxe u
HHAMBHAYAABHOCTH HAIIEH CHCTEMBI
MoxeT HATH peus. He yxean, 6osee
90% ¥MCIOAb30BaHHUS OINEPAIIOHHBIX
CHCTeM OAHOU KOpIopanuu, u 6oaee
50% Bcex ITOMCKOBBIX 3aIIPOCOB APY-
rofl KOpIOpaluy, B MUpe B 0flieM
- 9TO 4MCTasg cAydafiHOCTH? O Kakoi
rA0GaAbHON, HAIJMOHAABHON U TeM
60Aee KOPIIOPATUBHOM U AUYHOM be-
30MACHOCTU MOXET MATH Pedb, KOTAQ

MbI BCe OAMHAKOBbIe? MBI BCe CMAUM
Ha <ABIPSBOM>» COQTe, IOAb3yeMCs
IIPOCAYIIMBAIOLIYIMA CEPBHUCAMU U Ca-
MOe€ CTPAIIHOE, YTO MBI 9TO BCE ITyCKa-
€M B CBOIO KOPIIOPATUBHYO CUCTEMY
YaCTHYIO XKU3Hb.

3amura HHTepecoB OHM3Heca U
TPaXKAQH, AOAKHA HCXOAUTb B IIEPBYIO
OYepeAb OT FTOCYAAPCTBA, OHO AOAYKHO
Ha 3aKOHOAATEABHOM M MCIIOAHUTEAD-
HOM YpOBHE 3alHIIaTh CBOY HAI[NO-
HaAbHble UHTEpPeChl, a He HHTEpPechHl
OH3Heca APYTHX CTPaH. DTO €CAU IO-
BOPUTh Ha TAOOGAABHOM M TOCYAQpC-
TBEHHOM yPOBHe.

A ecAu PUAEPKUBATHCS IPAHHUL]
YacTHOTO 6M3HECA, TO 3alIKUTA HAa 9TOM
YPOBHE AOAXKHA CKAAABIBATBCSI H3:

+  IIOHMCKA CYIeCTBYIOIUX YIPO3,
PEAABHBIX AASL 9TOTO CErMEHTa
PBIHKA M AESITEABHOCTH Opra-
Hmsanuu. He crout meperu-
6arb MAAKy W IIPHUIMCHIBATH
cebe yrposbl KOTOpble MOT'YT H
He KOCHYTbCSI Bac.

o OLEHKM M YIPaBAEHHs PHUCKa-
MU, KOTOpble MOXET [OHEeCTH
HC u 6usHec B pesyabrare
AEHCTBHA yTPO3.

« BbIOpaTh ONTUMAABHYIO 3allU-
Ty, 1 nocrpoutrs MC rakum
o6pasoM 4TOOBI 3arparbl Ha
3aIUTY GBIAU OIPaBAAHBI BO3-
MOYKHBIM PHCKOM.

MOoXHO CKa3aTb, 4TO HHKOIAQ HE
OyAeT CO3paHA MAEAABHAS CHCTeMa 3a-
IIUTBI, TAK KaK 3HAHHS 3AI[UITAOIIENCs
CTOPOHBI, F TeX CTOPOH KOTOpbIE e€ 3a-
LIMIIAIOT OYAYT HIDKe BOBMOXKHBIX pe-
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AABHBIX YTPO3, KOTOpHIE elllé He M3Bec-
THBI MAM M3BECTHBI OBIAM 3apaHee, HO
UX TIpepHaMepeHHO cKpbBaar. Ho mo-

MIBITATHCSI CAEAQTH YTO-TO CBOE BCE TaKH
CTOUT, HE CTOSITh Ha MECTE, a ABUTAThCSI
BIEPEA, BBEPX 10 ACCTHHILIE 3HAHUI.

AwnTeparypa u HHTEPHET PeCypChI:

http://ru.wikipedia.org/
http://www.intuit.ru/
http://www.securitylab.ru/
http://security.ase.md/

P

BPMS - OCHOBA PEMUHXXWUHWUPUHIA BU3SHEC-
NMPOLIECCOB NPEANMPUATUN

K. Illuwumanos,

Oxonomuneckas akademus um. A.A.. Lenos (Boazapus)

CoraacHO pesyAbTaTaM HCCACAO-
BaHMHI BeAYIIUX HCCAEAOBATEAbCKUX
VIPEXKASHHH CHCTEMBl YIPaBACHUS
6H3HEC-HPOH€CCOB (Business Process
Management System — BPMS wman
BPM) B HACTOSIIUIT MOMEHT SIBASIIOT-
Cs OAHUM M3 CaMBIX aKTYaAbHBIX 3aAa4
AASL GOABLIMHCTBA MHPOPMALOHHBIX
MIOAPa3ACACHHI TIpeAnpusTuil. B cpsa-
3u ¢ atuM aHaauTuKU IDC oxumpaaror,
yro k 2011 roay mpoaaxu cucrem BPM
GYAYT COCTABASITH OKOAO 5,5 MApA. $ 11
aro npumepHo 40 % pocra Brop'.

BPM cucrempl moMoramoT MoOAe-
AMpPOBAaTh IPOIIECCBI, OCHOBBIBASICh
Ha aHaAM3e IOTPeOHOCTEN IpeAlpy-
SITUSL, AASL TIPeOOPA3OBAHNUSI PEAABHBIX
HCIIOAHSEMBIX IIPOILIECCOB. YPOBEHb

! http://cio.bg/2334_klyuchovi_aspekti_
pri_vnedryavaneto_na_bpm

PA3BUTHUS TEXHOAOTUM OPTraHU3ALMH B
OOABIIION CTEeNeHH OIpeAeAsieT 1 Ypo-
BeHb npuMeHeHHss BPM. Oror Bonpoc
HHAMBHAyaAbHOro BbIOOpa. Hekoro-
pble IPEATIPHATHS IPUMEHSIOT HHC-
TPYMEHTBI MOACAMPOBAHHUS U OOMeHa
AQHHBIMH, ADYTHe BHEAPSIIOT CUCTEMBI
AKTHBHOIO KOHTPOASL PAabOdMX Mpo-
neccos (workflow), Tpersu obecrieun-
BAIOT TPACASILIHIO IIOCTPOEHHBIX MOAE-
Aefl B HOBBIE HCIIOAHSeMble IPOLIeCCh
6e3 AOIIOAHHTEABHOTO IPOTPAMMHOIO
KOAA ML T. A. B 3aBUCHMOCTH OT TOTO, Ka-
KMMH IIPOL]ECCAMU CAEAYET YIIPABASITD,
MOTyT HPHUMEHSTBCS BCe (QYHKIUU
coBpeMeHHbIX BPMS maAM uX 9acTh AAs
PpeLIeH ST AOKAABHBIX IIPOOAEM.

OMnmpudeckuii aHaAn3 BPM Toas-
KO C TOUKH 3PeHMsI HHPOPMAIMOHHBIX
TEXHOAOTHIL ITO3BOASIET CACAATH CACAY-
JOIIKE BBIBOABL:
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1. B nepsyio ouepear BPM pac-
CMATpHUBaeTCs Kak IMAaTGopMa
Assg wmHTerpanuu. IIpumens-
eMad cHcTeMa obecredynBaeT
COeAMHEHHE PA3AMYHBIX IIpH-
AOXKEHMI, HO He YAeASeT BHU-
MaHHs MOAEAUPOBAHHUIO OH3-
Hec-iporjeccoB. B pesyapTaTe
IIOAYYaeTCsl TaK, YTO IIPOIeCChI
He CBSI3aHBIC IPHAOXKEHHUSIMH,
a TOABKO HAMAEGHO pelleHHe C
YIpaBAGHHUEM AAHHBIX, KOTO-
poe B IIeAOM He yAydIIaeT yII-
PaBACHIS TPEATIPHATHEM.

2. Bo-proprix, BPM paccmarpu-
BAaeTCs KaK MHCTPYMEHT AAS
aBTOMAaTH3alUy pabovyux Impo-
neccoB. B arom cuenapum mc-
IIOAB30BAaHME  IPEAAAraeMoro

peleHns OOBIMHO HAXOAUTCS B
IpeAeAaX OTAGABHOTO IIOApA3-
AGAEHIIS TIPEATIPUSTHS M TOAD-
KO AASl OTPaHHMYEHHOTO KpyTa
3apa4. B pesyasrare Hamboaee
IleHHble BO3MOXHOCTH BPM
OCTaIOTCS HEpeaAU30BAHHBIMHL.
OcobeHHOCTH COBpPEeMEHHOTO O13-

Heca 00YCAABAMBAIOT HEOOXOAUMOCTb

CMelleHUs] AKIIEHTOB C YIIPaBACHHS

OTAGABHBIMH pecypcaMé  COOTBETC-

TBYIOIIUX QYHKIMOHAABHBIX IOAPA3-

ACACHHH IPEANPHATHA Ha YIIpaBAe-
HHe CKBO3HBIMM OH3HEC-IIPOIieccaMmy,
CBSIBBIBAIONINX BOEAMHO AESTEABHOCTD
noapaspeaeHuit npeanpusitist. O6bra-
HBIE IIPEACTABACHIIT O XOPOILIEM IIPeA-
MIPHATHH KaK O MOHOAMTHOM, yCTONYH-
BOM IIEHTPAaAM30BaHHO-YIIPaBASIEMOMN
OPraHHU3ALMH YCTYIAIOT MECTO HAESIM
0 CAMOOPIaHHU3ALH IIPEATIPHSITHS KaK
dopmaM apamTanEy K GRICTPOMEHSIIO-
IAMCSL TPeOOBAHISIM PhIHKA.

Har6oAee IOAHO KOHIIEIIIIELS yIIpaB-
AeHHSI GUBHEC-TIPOIIECCAMH B HACTOSIITee
BpeMsI PeaAM30BAHA B PEHEDKUHHIPHHTE
OM3HEC-TIPOLIECCOB, IjeAb KOTOPBIX 3a-
KAIOYAeTCsI B CUCTEMHOF PeOPraHH3aI K
MaTepUAAbHBIX, GUHAHCOBBIX U UHPOP-
MALJMOHHBIX [IOTOKOB, HATIPABACHHBIX HA
YIIOILIeHIe OPIaHM3ALIOHHOM CTPYK-
TYPBbl, [IePePACIIPEACACHETE T MIHIMHU34-
IO HCITOAB30BAHHSI PABAMIHBIX PeCyp-
COB, COKpAI}eHHe CPOKOB HCIIOAHEHH
3aKa30B IMOTpeOHTeAeH, IIOBBIEHIE
Ka4ecTBa MX OOCAYIKIBAHFISL

CAOXXHOCTD pEeHIDKHHUPHHTA O13-
HeC-TIpoLieccoB 06ycAOBAeHa He0OXo-
AMMOCTBIO ONITHMAABHOTO pAcCIIpeAe-
AEHIISI PeCYPCOB,  TAIOKE PeaAH3aIiieit
3aAQY TIEPENPOEKTHPOBAHMS OPraHH-
3AI[IOHHO-9KOHOMUYECKOH U HHOP-
MaIlMOHHOM CHCTEMBI.
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METPUKW BE3ONACHOCTU

Aenuc Caamvikos,

Moxrdasckas Dxonomuneckas Axademus (Pecnybruxa Mordosa)

This article presents general information about security metrics. Also, here
will be described common classification and the main goal of security metrics
with advice for the best choice of special security metrics.

IfeAnm HMCIOAB30BAaHHS METPHK
6esomacuocrn.

Tema MeTpuK 6€3011aCHOCTH SIBASI-
€TCsl COBPEMEHHOM U aKTYaAbHOM, TaK
KaK HacTosIjee BpeMs MOXXHO OXapak-
TEpHU30BaTh KaK 3II0Xy MHPOpPMAIUH,
KOTAQ HHOpPMALHS siBAsIeTCS 63 mpe-
YBEAUYEHUS CaMOM BaXXHOW OCHOB-
HOM IIeHHOCTBIO B oOmrectBe. Takum
00pasoM, He MeHee aKTYaAbHBIM SIB-
AsIETCS BOIIPOC HHPOPMAIIMOHHO Oe-
30MACHOCTHU ¥ 3aIIUTHI HHPOPMAITHH.
Merpuku HHPOPMALMOHHOR 6e30-
IIACHOCTH, TIPABHABHBIN IIOAOOP HYX-
HBIX METPHK H METOAOB HX pacyeTa
OTpPaXKaIOT 3)PEKTUBHOCTD CHUCTEMBI
3amuThl MHGOPMAIUK M MO3BOASIOT
Ha MX OCHOBE YAYYIIATh XapaKTepyc-
THKHU CHCTEMBL.

AKTYaAbHOCTb AQHHOM TEeMBI MOA-
TBEPXKAQAIOT pe3yAbraTsionpocaISACA
— “Critical Elements of Information
Security Program Success”.. Kak BbiBo,
ObIAM BHIBEAEHDI 5 OCHOBHbIX KPUTEPH-
eB ycriexa:

1. O6mmit s3b1k. BrusHec nepBrer.

2. Ilpomecc B3amMoaeHCTBHUA.

ABYCTOPOHHSA CBA3D.

3. Cucrema ybexaenus. Mapxke-
tuHr u PR.

4. Brixop Ha pykoBopcTBO. CHaa
U BAMSIHUE.

S. Merpuxku. Y10 1 KaKk U3MEpATD.

MOXHO 3aAaTh BOIPOC: MOXKHO
An Boobme usmepsits? Ecam uro-to
AydIlle, 3HAYHT, €CTh MPUIHAKHU YAYY-
meHus. B TakoM caydae yaydmenue
MOXHO HabAIOAaTbh, HabArOA2EMOE
YAy4YIIeHHe MOXXHO IOCYMTaTh. To,
YTO MOXHO ITOCYMTAaTh, MOXHO H3-
MepHTh, a H3MepeHHOe — OI|eHUTb
U IIPOAEMOHCTpHpPOBaTh. Takum 06-
Pa3oM, MOXKHO CAEAaTh BBIBOA, UTO
TeMa MeTPUK HHGOPMAIMOHHON
0€e30II1aCHOCTH QaKTyaAbHA, TAaK KaK
SIBHO OTOOpaXkaeT 6e30IIaCHOCTD Ha
ypOBHe OU3Heca, a 3HAYUT, IOMOTaeT
YBEAHYUTb SKOHOMHUYECKYIO 9P ek-
THBHOCTDb PabOTHI AI0OOTO IpeApuU-
SITHSL B AFOOOM OTPacAH.

MeTpuxu HEOOXOAMMBI AASL TOTO,
4TOObI:

*  mokasarb, KaKMM OOpasoM Ae-
SATEABHOCTb BHOCHUT HEIIOCPEAC-
TBEHHbIN BKAAA B AOCTIDKEHHe
LIeAel;
U3MEpHTh, KaK HM3MEHeHHd B
Hpoliecce OTPaXKAIOTCA HA AO-
CTVDKEHUU IleAel;

BbIIBUTD CYIIECTBEHHbIE QaHO-
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MAAMH B IPOLIECCAX M IPHHATD
00OCHOBaHHbIE pelleHHs 110
UICIIPABACHUIO VAW YAYLIEHHIO
IPOLECCOB.

Bp160p NpaBHABHBIX METPHK.
CaepyeT OTMeTHTB, 4TO CTaH-

AapTHOrO Habopa MeTpuK 6esomac-

HOCTH, KOTOPBIM ITOAOIIEA 6Bl Ha

BCe CAyYaW >KU3HHU He CYLIeCTBYeT.

A106071 06BeKT 06AapaeT COOCTBEH-

HOM crellMPUKOH, TaK YTO B KAKAOM

KOHKPETHOM CAyYae PpacCYMTHIBA-

eTCsl CIeLUAAbHBIT HAabOp MeTpHK,

KOTOPBIIl AOAXKEH OITHMAABHO CO-

OTBETCTBOBATb CUTYaLIUH.

CaeayeT Takke AQTh OTBET Ha BOII-

POC, Kakye METPHKH IOAOMAY T AydIle:

AASL IeA€ll HAML AASL PE3YABTATOB IIPO-

necca. OTCyTCTBME HHIIMAGHTOB B
TeYeHHe AAUTEABHOTO BpeMeHH IIpHU-
BOAUT K OLIYLIEHHIO 6e30IacHOCTH,
HO IIPEAOTBPAIEHHbIE HHIIUACHTBI He
MOTYT ObITb H3MEPEHBI TaK JKe, KaK pe-
AABHO [IPOUBOIIEALIHE.

Merpuku aAd neAell He TOAb-
KO TPYAHO HAiTH, OHH, KpOMe BCEro
[POYero, emje M He OYeHb IIOAE3HBI
AASL  yIIpaBA€HHSE — 0e30IaCHOCTBIO.
OTO CBSI3aHO C OTCYTCTBHEM IIPSIMOI
CBSI3H MEXAY AeSTEABHOCTBIO IO Oe-
30IJaCHOCTU M, COOCTBEHHO, IeASIMH
6esomacHoCTUH. BBl HUKOrAQ He cMo-
JKeTe CKa3aTh, ACCTBUTEABHO AU Bbl
IPUOAMBHAKCH K LieAsIM 6e30I1aCHOCTH,
OKa3aB ONPeACACHHOE BO3ACHCTBHE Ha
IpOLiecchl He30MaCHOCTH.

Kaaccudpuxanus MeTpuK 6e30ImacHOCTH.

MeTpuku
6esonacHocTn

—

1 1 1
[ O6bl4HbIE } [ [BOMYHbIE J [ MpoLeHTHble }

Mo oTHoweHwio

K uenv

[ Mpsmble } [ KocBeHHble J

[ s ] Esnmommecﬂ sxono:j
LS [ipYriAX cucTeM

Mo cTparternyHocTn

[CTPETSFM‘ISCKMGJ [ TakTudeckne } [ OnepatusHble }

Mo 06bekTy oLeHku

[ Pesynbtar J [ Mpouecc }
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Ecau mMeTpuxu aAs meAeit TPYAHO — BO3MOXHO, HO M KpaHHe ITOA3HO, TaK
TIOAYYHTDh, U OHU HE OYeHb ITOAE3HBI,  KaK Pe3YABTATHI IIPSMO MAU KOCBEHHO
TO M3MEpEeHHe Pe3yAbTATOB IIPOLjecca  CBSI3AHBI C obecriedeHneM 6e30macHOC-
obecrreueHys 6e30IIACHOCTH He TOABKO  TH, YBEPEHHOCTH 1 AOCTOBEPHOCTHL.

Pacuér

. BbiGop Pacyé
Motusauua b nHaHcoBoi MeTpuK acuer
NpUBAEKATENLHOCTH METPUK
OcHoBHble
cTaHaapTh,
MeToponorus 6a3a Bblbopa MeTogp!
®GuHaHcoBble
CouuanbHas o
L Yenosust Bp
Bbi6opa 3aTparsl
3 KoHOMMuYecKan TpeboBaHus k
MeTpKam
Basa pacuéra
BHeapeHue
MeTPUK
OnbIT ¥ NpakTvkn CranpapTbl 6esonacHocTn
(best practice) (18027000,
_{bestpractice) |
CobicTBeHHbIil ISO17999 n mp.
nepconan WHTepHet
Komnbrotepbl
—_— BHyTpeHHan
MNpusneyéHHble
CrewmnanucTsl Bubnuorekm Npouee
\ obop
-
MatepuanbHo-
NepcoHan WH$ opmaumoHHble TexHUYeCKoe
CERLH oBecnedenme
Awnreparypa:

1. Acraxos A. HckyccTBo yrpapaeHus ”HGOpPMALMOHHBIMU prcKamMu, Mocksa,
AMK Ilpecc, 2010.

2. Meavnukos B. I1.,, Kaeitmenos C. A., Ilerpakos A. M.. Mupopmanuon-

Hasi 0e30IacHOCTb U 3amuTa HHPopMarmu, Mocksa, VI3pAaTeAbCKUIl LIeHTp
«Axapemus >, 2008.

3. Baor Aaexkces Ayxanxkoro. http://lukatsky.blogspot.com/
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COIMMALWIEHUE Ob YPOBHE OBCJZTYKUBAHUA

Auausa Ilasrosa,

IT&IS Management SRL (Pecny6auxa Moadosa)

Coraamenne 06 ypoBHe 06cAy-
xwusanus (Service Level Agreement,
SLA) sSBASETCS AOCTaTOYHO HOBBIM
AAS Hallero phiHKa mossrieM. OcHoB-
Hoe HasHayeHHe SLA — ompepeAuTn
YPOBEHDb YCAYT, OKa3bIBaeMbIX KAMEH-
Ty MOCTAaBIIMKOM COTAACHO B3aHMHOM
AOTOBOPEHHOCTH.

B HacTosmee BpeMs He CyIjeCTByeT
CTaHAAPTHBIX HOPM AASL PETYAUPOBAHUS
KayecTBa IPEAOCTAaBASIEMBIX HHPOP-
MaIJMOHHBIX CepBHCOB, 1moaTtoMy SLA
SBAATCA EAMHCTBEHHBIM ITyTeM AAS
YCTaHOBAEHHSI B3AMMHBIX [IPaB, 00sI3aH-
HOCTE}, FapaHTHUI U KOMIIEHCALIUH.

B 1T noapaspeseHusx Hauboaee
AMHAMUYHBIX M TeXHOAOTMYHBIX KOM-
[aHUA paboTaeT MHHHMYM COTPYA-
HHKOB, KOTOPbIe OCYIeCTBASIOT AL
MOHUTOPHHT H KOOPAMHAIIIO BCeX
HPOIIeCCOB, @ BCIO TeXHOAOTHYECKYIO
mopAepXKKy u passutue T mpoekTos
obecreynBaOT MpoOBafiaepsl MHPOP-
MaIMOHHbIX CEPBHCOB.

AONOAHHTEABHON rapaHTHE! BbI-
COKOTO KayecTBa COIPOBOXACHHUSI
HMHQPOPMAIIIOHHBIX CEPBHCOB SBASET-
C HaAMYHE Y TIPOBaliAepa YCAYT cep-
THdUKaTa KauecTBa, Hampumep, 1SO,
a TakKe CepTHPUKAIUM IIpoljecca
npepocraBaenust T ycayr. Ecan sxe
eme U IOTpebHTeAb CepTHPUIUPO-
BaH 1o cTaHpapram ISO mam crpour
CBOIO ACATEABHOCTb B COOTBETCTBHH

C AQHHBIMH CTaHAAPTaMH, TO BO3MO3XX-
HOCTb HEKauyeCTBEHHOTO COIPOBOX-
AGHHS CBOAUTCS IIPAKTUYECKH K HYAIO,
IIOCKOABKY 00€ CTOPOHBI OIIepHPYIOT
€AMHBIMH MOHATHAMHU H ACHCTBYIOT B
paMKax eAUHON METOAOAOTHL.
MHorue ayTCOpCHHIOBbIe KOMIIa-
U GopmupyioT SLA Ha ocHOBaHUM
OusHec-Tpe6OBaHUI  KOHKPETHOIO
KAMEHTa B COOTBETCTBUH C €ro IIOT-
peOHOCTSIMH. DKCIIepTHbIE OPraHU3a-
IIMH II0 BCeMy MHpY paspabarbiBaioT
YHHOUITMPOBAHHBIE CHCTEMBI MaTe-
PHMAABHOM OIIeHKH KayecTBa YCAYT B
cdepe UT.
Konnemua SLA aAoAXHaA BKAIO-
YaTh CACAYIOIIHE PA3ACABI:
« CopepxaHue TIpeAOCTaBAsIe-
Moro MHGOPMAIIMOHHOTO cep-
BHCa U CTOPOHBI, BOBACUECHHEIE
B COTAQIIIEHHUE;
«  Cpox AeHCTBHSA COTAAIIEHMS;
+ Mecto mpepocTaBAeHHSA HH-
popMaIOHHOTO CepBHCa;
« DBpems mnpepocraBreHMS HH-
$opMaIOHHOTO CepBCca - AHU
M Yachl MPEeAOCTaBACHHS Cep-
BHCa, BKAIOYAs TeCTHPOBAHHE,
TIOAAEPKKY M MOAEPHH3AIIUH;
« DPeraameHT poCTymHOCTH cep-
BHCa, BKAIOYAas BpeMs, IIOT-
payeHHOe Ha TeCTHPOBAHHUE,
TEKYIITYIO TIOAAEPXKKY U MOAED-
Hu3amuo. Taioke oroBapusaer-
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a)

b)

c)

d)

CSL YMCAO KOHEYHBIX ITOAb30Ba-
TeAeH yCAYTH 1 06 CAyKUBaeMOe
HAY 32A€HICTBOBAHHOE B 06CAY-
JKUBAHUH 060PYAOBaHIE;
AATOpUTM  IIpeAOCTaBACHMSA
MHPOPMAIMOHHOIO  CEePBHCA,
KOTOPBIA AETAAbHO OIIHMCHIBA-
eT IpOIleAypbl MOHHTOPHHTIA,
YCTaHABAMBAeT IPaQUK OTYeT-
HOCTH O CEpBHCE M O METOAAX
YCTpaHEeHHUs HEIIOAAAOK, YKa-
3BIBa€T CIOCOOBI MOAEpHH3a-
IT¥IM ¥ 9BOAIOLIUH CEPBICA, €CAU
€0 IIPeAOCTAaBACHHUE PACCUHTA-
HO Ha AAUTEABHBIHA CPOK;
CreruKanuy rieAeBbIX ypOoB-
Hell KauyecTBAa CEepPBHCA, BKAIO-
qasdg:

CPeAHssl AOCTYIHOCTH, BBIpa-
JKEHHasl KaK CpepHee YHCAO
c60eB Ha IIepHOA [IPEAOCTaBAE-
HIS CepBHCa;
MHHHMAaAbHAss ~ AOCTYIHOCTb
AASL KQKAOTO TIOAB30BATEAST;
CpeaHee BpeMs OTKAMKa cep-
BHCa;

MaKCHMaAbHOE BpeMsl OTKAHMKA
AASL KQKAOTO TIOAB30BATEAST;
CPeAHSSI IIPOITYCKHAsSL CIIOCO6-
HOCTb;

ITepepniBbl B mpeAOCTaBACHHU
YCAYTH: COTAACOBaHHbBIE IIepe-
PBIBBI B IIPEAOCTABACHHH YCAY-
'Yl ¥ HCKAIOUEHUS;

Ormrcanvie mAaTeXxer, CBsI3aH-
HBIX C CEPBHCOM - yCTAHOBACHHE
€AVHOM LIEHBI 32 BEeCh CEPBHUC
HAM C Pa3OMBKOM IO YPOBHSIM
cepBHCa. 3AeCh TalOKe OIpeAe-

ASIETCS OTBETCTBEHHOCTD 3aKa3-
YHKOB IIPH ICIIOAb30BaHUH Cep-
Buca (IOArOTOBKA, MIOAAEPIKKA
COOTBETCTBYIOIIMX  KOHQHUTY-
paumit o6opyaosanus, I10 nau
HU3MEHEHHUS TOABKO B COOTBETC-
TBUHM C ONTMCAaHHOM ITPOLIEAY PO
U3MeHeHHs);
OTBETCTBEHHOCTD TTOAB3OBATE-
Aedl NIPM HMCIOAB3OBAaHUH Cep-
Buca (IOATOTOBKA, TIOAAEPYKKA
COOTBETCTBYIOIINX KOHPUTYpa-
LUl 060PYAOBAHUS, IIPOrpaM-
MHOTO 06€eCIeYeH s HAU U3Me-
HEHUSI TOABKO B COOTBETCTBUH C
IIPOLIeAYPOI H3MEHEHH);
ITponeaypa paspelrenus pac-
COTAACOBaHHMM, CBSI3aHHBIX C
[PeAOCTaBACHHEM CePBUCA.
BesomacHOCTD - IpY BHITOAHEHHH
paboT BHELIHMMYU CIIELMAAKCTA-
MH H3MeHsIeTCsl YpOBeHb 0e30-
IACHOCTH B KOMITAHUY, C y4eTOM
TOTO YTO y KOMIIAHHI1 €CTh CBOH
CEKpeTbl, «HOY-Xay>>, I03BOASIO-
1Y€ OTepesKaTh KOHKYPEHTOB.

ITpu mpepOCTaBAGHUH YCAYT IIOC-

TaBIMUK MOXKET PYKOBOACTBOBATHCS

CACAYIOITMMHU BapHUaHTAMM ITOAMTHKH

B oTHOIeHun SLA:

He npumensTs;

3akarouarb SLA MHAMBHAYaAD-
HO 10 Tpe6oBaHuI0 KAueHTa (B
OCHOBHOM 3TO CaMble KPYIIHbIe
U BHITOAHBIE KAHEHTH);
33aKkA09aTh O TPebOBaHHIO
KAueHTa TUIoBoe SLA;
3axarouars THmoBoe SLA co
BCeMH KAHEHTaMH, KOTOpoe B
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9TOM CAy4Yae SIBASIETCS. HEOTH-
eMAEMBIM aTpHOYTOM AOTrOBO-
Ppa Ha IPeAOCTaBAEHHUE YCAYT;

« Ilpepsarats pAupdepennupo-
BaHHbIe BapHaHTH SLA, oTAn-
YaoIMecsl KayeCTBOM O0O6CAy-
SKUBaHUS U [JEHOM.

ITpepocTaBaenne MT-ycayr mex-
Ay CTPYKTYPHBIMHU IIOAPA3ACACHUSIMHI
KOMITAHHH AOAXKHO OBITh HAIIPaBAECHO
Ha YAy4II€HHE B3aMMOAEHCTBUS MEX-
Ay VT u 6usHec IOAB3OBaTEASIMU AASL
AOCTIDKEHHSI CTPATeTMYeCcKUX U Tak-
THYECKUX 3apad MOAb3oBaTeAei. Lle-
Ao Coraaurenust 06 ypoBHe 06cAy-
JKUBAHUS SIBASIETCSI IIPEAOCTABACHHE
KAaueCTBEHHOIO U KOAMYECTBEHHOTO
OIMCAHUS IIPEAOCTABASIEMBIX YCAYT,
KaK C TOYKH 3peHHUsI IIOCTABLIHKA yC-
AYT, TaK ¥ C TOYKY 3PEHHS KAUEHTA.

OCHOBHBIMH ~ CTpaTeru4eCcKUMH
mraramul pu paspaborke SLA poax-
HBI OBITD:

« UYerkoe ¢opmmpoBaHHe Tpe-

60BaHUM KOMITAHUH;

« YCTaHOBAGHHE IPHOPUTETOB
[IPEAOCTABASIEMbIX ~ CEpBICOB,
OKa3aHMe BHMMAHMA 3aluTe
Ba)KHBIX KOMIIOHEHTOB;

« Yerkoe ompepeAseHHEe TepMH-
HOB - ONpPEACACHHE IOHATHI,
OTHOCSIIUXCSI K Ka4eCTBy cep-
BHCa;

o Y4eT HaMAYYIIUX M HaMXYAIIHX
CLIeHapHeB Pa3BUTHS COObITHUI;

«  OmnpepeneHre aAeKBaTHOM KOM-
TeHCalllH;

o O6s3aTeAbHass MOAEpPHHU3ALMS
- YCAOBHS AOATOCPOYHBIX SLA
AOAXKHBI IIEPHOAUYECKH IIepe-
CMaTPHBATbHCAL.

ITpoaymannoe SLA sBAsieTcs BbI-
TOAHBIM KaK AASL TIPOBAfiAEpa YCAYT,
Tak M AASL KameHTa. IIpoBafipep ycayr
TBEPAO 3HAET, YTO KOHKPETHO OH MO-
JKET AATh, U TAKHM 00pasoM MOXeT He
OITacaThCsl HePeaAbHBIX 3aIIPOCOB, YAOB-
AETBOPUTb KOTOpPBIe OYAET TEXHUYECKU
HEBO3MOYKHO MAHM 9KOHOMHMYECKH Helle-
AecoobpasHo. KaveHT B CBOO ouepeab
TIOAYYaeT IIPUEMAEMBII AASI HETO TapaH-
THUPOBAHHbIM YPOBEHb CEPBHCA.

Koppekrao cocraBaennoe Co-
raameHye o6 ypoBHe OOCAY)XHUBAHUS
OTAMYAeT HECKOABKO OCOOEHHOCTeN,
TAABHAsl M3 KOTOPBIX — AOCTIDKH-
MOCTb M HM3MEPHMOCTb YCAOBHH CO-
rAAIIeHUS.

Coucox HOpMaTI/IBHOfl u Hay‘lHOﬂ AHNTEPATYPbI:

1. ITIL (IT Infrastructure Library) - 6u6anorexa un$ppactpyKkrypst HHpOpMa-

OUOHHDBIX TeXHOAOI‘I/If;I;

2. Pexomenpars E.860 “Framework of a Service Level Agreement”, 2002 r;

w

Pexomenpars E.801 “Framework of a Service Quality Agreement”, 2005 r.;

4. ETSI - EG 202 009-3 “User Group; Quality of telecom service; Part 3:
Template for Service Level Agreements”, 2002 r.
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AHANU3 YA3BUMOCTEN U UHCTPYMEHTOB
OCYLUECTBJIEHUA CETEBbIX ATAK

Bacuauii I'ycauxos, Muxaus Cmepkya
Caasanckuii ynusepcumem (Pecnybauxa Mordosa)

The counteraction problem to network attacks Is investigated. The charac-
teristic is given attacks of type DoS and DDoS, intended for a conclusion out
of operation operating system services. Questions of security of network re-
sources on the basis of tools of operating system Windows XP are considered.
KaroueBble cAOBA: onepayuoHHas cucmemd, 3auuma, cemesbie amaxi,

DDoS, DoS.

AKTYyaAbHOCTb TeMbI 3aKAIOYa-
eTCs B TOM, Y4TO HapsAy C pacTymei
HOITYASPHOCTBIO OII€PAIfOHHAs CHC-
tema Windows Bce B 6oabluelt crere-
HM IPHBAEKAEeT B3AOMIIUKOB, XaKepOB
HAM IIPOCTO AOOHTeAel paar 6asoBc-
TBa HaIlMCaTh IPOTPaMMBI B3AOMA,
BHPYChl UMEHHO AAS OTOH OIepalu-
oHHolt cucremsl. Ileabro pa6orsr
SIBUAOCDH HCCAGAOBAaHHE BO3MOXKHOC-
Tell ceTeBBIX aTak Ha mpuMmepe OC
Windows XP u paspaboTka pekoMeH-
Aanii 1o ux npeoaoaenuio. Ilpeame-
TOM MCCACAOBAHHS BbICTYTIAAH CeTe-
Bble nHCTpyMeHTHl Windows XP u ux
YA3BEMOCTH IIPH CETEBbIX aTaKaX.

KoHneuHo, cymecTByIOT BpeAOHOC-
Hble mporpaMMsl U Aast Apyrux OC,
HO UX 3HAYMTEAbHO MeHbe. [AaBHas
IOpUYKMHA 3TOMY, TO, uyTo Takume OC
kak Linux, Unix, FreeBSD u apyrue,
KaK IIPaBUAO, KOHTPOAHMPYIOTCS OIIBIT-
HBIMH aAMHHHICTPAaTOPaMH, KOTOpPbIe
IIOAHOCTDBIO  IIPOBEPSIIOT ~ paboToc-
IOCOGHOCTD KAaK BHYTPEHHEN CeTH,
TaK U Kakpo# MamuebL Kpome Toro,

ceTb MOXeT OBITH 3aIuIreHa OpaHA-
MayapOM M AQKe eCAU KaKOH-TO IIpo-
rpaMMe YAACTCS IIPEOAOAETD 3aILUTY,
AAMHHHCTPATOp Cpasdy 3aMeTHT aK-
THBHOCTH H A€TKO pa3bepercsi, OTKyAA
HCXOAUT OIIACHOCTD IO MCXOASIIEMY
ICMP nan UDP rpaduxy [S].

OCHOBHasI OIIACHOCTD TPO3HT TeM
CHCTEMaM, KOTOpbIE YIIPABASIOTCS
OGBIYHBIMU [IOAB30BATEASIMH, HX KOM-
IBIOTEPHI YACTO HE MMEIOT 3aIUTHI
HAM IMEIOT, HO He YMeIOT ITOAb30BATh-
cs csoumu GpaHpmayspamu. Kpome
Toro, komnanus Microsoft Harpapnaa
onepanuoHHyo cucremy Windows
XP oyeHp MONIHBIMH HMHCTPYMEHTa-
MH, KOTOPbIMH He CTECHSIOTCS TTOAB-
30BaTbCs Xakephl. B wacTHOCTH camas
nonyasipHas Bepcus Windows mmoa-
aepxxuBaer MexaHusM SOCK_RAW,
KOTODBIA SIBASIETCSI OYEHb MOIJHBIM
HHCTPYMEHTOM U OTKPBIBaeT GOAB-
IIIMe BO3MOXXHOCTH AASI B3AOMA.

OToT THIm ‘THe3p obecreumBa-
IOT AOCTYII K IIPOTOKOAAM Hamboaee
HU3KOTO YPOBHSI U AQXe K CETEBBIM
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untepdericam. B wacTHOCTH, B CumC-
teme Unix raw sockets moassyrorcs
HHCTpyMeHTOM getethers, mpepHasHa-
YeHHBIM AAsl cOopa HMHPOpMaLMH O
KOMIIBIOTEPAX, TOAKAIOUEHHBIX K CeTH
Ethernet. Oaun u3 mo604HbIX 9 dek-
TOB ITOAAEPIKKH raw sockets - BO3MOX-
HOCTb 3aMeHBI OOPAaTHOTO appeca B
IP- u ICMP-makerax [3].

B panexom 2001 ropy, Koraa ToAb-
KO AOAKHA OBIAQ BBIATH OIEPAIfHOH-
Has cucrema Windows, pasropeawncs
criopsl 0 ToM, Hy>kHa A B OC mop-
Aepxxka sockets raw. Toraa mpesu-
aeHT kxommanun Gibson Research
Corporation, Crus Iubcon obpa-
THACS K KoMmasuu Microsoft ¢ npea-
AOXEHHEM YOpaTh I3TOT MOIJHBIH
HHCTPYMEHT M He AAaBaTh XaKepaMm
B PYKM CTOAb MomHOe opyxue. Ho
xommaHus Microsoft He BocmpuHsiAa
CAOBA H3BECTHOTO CIIEIIMAAMCTA IIO
KOMIIBIOTEPHOM 6e30I1acHOCTH U 3a-
SIBHIAQ, UTO 3aAyMAaHHOE GYAET BOIIAO-
IIIeHO B JKH3Hb. Bo-IIepBhIX, aprymeH-
THPYIOT OHU «raw sockets ysxe Ob1A1
peaansosanbl B Windows 2000, wu,
KaK TOBOPHUTCS, HHYErO CTPAIIHOIO
He mpousomao. Bo-Bropsix, 6esomac-
HOCTb 33 CYeT OTKAOHEHHs OT CTaH-
AApTOB - HOPOYHAs IPAKTUKA>.

VIMeHHO ¢ 9TOr0 MOMEHTa IIOAb30-
BaTeau camoii momyaspaoit OC crasn
TPO3HBIM OPYXKIEM B PYKaX COOOpasu-
TEAbHBIX XakepoB. CaMu TOro He 3Has,
BBl MOXeTe OBITb OAHHM H3 BOMHOB
MHOTOYMCACHHON apPMHH, TaK Ha3bIBa-
€MBIX «30MOH>» - KOMIIBIOTEPOB, KOTO-
Pble aTaKyIoT 3aAAHHYIO Lieab [ 1].

Araxy, IpeAHa3HAuYeHHbIE AASL BbI-
BOAQ M3 CTPOSL CAYXX0 OIlepaliiOHHON
CHCTeMbl, MOAPA3ACASIOTCS Ha ABa
tima DoS u DDoS.

Ataka DoS - Denial of Service,
9TOT THUII aTaK U3BECTEH AABHO, €ro
[PUMEHSIOT HE TOABKO AAS TOTO,
9TOOBI OTKAIOYHTB CAYXXOBI MAH IIO-
AOXHUTb CepBep, HO 4acTO IPHKPHI-
BAIOTCSA TAKOW aTAaKOHM IPU B3AOME
cepBepa. ITop06HBIe AefiCTBHS Xa-
Kepbl HA3bIBAIOT <«HABOAHEHHEM>.
CepBep 3aKHABIBAaeTCS 3aIPOCAMH O
COEAVIHEHWH, IIPU 9TOM aTaKyHOILHI
KOMIIBIOTEP He OTBEYAET,  [IOCHIAQET
3aIpoC CHOBa M CHOBA. DTO IIPOAOA-
JKAETCSL AO TeX Iop, IoKa Oydep He
Oyaer mepemoaneH. Koraa ato cay-
YUTCSI COEAMHEHHE C CePBEPOM CTa-
HeT HeBO3MOKHBIM [ 1].

Ataka DDoS - Distributed
Denial of Service, siBasiercst Moandu-
kanueit DoS u oTAuvaeTcs Tem, 4TO
IIpY IPOBEACHHUH aTaKH HCIIOAb3YIOT-
CsI CKOOPAMHHMPOBaHHbIE AEHCTBUSI
MHOTOYHCAEHHBIX ~ KOMIIBIOTEPOB-
[OCPEAHHKOB, KOTOpble UIPAIOT aK-
THBHYIO POAb. AASI 9TOrO Ha MAlIUHBL
BHEAPSIIOTCSI ClIELJaAbHBIE IPOrpaM-
MBI — «30MOM>, IOAAEPKHUBAIOIIIE
CBSI3b C HEKUM YIPABASIOLINM LIeH-
tpoM. ITo ero xomamae <«30MOU>»
HauyuHaIOT reHepupoBars ICMP nan
UDP makeTsl U IIepeAaloT UX IO aA-
pecy xeptssi [1].

ITopo6HBIE aTaku ceifdac 4acTo
IPUMEHSIOTCS XaKePaMH, AQXKe CyIec-
TBYeT HETAACHDBI CEPBUC, KOTOPBHIM
MOXET BOCIIOAb30BATHCS KasKABIIL.
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Puc. 1. Ilpumep DDoS araxkn

KoneuHo, Bcero aToro He CTOWUT
OIAcaTbCs, €CAM YCTaHOBUTb U 06-
HOBASITb Ha KOMIIbIOTEpE aHTHBHPYC-
Hble CHCTeMBI u OpaHaMayasp. Taxkum
06pasoM, MOXHO Ha 90% HCKAIOUHTD
BO3MOXXHOCTb TOTO, YTO KOMIIBIOTEP
CTaHeT ellle OAHOH 60eBOI eAMHHILIeH
apmun «3om6u». Ho, B npunnumne,
AT06011 XaKep MOXKET BO3AEHCTBOBATb
Ha IIePCOHAABHBII KOMIIBIOTEDP IIOAb-

30BaTeAs Ha elle GoAee HU3KOM YPOB-
He - pa3paboTaB ApailBep, KOTOPBIH,
O CyTH, GyAeT TPOSHCKOI IIporpam-
MO, OTKPBIBAOIeH AOCTYII K HHPOP-
Maruu u pecypcam. Fimenno mo aroit
IpUYUHE AASL OOecCIedeHMs yBepeH-
HOocTH B 100% 3amuTe KoMIbioTepa
peKOMeHAyeTCsl IpHOOpeTaTb M yc-
TaHABAMBATb TOABKO AHMII€H3HOHHOE
[IpOrpaMMHOe obecreyeHue
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3. P. Oacenmurep, T. Ax. Bear. Windows XP Professional. AamusucTpuposa-
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PACCNEAOBAHUE KOMIbIOTEPHbIX
NMPECTYMJIEHWUW B COEPE SJIEKTPOHHOW
KOMMEPLUWU U NEKTPOHHbIX
NNATEXHbIX CPELCTB

Hean Babenxo,
aKcnepm (Pecny6auxa Moadosa)

This article will provide a general overview on electronic commerce crimes
investigation and on related Forensic. Also, you can find here general inves-
tigative methods and improvement recommendations at the level of issuing

companies, and at the state level.

C passurneM HHGOPMAIMOHHBIX
TEXHOAOTHH M KOMMEpPYeCKHX OTHO-
IeHMH NPHUBBIMHBIE HAM AEHEXHbIe
OIepaly IEPeXOAAT B OJAEKTPOH-
HBIA (OPMAT, IIPEAOCTABASSL YEAOBEKY
YAOOHDBIA U 9pPEeKTHBHDBIN HHCTpPY-
MEHTapHi 3AeKTPOHHOM KOMMEPIIHH.

Aaexrponnas kommeprus (IK)
- TIPeATIPHHHMMATEABCKAs AeATEAb-
HOCTD IIO OCYIIeCTBACHHIO KOMMep-
9eCKMX OIlepaljuil C HUCHOAb30BaHH-
€M 9AEKTPOHHBIX CPeACTB OOMeHa
AarubiMi. K 06bexraM aAeKTpOHHOM
KOMMEPIIMH ~ OTHOCAT  Pa3AMYHbIC
TOBaphl, YCAYTH U uHHPopManuoo. B
Kayecrse OCHOBHOTO IIAATEXHOTO
HMHCTPYMEHTA HCIOAB3YIOTCS, SACKT-
POHHBIE ACHBTH.

daexTponnsre Aenpru (IA) —
9TO AEHEXHBIE O0S3aTeAbCTBA IMH-
TEHTa B 9AeKTPOHHOM BHAE, KOTOpEIe
HaXOASTCS Ha IAeKTPOHHOM HOCHTEAR
B PACIIOPSDKEHNH ITOAb30BaTeAS], 6a3u-
PYIOTCS Ha He MeHbIIeM KOAMYeCTBe
MPAOUYUOHHbIX ACHEXHBIX CPEACTB,
HaXOASIIEMCS B PACIOPSDKEHUH 3MH-

TeHTAa M TIPHHUMAIOTCA B KadecTBe
OITAQTHI TPETHUMH AMIIAMH.

ITo pannsiM oTyéra IC3 32 2008 1.
OCHOBHasI 9aCTb KHOePIIpeCTyIIAeHH I
(0x0AO 92%) TIPOMCXOAST C HCTIOAD-
30BaHMEM HHCTPYMEHTAPHS JAEKT-
POHHOM KOMMEPLIUH.

Kak cpeacTBO AAS cOBepIIeHHS
npecTynaeHus O/ MOXHO Pa3AeAUTD
Ha 3 yCAOBHbIE IPYTIIIBL:

- IAACTHKOBbIE Ae0eTOBbIE HAM
KpeauTHBIe Kaprel. ObbiuHo
CAYHAMN. 3AOYMBILUACHHUKAM OASL
cosepuieHUs npecmyneHuii ¢ 6am-
wosckumu cuemamu. dawe scezo
makue npecrmynienus 3ampazu-
A0 OTMHOCUIMEALHO MAAOE HUC-
A0 ROCMPAOABLALX, HO NPU IMOM
yiyep6 Ha  00Ho20 nocmpadas-
wezo0 cocmagAsiem 00CMAamo4Ho
KpynHvle cymmbt dexez.

- BaArThHI cucreM AAg MHTep-
Yawe 6cez0
UcnoAv3ylomes  0As  pasosvlx
naamexceti npu MouleHHUYeCmse
8 Cemu, a makxe rs cokpbi-

HeT-MAATeKeMn.
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mus credos Kubepnpecmynieruil.
3decy npecmynnuxam nomozaem
BO3MONCHOCL ABMOMAMUIAYUL
mpan3akyut, a maxie KoHPu-
OeHYUALLHOCIY OMKPbIBAEMBIX
8 MAKUX CUCIEMAX CHEMOB.
mukpomaarexu; Hcnoavsyromes
OAS MACUMAGHBIX 1O KOAUHECBY
noCMpaoasiuux npecmyneHt, Ho
HPU IMOM C MUHUMANGHBIM YiLjep-
Gom 1 00HOIL JHcepmBbl, pezuci-
Payus makux mnpecmynienuii u
obpawyenue nocmpadaguiezo 6 npa-
B00XPAHUMIEALHbIE OP2aHbL NPOUC-
xodum pedxo. Ho, mem e menee,
no obuyeii cymme derez npecmyn-
AeHue modtem Bvimp docmamouHo
KPYNHbIM U SHAUMBIM.

OTAMYMTEABHBIME YepTaMU  KH-

GeprpecTyraeHuit B obaactu DA u

OK saBastrorcs:

IleA€HAIIPaBACHHBIN XapaKTep;
OpPraHM30BAHHOCTb M BbICOKAS
KOOpAMHAILIUS TIpU COBeplle-
HUM NIPECTYIACHUS;
IPYTIIOBOM XapaKTep;
MEXAYHApOAHBIN COCTaB, Kak
MPEeCTYIHON TIpPYIIbl, TaK U
ITOCTPaAABUINX;

IIOYTU BCETAd, MpeANpHHHMA-
IOTCSL AGMCTBHS 10 COKPBITHIO
CAEAOB ITPeCTYIIACHNS;

Jaige BCero, TpeHYT 0COBbIX
3HAHUM M HaBBIKOB, 9aCTO OA-
HUM M3 COYYaCTHUKOB SIBASICT-
Csl 3AOHAaMEPEHHbIM MHCANAED,
a TaKKe OCYIIeCTBASETCA KBa-
AMQUIMPOBAHHOE IOpUAUYEC-
KO€e COTIPOBOXKAEHUE;

TPYAHO AOKA3aTh IMPECTYIHBIN
COCTaB AEWCTBUM, AQXKe €CAU
9TH OHH HOCAT SBHO aCOIMaAb-
HBIF1/ IIPECTYIHBLI XapaKTep;

Hesosmoxxuo AQTb HCYEPIIbIBAIO-

LIHIT IIepedeHb CII0CO60B COBepIIeH st

npectyraeruit B obaact DK u DA, Tak

KaK HapsAy € H3BECTHBIMH CHOC06aMI/I,

IIOCTOSHHO ITOSABASIIOTCS HOBBIE, 6oaee

H30IIPEHHbIE ¥ KOMOMHUPOBaHHOE KIC-

IIOAB30BaHKE U3BECTHBIX CIIOCOOO0B.

PaccmoTpuM mepeveHs Ham6o-

A€€ YacCTO BCTpEYAIOMHUXCsl Ipe-

CTYIACHHM:

$UIIMHT - TIpeACTaBAsieT IIM-
POKHUI CIEKTpP MPEeCTYIACHUM.
HcrioapsyeTcst B KadecTBe OC-
HOBHOTO MAY BCIIOMOTaTEABHO-
IO CPeACTBA B ITOAABASIIOIEM
OOABLIMHCTBE CAy4aeB
$asbcuPUKaIKA IAEKTPOHHBIX
MAQTEXHBIX CPEACTB;
MOIIIEHHHUYECTBO C MCIIOAb30-
BaHHEM ITAACTUKOBBIX KapT;
yaaséunpnit HCA x cepsepam
MAATEXHOM CUCTEMBI M AOCTYII
C VICITOAB30BaHHEM CAyXeOHO-
I'0 ITIOAOXKEHHS;
mepexBaT TpapuKa, 4YTeHHE
IIOYTBHI, a TAKKe BUPYCHI M TPO-
SIHCKUe TIPOIpaMMbl AASL c6Opa
MAQTEXHON MHPOpMALUM U
KAIOYEH AOCTYIIa;

CKUMUHI — HOAy‘leHI/Ie AQHHBIX
IIAAQCTHKOBBIX KapT IIOCPeAC-
TBOM (QU3UYECKON YCTaHOBKHU
Ha 6aHKOMAThl CIIeIJMAABHBIX
HaKAAAOK AASL CAMTHIBAHMS AQH-
HbIx KapT 1 PIN-k0A0B;
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. B3AOM I/IHTepHeT-MaI‘aBHHOB nu
MAOXO 3aIUINEHHBIX ITAATEX-
HBIX CUCTEM;

+  ¢uxTHBHBIE TOKyNKH B MHTEp-
HEeT-Mara3vHax U -Ka3WMHO;
AEraAM3aLlsIHE3aKOHHO IPUO6-

PETEHHDIX ACHEXHBIX CPEACTB;

e cOOp U TOProBASL KOHHAEH-
IIMaAbHOM HHOpMaIMed HAU
HE3aKOHHBIMH TOBApPaMH H

YCAyTaMH, HCIIOAB3YsI CcepBepa
crpaHsl ¢ 60Aee "CBOGOAHBIM”
3aKOHOAATEABCTBOM U IIPABO-
BO¥ 06CTaHOBKOIA;

o IpecTyIHas HeOPEeXHOCTh HpU
$YHKIMOHMPOBAHUH TOYEK IIPO-
Ak JK;

e IPOAKA 3aBEAOMO HEKauecT-
BEHHbIX/He COOTBETCTBYIOIINX
OIIMCAHUIO /HECYIeCTBYIOLIVX
TOBApOB;

Y MHOTHE APYTHE BUADI K IIOABUABL
MPECTYTACHUH ...

OCHOBHbIM MOMUBOM AASL PACCMAT-
PpHBaeMOTO KAACCa MNpPEeCTYNACHUHI
SIBASIETCSI MATEPUAABHASI 3aMHTEPeCco-
BAHHOCTD 3AOYMBIIIACHHHUKA. ApyTie
MOTHBBI HE MCKAIOYAIOTCs, HO dYalle
BCero OOGBEKTOM SBASIOTCS HUMEHHO
AEHBI'H, AM0O TOBapbl M YCAYTH KOTO-
pble MOXXHO IPHOBPECTH IIYTEM 3A0-
HaMEePEeHHBIX ACHCTBHI.

OPM 1o KubepIrpecTynAeHusM,
COBEPUUAIUUMCS NPU  NOMOUYU  KOM-
MYHUKAYULL U KAHAAO8 CBS3U YOAAEHHO
MOTYT COAEPXKATb:

1. HMccaepoBaHue 1 mepexsar Tpa-

¢uKa 10 yCTaHOBAGHHBIM KaHa-
AaM CBSI3H;

2. Tlomck cAepOB Ha cepBepe H CHC-
Teme (MecTe npecTyTiAeHus);

3. YcTaHOBAGHHE MHBIX KOMMY-
HUKAIJMOHHBIX CPEACTB, BOB-
AEYEHHBIX B HpeCTyHAeHI/Ie]

4. YcraHoBAeHHE IIPUHAAAEXK-
Hoctu IP-appeca mam pomeHa
3AOyMbIIHAeHHI/IKa ;

S. Tlomck cAeAOB TOATOTOBKH IIpe-
CTYIIACHHMS BO BHEIIHEHN CPEAE;

6. YcTaHOBA€HHWE AHI] HMEBIIUX
AOCTYII K cHcTeMe, AH6O pac-
[TOAAraBIINX CBEACHHMAMU O He-
AOCTaTKaX CHCTEMBI;

7. YcraHoBAeHHe TeKyIero Mec-
TOIIOAOKEHHUSI HE3aKOHHO I10-
AY4EHHBIX ACHEKHBIX CPEACTB
U IPOBepKa IIeIIOYKU Ollepa-
UM, COBEPUIEHHBIX C HHMU
HOCA€ [IPEeCTYIIACHHS;

8. TIpu HeOb6XOAUMOCTH, PACCAEAO-
BaHHE IIPECTYTIACHUSI B MEXAY-
HapOAHOM MacuITabe, eCAU ecTh
HPI/I‘{I/IHI)I IIOAAraTh, 4TO Hpe‘
CTYIIHHK ACHCTBOBAA HE TOABKO
B PaMKaxX FOCYAAPCTBa, a 1 33 er0
HpeAeAaMIl, OOBIMHO TaK U Ipo-
HCXOAUT B CAyYasiX KpPYIIHOTO
MOIIIEHHMYECTBA ¥ XUIEHNS.

OPM 1o kubeprpecTymAeHHsM,

COBEPUIAIOUUMCS NPU PUIUHECKOM KOH-

makme ¢ 060pydosaruem uU KOMMY-

HUKAYUOHHDIMU CEMIMU NAAMENCHDIX

CUCMEM, MOT'YT COAEPKATb:

1. amaAu3 cucTeMbl IIPOITYCKOB U
CHCTeMBI CAEXeHHs 3a 000py-
AOBaHMEM, IPY MX HAAUYHUH;

2. TIOHCK CAGAOB Ha CepBepe W B
CHCTEME;
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3. aHAAU3 NPEAIIeCTBYIONUX HH-
LIMACHTOB, 3aperHCTPHUPOBaH-
HBIX B ITAQTEXXHOU CUCTEME;

4. uccAepOBaHHE, OCTABAEHHBIX

Ha MeCTe IPECTYIAEHUS CAe-
AOB MOHTaXXa, 000pyAOBaHUS,
HCXOASIIIUX KAHAAOB ITePeAadr
AQHHBIX;

S. mccaepOBaHHE BeIjeCTBEHHBIX
AOKA3aTeAbCTB H, B CAydae €CAH
OHU OBIAM IIPOHM3BEACHBI IPO-
MBIIIACHHBIM ITyTEM, YCTaHOB-
A€HHE IIPOU3BOAHUTEAS;

6. YCTaHOBAGHHE AMI], UMEBIINX
OTHOIIEHHEe K paspaboTKe all-
[aPaTHO-TIIPOrPAMMHOTO KOM-
IAEKCA AASL PAOOTBI IIAATEKHOM
CHUCTEMBL.

IIpepoTBpamenne npecTynseHui

B DK Moxer ObITh OYeHb 3P PeKTUB-

HbIM HPI/I HUCIIOAB30BaHUU 06HH/IX nu

CTIEHAABHBIX CTAaHAAPTOB (crmandap-

mut cepuu ISO/IEC, PCI/PADSS, PCI

PED u m.d.). AAs BCex pecTyIAeHuit

B OK BHeppeHHe CTaHAAPTH3AIUH MO-

JKeT 3HAYMTEABHO CHUBHUTD PHCKHU BO3-

HHKHOBeHHs HHIMAeHTOB. Ha yposHe

FOCYAApPCTBa 3TO AOAXKHO PeIIaThCs

NPHHSITHEM HAIJMOHAABHBIX 3aKOHOB

006 peraaMeHTAIUK OTHOLIEHHN B 00-

Aactu DK u 3aKkoHOB, Kacarommpxcs

HHPOPMALMOHHOM 6e30MacHOCTH B

COOTBETCTBUH C ACHCTBYIOLMIMMH MEX-

AYHapOAHBIME cTaHAapTamu 1 Kos-

Bernueir Cosera EBpomnst mo 60opnbe

C KUOEPIPeCTYIHOCTHIO.
3KasroueHne

AAst 60pbOBI € IPECTYHMHOCTHIO
B chepe DK naaméxmcnoim cucrmemam
u Gamnkam Heob6XOAUMO 9PPeKTHBHO
BHEAPSITb OOLIeOTpacAeBble U BHYT-
peHHIe KOPIIOPATHUBHBIE CTAHAAPTHI
6e30I1aCHOCTH M IIOCTOSIHHO ~OCYy-
I[eCTBASITD KOHTPOAb KOHQUAEHIIU-
AABHOCTH, IIeAOCTHOCTH, AOCTYIIHOC-
TH U ayTeHTUUKALMK [IpH paboTe ¢
uHdopManiesf, a TaKkKe PeryAspHO
MPOBOAUTD BHENIHWN M BHYTPEHHUHI
ayAuT 6e30MacHOCTH U TUIATEABHO
PpaccAeAOBaTh KaXKABIA HHITMAEHT.

B z0cydapcmeennvix macumabax He-
00XOAMMO 103260TUTBCSL O MPABOBOI
CHTYAI[HH, A TAKOKe BBIBECTH IIPOLIEAYPY
PpaccAeAOBaHUS TIPECTYIIACHHI B cdepe
9K Ha AOAKHBIH ypOBEHb, YTO IIOMO-
JKeT IIOBBICHTb MX PACKPbIBAEMOCTD, a
TAIOKe CHUBUT CKPHITYIO IIPECTYITHOCTD.
A MeXAyHapOAHOe COTPYAHHYECTBO B
cdepe paccAeAOBaHIS KUbepIIpecTyI-
ACHUIT MOXET 3HAYUTEABHO IMOBAMSTD
Ha 9pPeKTHBHOCTb PabOTHI II0 PACKPBI-
THIO MPECTYIACHH.

Awurteparypa
1. 3akon PM Nr. 284 ot 22.07.2004 06 9AeKTpOHHOI TOProBAe
2. IOpacos A.B., OCHOBbI 2A€KTPOHHOM KOMMepILIUH. YaeOHHUK AAst By30B. Teae-

koM, 2008.

3. Esmoduenxo. A., ITaactuxossie Kaprouku — oauH u3 cioco6os IurepHer-Mo-
wreHHuyecTBa http://www.ase.md/~osa/publ/ru/pubrul07/Evtodienco_D.pdf
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PA3PABOTKA CUCTEMbI OBECMNEYEHUA
WHOOPMALMNOHHOW BE3OMNMACHOCTU

Hpuna Basuna, Cmanucaas Ilanuéxun,
Caasanckuii ynusepcumem (Pecnybauxa Mordosa)

Problems of maintenance of information safety and system engineering of its
protection, various variants of management by access to the information are

investigated.

AKTyaABHOCTD BBIGPAHHON TeMbl
00yCAOBAEHA TeM, YTO 3alliTa KOH(U-
AEHLIAABHOM M IleHHOM HH(pOopMalu
OT HECAHKIIMOHMPOBAHHOTO AOCTYIIA H
MOAUGUIKAIMY  IIpU3BaHA 0becIeunTd
PpellieHre OAHOM 13 HAOOAee BAKHDIX 33~
A4 3AINUTHI MMYLECTBEHHBIX [IPaB BAQ-
A€ABLIEB 1 IIOAB30BaTeACH KOMIIBIOTEPOB,
3aIMTy COOCTBEHHOCTH, BOIAOLIEHHYO
B obpabarbiBaeMoit HHPOpMALMU OT
BCEBO3MOXHBIX BTOPXKEHUI M XUIIICHHH,
KOTOpbIE MOT'YT HAHECTH CyII|eCTBEHHBIN
OKOHOMMYECKMI M APYTOM MaTe€pUAAb-
HbIi 1 HeMaTepHaAbHbI ymep6 [ 1, 2].

IleAbr0 SBASIAOCH HCCAEAOBaHHE
npobaeMbl  obecredeHust HHPOPMa-

ES [napnan kHonounan qopma

nuonHoit 6esomacHoctr (MB) kom-
[AHUM ¥ Pa3pabOTKa CHCTeMbl eé
3amursl. HoBH3Ha paboTsl ompepeast-
€TCsI TeM, YTO BHEAPEHHIO MPOLIeAYP U
HOpM IO obecredeHUI0 6e30macHoC-
TH MHQPOPMAIMOHHBIX IPOLIECCOB Ha
IPeAIPHATHH OYAET CIOCO6CTBOBATH
paspaborannas Basa aammex (BA)
OpTraHH3aI|MH AOCTYIA K KOH(HAEH-
IJMAABHOM MHPOPMAIIUU COTPYAHHUKOB
(Puc. 1), B KOTOPOH KaXKABIH YpPOBEHb
AOCTYIIa PACIIO3HAETCSI KAK yUeTHAs 3a-
IIMCh U e 3aAAHBI COOTBETCTBYIOILIHE
Hacrpoitku 6esomacoctn (Puc. 3).
KaxxpoMy ypoBHIO IIpHCBOEH CBOH Ia-
poab (Puc. 2).

AT JOCTWIE K K 0H(17M,ﬂ'é.‘HL.‘M6ﬂbH

HMaentudrkaymontoie
AaHnbie JocTyn

VidopMaLLHa 0 COTpY AHHKAH

YpoBau gocTyna

KOoppexT1poBKa naponei

MpocroTperTe
OTYET goCcTYna
no
noApasAeneHusm

rpagauua
NPHOPHTETOB
AocTyna

MpocMoTp oT4eTa o AocTyne
COTPY AHWKOE

Puc. 1 TaaBrasa ¢opma BA oprammsanum A0OCTyna K KOHQHAEHIHAABHOMH
HH}OpPMaNMH COTPYAHHKAM
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B Cotpyanmemfloctyn : Tabamua

KopgHoctynaCo|Kog cotpynHuk

KogHocTyna Mapone

[SREET RN — |

L E L) R —

1 145k78p2
2 e25089t3e
2 e2689t3e
B 1r2h5463
2 e25893e

Puc. 2 Tabanna «Corpyaunxu. Aoctyn> ($pparmenr)

| | Koaflocryna | Onwcanve sagawu |

JameTkn

[ 3R MrHIMANEHEIR

co,

OrpaHHyeHne A0CTYNA NONL30EATENRH K ONEPALUMAM HAA A0KYWMEHTAMM M CIPABOYHUKAMM, 3 TaKKe K

NOrHYBCKHE PABOMME MeCT

“ 2 HacTauHelf

nonam) W Cnp; I

yepes cUCTEMy

Boamoxna pabota © KOHPHARHUMANLHEIMM BOKYMEHTAMM N0 YKaZAHMKD

- 3 OrpaHHyeHHEIR

ﬂ*

DocTyn K KoHt Ly

71
NPHEKAETHH

PATOP CHCTEME KOHTRONMPYET LITATHEIE NONE30EATENE CKUE KOMAHAHEIE HHTEPNPETATOPE,
OrPaHMYHEARA BOSMOKHOCTH NONLZ0BATENA 3AMHCAMK B Paine "MAaKCHMANkHEIE NPHEMNETHK'

Puc.3 Onncanne ko A0B pocTyna (BbI60podHO)

AHaAM3 COBpPEMEHHBIX TEXHOAO-
THH 3aIIMTBl MHGOPMAIIMH IIO3BOAS-
er paspaboTaTh PEKOMEHAALMH IIO
COBEpIIEHCTBOBAHHIO CHCTeMBI 6e30-
TaCHOCTH ITPeATTPHATHS:

1. AAMHHUCTPHpPOBaHHE YCTaHO-
BOK ¥ OTPaHMYEHHI PabOTHI IIOAB30-
BaTeAeM: CPeACTBAMHU OIEPALMOHHOM
CHCTEMBI, CIIeIJHaAbHBIX IPOTPaMM U
yruant regedit.exe u XP Tweaker- Ha
pabouux craunuax (PC) Bcex cotpya-
HHKOB — IIPOIIMCATh y4ETHbIE 3aMHCH
TIOAB30BaTeACH, OTPAHMIHTD AOCTYTI K
AVICKaM M MEHIO 3aAa4 H AD.

2. TlocTOSIHHDIN KOHTPOAD 3a AGHC-
TBISIMU COTPYAHMKOB IIpH 06paboTke
uHpopmaruu 3a ITK: KOHTpoAb ByaaaéH-
HOM pexxiMe paboTsi 3a PC, sarryck mpu-
AOXKeHHH, copep>xumMoe bydepa oOMeHa,
CeTeBble IIOAKAIOUEHHS U AD.

3. Hcmoab3oBaHHe BO3MOXKHOC-
Tell COBPEMEHHBIX KpHUIITOTpadirdec-
KHX CHCTeM — Ha cepBepe FOAOBHOTO
odurca exepHeBHOe MHUPpPOBAHHE U

OOHOBACHHE AOTHYECKOIO AMCKA AAS
XpaHEeHHMS CBOAHOH OTYETHOCTHU PUp-
MBI, TI0 TPEOOBAHUIO — IPOU3BOAUTD
mudposanue Tekcra u (MAM) daiiros
py 0OMeHe AAHHBIMH C YAAAEHHBIMU
MIOAB30BATEASMH.

4. YcTaHOBHMTD Ppa3pabOTAHHYIO
CYBA HacTpoek Y4YETHBIX 3armuceit
BCeX COTPYAHHKOB, IMEIOIIMX AOCTYTI K
CPeACTBaM BbIMHUCAMTEAbHOM TEXHHUKH.
KoppexrupoBarb HacTpOHKH IO Mepe
yBoAbHeHs1/ IpuéMa Ha paboTy Ho-
BBIX pabOTHHKOB,/ U3MEeHEeHMI1 B IITaT-
HOM PacHMCaHuM U T.A. Pasrpanuuntsd
7 YPOBHEM AOCTYIIa OT MUHMMaABHOTO
AO TIOBbIIIEHHBIX TPUBUAETHIL.

Ha ocHOBaHUM BbIITOAHEHHBIX HC-
CAEAOBAaHMI MOXKHO CAEAATDH CAEAYIO-
I¥ie BHIBOABI:

I. B obaactu moHuMaHus HHPOP-
MAaI[IOHHO¥ 6€30IIaCHOCTH - Ha CEIoA-
HSIIHUI A€Hb HA PbIHKE OTCYTCTBYeT
nonumanue VB kak TakoBoit. O6bru-
HOo VB CcBOAMTCS K KOMIIBIOTEpHOM
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6esomacuoctu. Ilpn pemenun, Kakue
YCAYTH IpeAAAraTh HEOOXOAMMO IIPO-
BECTH IPEABAPUTEAbHbBIE MAPKETHH-
rOBbIe MCCAGAOBAHHUS U BBLICHUTD, Ha
4TO OpHeHTUpOBaThCs [4].

II. CAeacTBIIEM HI3KOTO YPOBHS pas-
BUTHS MHQOPMAIJMOHHBIX TeXHOAOTHI
SIBAIETCSL OTCYTCTBHE OOeCIedeHus HH-
¢opMarroHHOI 6e30IacHOCTH 6U3HeCa.
OT0 MPUBOAWT K TOMy, 9TO GOABLIMEHC-
TBO (GHUPM SBASIOTCS MOTEHIMAAbHbIMU
LIEAIMH AASL YMBIMIACHHOTO IIOCTOPOH-
HEro BMEIIATEAbCTBA B X HOPMAABHYIO
ASTEABHOCTD, CO BCEMU BBITEKAIOIIVIMI
OTCIOAA TTIOCAGACTBHSIMH.

III. TTpu opraHusanuu paboT 1o
COBEpLIEHCTBOBAHMIO HHPOPMALIMOH-
HO1 6€30IIaCHOCTH HeOOXOAUM aHAAU3
KAHEHTCKO 6a3bl - [IPY BHEAPEHUH Ha
MOAAQBCKHIT PBIHOK YCAYT, CBSI3QHHBIX
¢ MHGOPMALIOHHON 6€30MaCHOCTHIO,
HEOOXOAUMO 9EeTKO HPEACTABASITD, Ha
KaKOH KPYr MOTpeOHTeAell MOXKHO
OPHEHTHPOBATHCSL

IV. OpHMM 13 OCHOBHBIX TpefoBa-
HHIT K pOopMUpyeMOii CHCTeMe YIIpaB-
AeHHS 6e30TIaCHOCTBIO CeTell SBASeTCS

TO, YTO AAHHASI CUCTEeMA AOAYKHA OBITh
TIPAKTHIECKH ACHCTBYIOIIEH U CIoco6-
HOM BbIABASATb BO3MOYKHbBIE COOBITHS
6e30aCHOCTH, pa3pabaTbiBaTh CBOe-
BpPEMEHHble MEpONPUATHS IO CHU-
SKEHHUIO YIPO3 YHHYTOXXEHUs BaKHON
MH(OPMALIK U BBIBOAY M3 pabOTBI CUC-
TeMBI B LIeAOM, BEPOSITHOCTH HACTYIIA€-
Hust c60eB B paboTe HHGOPMALIIOHHBIX
TEXHOAOTHH, PHUCKOBBIX COOBITUI UAK
MHHMMU3ALIHI TOCACACTBHI [ 3 ].
V.IIpu BHEApeHMH pa3pabOTAHHbIX
HegOpMaAbHbIX (MpOrpamMMHO- amma-
PaTHBIX) Mep 3amuUThl 1o obecrede-
HUIO MHPOPMALMOHHON 6e30macHoc-
TH IPEATPHSITHS CAEAYeT IIOMHHTE,
YTO OHM AOAKHBI OBITH COBMEIIEHBI C
$usmueckumu (TiperATcTBHE — Orpa-
HHYEHHe AOCTYTIA Ha TIPEAIPHSTHE) U
¢ popmasbubIME cpeacTBamu. K HuM
MOKHO OTHECTH: OpIaHHSALJHOHHbIE
(peraamenTanmst paboTbl COTpyAHH-
KOB), 3aKOHOAATeAbHbIe (IPHHYXACHHE
B COOTBETCTBUH C 3aKOHOAATEAbCTBOM
PM, MexXAyHapOAHBIMU COTAQIIEHMS-
MH) ¥ MOPAABHO — 3THYECKHE CPEACTBA
samuTs! nEGopMarmu (mobyxaenue).

Amwnteparypa:

1. Tlaaroxos B.B.IIporpamMMuo-ammapaTHsie CpeACTBa obecredeHyss tHPOpMALU-

OHHOI1 6€30TaCHOCTH BbIMMCAUTEABHBIX ceTeil. - M.: Akapemus, 2006.-240c.
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30IIaCHOCTb U 3amuTa nHopManuu. - M.: Axapemus, 2008.-336c¢.
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KNACCUOUKALUA NUHCAUOEPOB

I'puzopuii Bopma,

Moxrdascxas Dxonomuneckas Axademus (Pecnybruxa Mordosa)

The aim of this article is to study the ways of classifying insiders into different
categories. Persons who give confidential information away from the com-
pany they work in are the object of this article.

ITpakTHyecky Tpu YeTBEpPTH Ipe-
cTymaeHMit B cdepe MHGOpPMAIUOH-
HBIX TEXHOAOTHH IIPUXOAMTCS, IIO
CTAaTHUCTHKe, HA BHYTPEHHUE YTPO3bL
ITostoMy obecredeHue BHYTpeHHeM
0€30MacHOCTH CTAaHOBUTCSI OAHOM H3
NPHOPHUTETHBIX 33Aa4 IPAKTUYECKU
AIO60TO yUpEKAECHMUS.

IleAbto AQHHO PabOTHI SIBASETCS
HCCAGAOBAHHME METOAOB PAa3ACACHHS
BHYTPEHHHX HapyIIUTeAeH Ha IPYIIIBL.

OOBEKTOM HMCCAEAOBAHUS SIBASI-
IOTCSL AMIIA ITPEAHAMEPEHHO UAM He-
IpeAHaMePEeHHO BBIAAIOIINE HHPOP-
MAIIHI0, AOCTYIIHYIO Y3KOMY KpYTy
AMI] BOBHE.

WHucatipep — paboTHUK OpraHu3a-
IIMH, UMEIOIHI AOCTYI K KOHQUACH-
IIMAABHON HHQPOPMAIIMH, HEAOCTYII-
HOHM APYTHM AHMIIAM, UAU IIMPOKOMY
Kpyry Auil. Takke, CAOBO MOXeT He-
CTH HeraTHBHbII oTTeHOK. Hampumep,
AHIIO, OITyOAUKOBaBIIee KOHPUAEHIIU-
AABHYIO HHQPOPMAIIHIO, HAU MEePeAaB-
IIee eé AMI]aM, He MMEIOIIMM AOCTYII K
AQHHOI HHPOPMAITHHL.

Buab! nHCaFiA€pPOB IO IIpecAepye-
MBIM IeASIM:

- Henpepnamepennsie nncaiipe-

258

- MHcnoabsyiomue IIOAHOMOYHS
U AOCTYII B ANYHBIX II€ASIX

- Ilpoparomue KOHPHAEHIIUAAD-
HYIO HHPOPMAIIHIO BOBHE

- Camu HCHOAB3yIOLIUE AOCTYII
U TIOAOXKEHHE AASl ITOAYYEHHUS
MAaTepUAABHBIX BBITOA

HenpepnamMepeHHBIX HHCAaHAEPOB
MOXXHO IIOAPA3AEAUTD Ha:

- Manunyaupyembix

- CaMOCTOSITeABHBIX

OG6e 9TH KaTeropuu IMpPOSIBASIOT
HEOCTOPOXXHOCTb IIO OTHOIIEHHIO K
nHpopManun. B mepsom cayuae cy-
IeCTByeT KaKoM-Au60 ABIDKYIUH Me-
XaHHM3M, BO3MOXXHO, OCYILIEeCTBASETCS
IOIBITKA AOCTYIAa K KOHKPETHBIM
AaHHBIM. Bo BrOpOM caydae pabor-
HUK CaM BBIAAET KaKHe-Au60 AaHHbIE,
KOTOpbI€ 3AOYMBIIIACHHUK BIIOCAEAC-
TBUM «HaXOAMT>». K AaHHBIM KaTero-
PpHUSAM IPUMEHHM TePMUH <« COIJHAAD-
Hasl HEDKEHePHs>.

Mcnoap3yomux IOAHOMOYMS H
AOCTYII B AMYHBIX IJeASIX MOXHO IIOA-
Pa3ACAUTD Ha:

- JKeaaromux OTOMCTUTD

- Aro6onpITHBIX

K mepsoit xareropuu MOTyT OT-
HOCHUTbCSI YBOACHHBIE UAU KAKUM-AU-
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60 APYTHM CIIOCOOOM yIeMAEHHbIE
paborrukn. OOBIMHO, AAQHHBIT BHA
3AOYMBIIIACHHUKOB CTPEMHTCS Ha-
HECTH KaK MOXHO GOABIINIT BpeA KOM-
IaHHY,  He IIOAYIHUTD KaKue-An60 Ma-
TepUaAbHbI OAara vau nexHocr. Ko
BTOPO¥ KaTerOPUU OTHOCSTCS AIOAM,
IpeAHAMEPEHHO 3A0YIIOTPeOASIOIITe
CBOMMH IOAHOMOYHSIMH C IJEABIO IIO-
AYYEeHHS AOCTYIIA, KAK K KOPIIOPaTHB-
HBIM, TaK U AWUYHBIM TallHaM KOAAET.
Yacro, mpepcTaBuTeAn OGOHMX Kare-
TOPHM IPECAEAYIOT B KadeCTBe I[E€AR
HOBBIIIEHNE YYBCTBA COOCTBEHHOIO
AOCTOMHCTBA.

PaboTHHKY, IpoAaroInye KOHQH-
AEHIIMAABHYI0 HHGOPMALMIO BOBHE,
SIBASIFOTCSL KAQCCHYECKUM IPHMEpPOM
HHCalAepoB. VX MOXXHO HOApasae-
AWTbH Ha 2 THIA:

- MoruBupoBaHHbIe

- Ilaanmpyromye MCIOAB30BaTh

uHpOpMALIUIO

K nepBoMy THITy OTHOCSTCS AIOAH,
HOAYYMBIIME KOHKDETHBIE IIPEAAO-
JKEHHsS II0 IIOKyIKe HHQpOpMaIMu.
IIprMepoM MOXeT CAYKHUTD ObIBLIHIL
COTPYAHMK AMXTEHIITENHCKOrO GaHKa
LGT Xaitapux Kubep B pespase 2008
rOAQ IIPOAAA MIPHBATHYIO 6a3y CBOEro
ObIBLIETO PAbOTOAATEAS] HEMELIKUM H
GPHUTAHCKUM CIIELCAY)X0aM, BHIPYIUB
3a Hee 6osee $7 maH. Ilpumep Ku-
Oepa HATASIAHO IOKa3aA, HACKOABKO
HPUOBIABHBIM MOXKET OKa3aTbCs GaH-
KOBCkmil uHcaiia. B "6ase Kubepa'
COAEPYKAAKCDH CBEACHHSI O GaHKOBCKUX
CYeTax HeMELKHX IIpeATpUHUMATe-
Aell, KOTOpble HCIIOAb30BaAU OaHKU

AvxTeHIITEellHA AAS YKAOHEHHUS OT
HaAOTOB. AAS HEMELKHX CIIELiCAYKO
MOKYIIKA OKa3aAaCh KpaliHe BHITOAHON
- yKe CITyCTSI HeAGAIO OHA OKYIIMAACh
IIpaKTHYeCKH B IIecth pa3. OpHako
6anxy LGT u Bceit prHAHCOBOI cHc-
Teme Auxrenmreiina Kubep Hamec
[IOMCTHHE HeBOCIIOAHHMBIH y1nepb.

Ko BTOopoMmy THITy OTHOCATCS Te,
KTO KPaAET MHPOPMAIMIO C BO3MOXK-
HOCTBIO MCIIOAB30BaTh €€ B IepCIIeK-
THBE, OAHAKO, He MMEOIIUM ITOAHON
YBEPEHHOCTH U TAPAHTUH TOTO, YTO
aT0 ypacrca. Ilpumepom BTOpOro
THIIA MOTYT CAY>XKHTb CTaXXephl H
[IPaKTHUKAHTBI, KOTOpPbIE, IOAYYHB
AOCTYII K ”HGOPMALIUH, TOCTAPAAKCDH
COXpaHUTh cefe KAK MOXHO 6OAb-
nryro (MAM KaK MOXHO 60Aee BaXKHYTO
Ha WX B3TASIA) €8 4acTh, He MMes KOH-
KPETHOTO IIAQHA II0 AAAbHEHIIEMY eé
KCIIOAB30BAHUIO.

IIpuMepoM COTPYAHHKOB, CaMHX
HCIOAB3YIONUX AOCTYII U IIOAOXKEHHE
AASL TIOAyY€HHSI MATEPHAABHBIX BBITOA
MOT'YT CAY)XHTb PabOTHHUKH GaHKOB,
[OAYYMBIINE AOCTYI K IIPOrHO3aM
KyPCOB BaAIOT Ha OIIPEAEAE€HHBIM IIPO-
MEXyTOK BpeMeHH.

3akAroueHue

3Has IleAM, IpecAepyeMble HH-
calipepaMy KOMIIAHMH MOXXHO IIPeA-
AOXHTD CACAYIOIIMI KOMIIAGKC Mep
10 60pbbe ¢ BO3MOKHBIMU YTEYKaAMHU
uHGOpMaIMu:

- KoHTpoab ucxopsmero u Bxo-

Asmero Tpaduka
- KoHTpoab Bxopsmeidl u mcxo-
AAIIEN SAEKTPOHHOM IIOYTBI
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- OrpannyeHne HCIOAb30BaHHUS
ITOAKAIOYAaeMbIX K KOMITbIOTEPY
YCTPOMCTB

- Crporoe u 4yétkoe pasrpaHu-
YeHHe AOCTYTIa K uHGOpMaIiu

- CoBepiueHCTBOBaHHE 3aKOHO-
AATeAbHOI 6a3b1

- IlpoBeaeHme crenuasusupo-
BaHHBIX TpeHI/IHI'OB AASL Hep‘
coHaAa

Amnreparypa:
1. Aamup PaBuaos «MeTopbl kaaccupuKauy BHYTPEHHMX HapylIUTeAer>
http://infocom.uz/2009/12/16/metodyi-klassifikatsii-vnutrennih-

narushiteley/

2. Anexceit KomapoB «3ammura or wuHcaiipepa» http://www.osp.ru/text/

print/302/5157097 html

YIroJIOBHO-NMPABOBAA XAPAKTEPUCTUKA
NMPECTYMJIEHUA NPOTUB KOMMNbIOTEPHOW
BE3OIMNMACHOCTU
(no 3akoHogatenbcTBYy Pecnybnuku Mongosa)

Ceemaana I'puugyx-Byuxa,

Hnuemumym ucmopuu, 2ocydapcmea u npasa AHM

(Pecny6auxa Moadosa)

The paper is dedicated to the examination of the categories of crimes against
computer safety. This article is based on the analysis of national criminal leg-

islation of the Republic of Moldova.

ITporuBompaBHbIe IpecTyIHbIE Ae-
SHMS CBONCTBEHHBI YEAOBEYECTBY C
ApesHeimux BpeMeH. OAHAKO C pas-
BUTHEM LUBUAW3ALUM MEHAIOTCA He
TOABKO IIPEAMETHI K METOADI ITPECTYII-
HOTO BO3AEHCTBHSI, HO M CaM O0BeKT
IPECTYIHOTO MOCATaTeAbCTBA.

OpAHUM M3 APKUX IIPUMEPOB AAH-
HOM KaTeropuH IPECTYIACHUHN SABAS-
IOTCSI IPeCTYIASHUS B Cdpepe KOMIIBIO-
TepHoit uHPpopmaumu [1]. AkrusHOe

pa3BuUTHE KOMIIBIOTEPHBIX TEXHOAO-
UM, AOCTYIIHOCTb CPEACTB KOMMYHH-
Kaluy, BceoOmias MHPOPMATH3ALMSL
HaCeACHHUsl CTAaAM C OAHOM CTOPOHBI,
€l OAHOM BeXOM PasBUTHA LINBUAU3A-
LIMH, 2 C APYTON CTOPOHBI - CEPbe3HbIM
HCTIbITAaHUEM AASl «IIpaBa>» M IPaBo-
BOTO peryaupoBanus. «Hapsay ¢ oue-
BHAHBIMH IIPEUMYIL€CTBAMU, KOTOPbIe
TOAYYMAO YEAOBEYECTBO OT PAa3BUTHUA
MHPOPMAIIMOHHBIX TEXHOAOTHH, Kak
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ormevaeT B.J. BoakoBckwmit, HaAuIjo
U HOBBbIe IIPOOAEMb, paHee HaM HeHs3-
BecTHble. CyIlecTBylomue CeTOAHS B
Mupe UHGOPMAIMOHHbIE CEeTH MO3BO-
ASIIOT He TOABKO OOMEHHBaThCs IIOC-
AQHMAMM, HO U IIPOHHUKATh B UHPOP-
MAITMOHHBIE MACCHBBI, OXpaHsIeMble
rocyaapcrsom> [2]. CooTBeTcTBeHHO
BO3HMKAeT OOBEKTUBHAs HEOOXOAHU-
MOCTb B IIPaBOBOM PEryAHPOBAaHHH
AQHHOI1 cdepbl 00LeCTBEHHBIX OTHO-
IIEeHUH.

3akoHOAATEAD PeCHy6AI/IKI/I Moapo-
Ba BIIEPBbIe 3aKPEINUA YTOAOBHYIO OT-
BETCTBEHHOCTb 33 AAHHYIO KaTerOpHI0
npectynaesuit B 2002 roay B moao-
JKEHHUSX OTA€AbHOM raaBbl X1 Yroaos-
Horo Koaexca Pecrry6anku Moaposa
- «IIpecrynaenus B cpepe nHPOpMa-
THKH>. /\AaHHAsI 'AQBa COAEPXKaAd TP
cratbu — cT.259-261. B macrosimee
BpeMms B YroaoBHoM Kopekce Pecr[y6-
Anku Moaaosa (panee YK PM) pan-
Has 'AQBa ITOAYYHAA HOBYIO PEAAKIIHIO
U B HACTOsIIIee BpeMsI OIpeAeAeHa KaK
«MHupopManIoHHbIe TIPeCTYIACHHUS
U [IPECTYIAEHHS B 06AACTH 9AEKTPO-
CBSI3U>, ¥ BKAIOUaeT 9 crareit [3]:

— HECAHKIMOHMPOBAHHBIM AOCTYII
K KOMIIbIOTEPHbIH HHPOpMALU
(cT.259 YK PM);

— HeIpaBOMepHbIe IIPOM3BOACTBO,
HMIIOPT, TIPOARKA HAU IIPEAO-
CTaBACHHUE TEXHIIECKUX CPEACTB
HAM TIPOTPAMMHBIX IIPOAYKTOB
(cT.260 YK PM);

— HeNpaBOMEPHBIA IepexBaT Iie-
Ppeaaur tHGOPMALMOHHBIX AQH-
moix (cT.260' YK PM);

— HapylleHHe IIeAOCTHOCTH HH-
$OPMAIMOHHBIX AAHHBIX, CO-
Aep>xamuxcsi B UHPOPMAIHOH-
Ho#t cucreme (cr.260° YK PM);

— BospeHcTBHe Ha QYHKITMOHH-
poBaHue  HMHPOPMAIMOHHOM
cucrems (cT.260°YK PM);

— HeIpaBOMepHbIe IIPOU3BOACTBO,
HMIIOPT, IIPOARKA HAU IIPEAO-
CTaBAGHHE TIAPOAEH, KOAOB AO-
CTyIIa MAM MHBIX QHAAOTHYHBIX
AaHHBIX (c1.260* YK PM);

— TIOAAOT MHQOPMAITMOHHbIX AAH-
mpix (cT.260° YK PM);

— UHPOPMAIMOHHOE MOIIEHHHU-
gectso (cr.260°YK PM);

— HapylleHHe mpaBuA Ge3omac-
HOCTHN I/IH(l)OpMaHI/IOHHI)IX CHC-
tem (c1.261 YK PM);

— HECAaHKIMOHHUPOBAaHHbBIM  AO-
CTYII K CeTSIM U YCAYTaM JAEKT-
pocsssu (c1.261' YK PM).

ITpaBoBO#i aHAAM3 cOCTaBa AQH-

HBIX MPECTYIACHUN AA€T OCHOBaHHE

CAEAATD CAEAYIOIINE BBIBOABI, Xapak-

TepU3YIONIMe UX CrIeluPUKy:

PopoBBIM 00BEKTOM IIpecTym-

HOIO IIOCSATaTeAbCTBA AJHHOM Ka-

TETOPHH INIPECTYNASHMH  BBICTYTIAIOT

«OOBIIeCTBeHHbIe OTHOIIEHHs], obecre-

YMBAIOIITUE IIPaBa M 3aKOHHbIE HHTEPEChI

TPOXAAH M OPraHM3allui, OXpaHsgeMble

3aKOHOM HHTepechl ObIecTBa U rocCy-

AApCTBa B cdepe CO3AAHIS 1 OOpaLeHIs

KOMIIBIOTepHO# HHOpMarm> [4; S].

OO6beKTHBHAsE CTOPOHA KOM-

IBIOTEPHBIX IPECTYIACHHH MOXeT

XapaKTepH30BaThCSl ACSHUSAMH KaK B

dopme peiicrsus (HampuMep, Herpa-
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BOMEPHBIA AOCTYII K KOMIIBIOTEPHOI
undopmaruu — c1.259 YK PM), Tak
u myTem 6espeficTBus (Hanpumep, Ha-
pylieHue ... IpaBUA 3aIUThI MHPOP-
MalMOHHbIX cucteM — cT.261 YK PM,
B YaCTHOCTH, BHHOBHBII He BKAIOUAeT
CHCTeMy 3alUThl MHPOPMAIMU OT He-
CAHKIMOHMPOBAHHOTO AOCTYIIA K Hell,
ocraBasieT 6e3 IpUCMOTpa cBoe pabo-
Jee MeCTO U T.A.) [5].

ITo KOHCTPYKUMH OOBEKTHBHOM
CTOPOHbI BCE COCTABbI IIPECTYIIACHHI
(3a uckaroueHMEM cOCTaBa, TIpeAyc-
Motpensoro cr.260 YK PM, 260" YK
PM) SIBASIIOTCSL MATEPHAABHBIMH, T.€.,
BKAIOYAIOIIMMHU B KauecTBe 0613aTeAb-
HBIX IIPU3HAKOB IIOCAEACTBHE U HEOb-
XOAUMYIO IPUIUHHO-CAEACTBEHHYIO
CBSI3b MEXAY A€SHHEM U IIOCACACTBH-
eM. DTO 03HAYAET, YTO [IPECTYIACHHE
CYNTAeTCsI OKOHYEHHBIM C MOMEHTa
HACTYIIACHHS YKA3aHHBIX B YIOAOB-
HOM 33aKOHE ITOCAEACTBHUI.

Cy6beKTHBHAsI CTOPOHA Xapak-
TEPHU3YeTCsl, KaK HPABHAO, YMBIIIACH-
HOI GOpMOI BUHBI B BUAE IPAMOro
yMI)ICAa.

Cy6beKT KOMIBIOTEPHBIX Ipe-
CTymAeHHH — oOmuil — ¢usmdec-
KOe BMeHSeMOe AMII0, AOCTHrIIee
16 aer. CoraacHO IMOAOXKEHHSAM 4.2
cr.2]l cy6BeKTOM MpecTyIAeHUS IO
cr.206 YK PM
IPOHM3BOACTBO,

«HeIpaBoMepHoe
UMIIOPT, IIpOA@Xa
HMAM IIPEAOCTaBAGHHE TeXHUYEeCKUX
CPeACTB KA IIPOIPaMMHBIX IIPOAYK-
TOB> MOXET BBICTYIATh QUaUYecKoe
BMeHsIEMOE AMI[O, AOCTHIIIee Ha MO-

MEHT COBEpPIIEHHS IIPECTYIACHHS

14 aer. Kpome TOro, moAoxeHUSIMH
cr.261 YK PM ormpeaeaeH crerpas-
HBII CYOBEKT KAK AMIIO, UMelollee B
CHAY CBOETO CAY>XeOHOTO ITOAOYKEHHSI
AOCTYI K KOMIIBIOTEPY, HHPOPMAIIH-
OHHOH cucTeMe uau ceru. Caepyer
OTMETHTD, YTO B KaveCTBe CyObeKTa
AAHHOM KaTerOpUM IPeCTYIACHUN
MO>XXET BBICTYIIATh TaK Ke U IOPHAH-
YeCcKoe AHUIIO.

Bazosbie nonsarua B chepe nadop-
MAaTHKY, TaKHde TEPMHMHBI KaK <«KOM-
TIbIOTEPHAs MHPOPMAIMA>, «UHPOP-
Manysi B KOMIIBIOTEPax>, «MallHHHbIE
HOCHUTeAU>, «MHPOPMAIMOHHAS CHC-
TE€Ma>», «CeTb>», <IIPOrpaMMHbIE IIPO-
AYKTBI>, <« HHPOPMAIMOHHbIE AQHHBIE >
OIIPEAGASIOT ~ CHEIUPUKY  AAHHOTO
POAR TIPECTYIASHHH, BBICTYIIAIOT He-
IIOCPEACTBEHHBIMU IIPEAMETaMHU IIpe-
CTYIHOTO IIOCSATaTeAbCTBA. «Komribio-
TepHas MHPOpMalusA»> KaK IIpeAMeT
[PECTYIIACHUSI SIBASIETCSL 00sI3aTeAb-
HBIM ITPU3HAKOM COCTaBa aHAAMBHUpYe-
MbIX MpecTyTAeHH it [6].

A, COOTBETCTBEHHO, M IOATBEPIK-
AQeT, TOT $aKT, UTO AAHHAS KaTeTrOpHs
MPECTYNACHUM AOAXKHA OIIPEAEASITD-
¢ KaK <KOMITbIOTEpHBIe IIPeCcTyII-

AGHUS»,  <IIPECTYIAGHHS IPOTHB
KOMIIBIOTEpHO! ~ 0e30IacHOCTH>», a
He TaK KaK OIIPeAeA€HA B ACHCTBYIO-
IeM YTOAOBHOM 3aKOHOAQTEAbCTBE
Pecrry6anku MoapoBa - «uHPOpMA-
IIVIOHHbIe TIpecTymnAeHus>». Ha awmro
TIOAMEHA TOHATHH, KOTAQ «HH(OpMa-
LMOHHAsI 6e30I1aCHOCTb>» PaccMaTpu-
BAETCS CAUIIKOM Y3KO, TOABKO AHIIb C

HO3ULMK 6e30IacHOCTH UHGOPMALIII
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COAEPKAIEHCs] B KOMITBIOTEPAX U HH-
$opmaronHsIx cucremax. OmuboHO
OTOXKAECTBASIIOTCSL ABA COBEPIIEHHO
Pa3HBIX II0 CBOEM CYIIHOCTH ITOHSTHS
«3amuTa UHGOpMALMK> U <UHPOP-
MAIHOHHAsT 6e30IIACHOCTD>, XOTS Ha
CETOAHSIIHUI ACHb TO COBEPIIEHHO
He 0AHO 1 To e [7]. Kpome Toro, cae-
AyeT OTMETHTb, YTO M CaMO IIOHSTHE
«HHOOPMAIMOHHAS  GE30MACHOCTD>
- MHororpaHo [7]. «/n$popmarmon-
Hast 6e30IIACHOTD He CBOAUTCS TOABKO
AVIIIIb K KOMITBIOTEPHO# 6€30I1aCHOCTH
.. <HHPOPMAIIMOHHASI6E30aCHOTb>,
BKAIOYAIOIIAS. B Ce6sl KOMIIBIOTEPHYIO
6e30IacHOTb B KauecTBe HeoOXOAUMOLT
COCTaBASIIOIIEH PACIPOCTPAHSIETCS Ha
BCe COILIMAAbHBIE IIPOLIECCH COBPEMeH-
Horo obmecrsa[8]. MMeHHO AaHHOE
YTBEpXKAEHHE AOKTOpa (PUAOCOPCKHX
Hayk T.H. Ilpippas mopuepkuBaer TOT
$aKT, 4TO «B COBpeMeHHOM 0blIecTBe
MHPOPMAIIMOHHAST 6E30IACHOCTD SIB-
ASIETCS COCTAaBHOM M HEOTHEMAEMOM

YaCTBI0 TOCYAQPCTBEHHON Ge3omac-
HOCTH AIOOOrO COBPEMEHHOIO TOCy-
AApCTBa, 0becrieurBaroNIeil COCTOSHUE
3AINUIEHHOCTA AMYHOCTH, O6IecTsa
U TOCYAAPCTBA OT yrpo3 B UHPOPMAIIH-
OHHOI1 cpepe> [7].

LTeaecoobpa3Ho, Ha HAlI B3IASIA,
BHECTH COOTBETCTBYIOUIME H3MeHe-
HUS B IOAOXKEHHS YroaoBHOTO Kopek-
ca PeCHy6AI/IKI/I MoaAaOBa ¥ U3BMEHUTH
HalMEHOBaHUEe AAHHOM TAABBI C I[EABIO
HCKAIOUEHHS BO3MOXXHOCTH HeBEpHO-
rO MCTOAKOBaHMS KaTerOpuUM <«HH-
$opManroHHbIe IPeCTYIACHHA>, TaK
KaK B IIPEACTaBACHHOM popMe 3TO MO-
XKeT IIPUBECTH K ITPAaBOBOM KOAAM3HU
Y HEIPABUABHOM MPABOBOM TPAKTOB-
Ke M IPHMEHEHHIO YyrOAOBHO-IIPaBO-
BBIX HOPM Ha IIpakTuke. boaee Toro,
13 moAoKeHus camux crareri YK PM,
YETKO SBCTBYeT TOT $aKT, YTO pedb B
AAQHHOM TAaBe MAET MMEHHO O <«IIpe-
CTYTIAGHISX IIPOTHB KOMIIBIOTEPHOM
6€30IacCHOCTH > .

1.

3.

4.

Amwnteparypa:
WBan Babenko. PaccaepoBaHMe KOMIIBIOTEPHBIX IIPECTYIACHHH B CETH
Internet/ ,Securitateainformationald — 2009”, conf. intern. (2009; Chiginau).
Securitatea informationali — 2009: Conf. intern., 20-21 mai 2009, (ed. a 6-a)
/com. org.: Grigore Belostecinic, Vadim Cojocaru, Tatiana Migova [et al.];
coord. ed.: S. Ohrimenco. — Ch.: ASEM, 2009. - p. 14-18
Boaxosckuit B.1. TIpo6aemsr uapopmanonnoi 6esomnacHocru //JKypraa
«IIpaBo u 6ezomacHocTs>». — N 2-3 . — asrycr, 2002. http://www.dpr.ru/
pravo/pravo_3_26.htm
Yroaosslit kopekce Pecrry6anku Moaposa Ne 985-XV ot 18 anpeast 2002r.//.
IosropHo omy6aukosar Monitorul Oficial al Republicii Moldova Ne 72-74,
2009.
YroaosHoe mpaBo. OcoberHast qacTs: Yue6uuk/ Ilop pea.npod. A.A. Tayx-
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OPrAHU3ALINA NPOTPAMMHO- AMMAPATHOU
3AWNTbI UHOOPMALIUN OT UHCAUEPOB

3unauda I'yaxa, Oavea I'ewosa,

Caasanckuii ynusepcumem (Pecnybauxa Mordosa)

In work the problem of distribution of insider trade is considered by the infor-
mation. The set of software and tools for protection of the data with the short
description of functionality of each utility is presented.

Baxnefimeit mpobaeMort, cTos-
IIeli IIepeA PYKOBOACTBOM H CAYXXO0M
0e30I1aCHOCTH AI0OOTO IIPEeATIPUSITES,
SIBASIETCSL TIPOOAEMA AOSIABHOCTH CO-
TPYAHUKOB, MAM, HHBIMH CAOBaMH,
npobaeMa 3amUTHl MHPOPMALIUK OT
nncaiipepos.[1] Cymecrsyer MHO-
JKEeCTBO  POAeH,  IPUIIKMChIBAEMbIX
uHcaraepy. Hampumep, B ¢unanco-
BOM AESTEAbHOCTH HE3aKOHHble HH-
caiipepckyie TOProBble OIepalMu C
IleHHBIMH OyMaraMu Ha OCHOBe BHYT-
peHHell MHPOPMAIIMU O AeSTeAbHOC-
TH KOMIIAHMH-9MHTeHTa. OOBIMHO
MHCAlAePaMU  SIBASIIOTCA AMPeKTOpa
U CTaplluie MeHeAXepbl, a TakXKe BAa-

AeAblbl 6oaee 10 % roaocoB KoMIIa-

Hur. OYeBUAHO, YTO OOMKEHHBIN HAU
HEAOBOABHBII COTPYAHUK KOMITAHHH,
HMMEIOIINI ACTAABHBIN AOCTYI K CeTe-
BBIM U HMHQPOPMAIIMOHHBIM pecypcaM
U 00AQAQIOIIUIT OIIPEAEACHHBIME 3Ha-
HISIMH O CTPYKType KOPIIOPaTHBHOM
CeTH, MOXXeT HAHeCTH CBOEH KOMIIa-
HHH ropasA0 OOABIINI yiiepO, 4eM Xa-
Kep, B3AAMBIBAIOLIUIT KOPIIOPATHBHYIO
ceTb yepe3 MHTepHeT.

Boaee Toro, B pe3yasrare OLIMOKH
YA HeBHUMATEABHOCTH HMHCAHAEPOM
MOJKET OKa3aTbCs U BIIOAHE AOSIAb-
HBIl COTPYAHHK, KOTOPBIH, HAIIpH-
Mep, MOXKeT BBIHECTH U3 Odrca AUCK
¢ KOHQUACHITMAABHOM MHPOpMaIei
AASL TOTO, 9TOOBI TOPABOTATh AOMR, U
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HOTEPATb ero MAU OTIPABUTH ITHCh-
MO IO 9AeKTPOHHOH IIOYTe He TOMY
appecary, AASL KOTOPOTO OHO IIpeAHa-
snageno [2]. CeppesHoCTb mpo6aeMb
HHCAAACPOB IIOATBEPXKAACTCS OUepeA-
HBIM €XKeTOAHBIM HccAepOBaHueM HH-
CTHTYTa KOMIIbIOTEPHOM 0e30macHoC-
tu CSI, Computer Security Institute.
ITo pesyapTaTaM 3TOro MCCACAOBAHUS,
B 2007 ropy KOAMYECTBO HHIJUACHTOB
C YyYacTHeM HHCAHAEpOB BIIepBbIe

BBIIIAO Ha [IepBO€ MeCTO, 06OrHAB Ta-
KHX TPAAULIMOHHBIX AMAEPOB B 3TOM
06AaCTH KaK BUPYCHI M KPAKH HOYT-
OykoB: 59% mnpusHaau yrposon Ne
1 mHCcaiipepoB, 52% - Bupyce 1 50%
- IOTepro0 MOGHABHOTO HOCHTeAS (HO-
y16yKa, Pasm-nakonureas).[9-11]
ITpoBeaeHHOE HCCAGAOBAHIIE PBIH-
ka ITO mo3BoAsieT BRIAGAHTD CACAYIO-
Mt HabOp MPOTrPAMMHBIX CPEACTB U
HHCTPYMEHTOB AASI 3IUTBI AAHHBIX:

[Cuta Srsrins

Managemant Center for Cisce Sacurity Agents ¥5.0

% Configuration. Anolysls Maistenonce Reports Seorch Heln

|| Configuration b Rue Momles # Wirdows Fule Modues b Generd Agpication Permsions - High secunty [v5

Il [51 everis generated by this rute
| |2 32 chame hiswaee

[WT “rtual DOS Machine, read execulatles an Remavable Mec
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P Enatled
Taka th fallowing action
[@eny |
and
Frog I Take pracadancs owar other Dany rules
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e |5

“ponas B

[But nat in the falowing
lelass:
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7 Raad File
¥ wirita Fila

cuting Lninisted G

™ Wit Directory (ereate/delste/rename) (7]

Conen
ol

[9n any of thess fles: GEmecutable files on

nsat e seem |31
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e | patets

Puc. 1. Oxno nporpammbr CSA

A Cisco Security Agent (CSA) -
00BEAVHSIET B OAHOM PellleHUU Pa3AUY-
Hble 3aIUTHbIe MeXaHU3MbI H QpYHKIIN
IO TIPEAOTBPAIIEHHMIO ATAK, 3AIUThI OT
BPEAOHOCHOTO KOA3, OAOKHMpOBaHMS
yreuku uapopmManuu yeped USB-nop-

THI M APYIMe BHEIIHHMe YCTPOMCTBA.
CSA 1o3BoAsieT OTpaXkaTh IMIHPOKHI
CIIEKTP HANAACHMI — CKAaHHPOBAHHE
[IOPTOB, IIepeloAHeHne Gydepa, Tpo-
SIHIIeB U YepBeit U Ap. ITO, B CBOIO O4e-
PpeAb, 00eCIIeYnBaET 3ALUTY KOMIIBIO-
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Tepa OT HEU3BECTHBIX ATAK, CUTHATYPBI
AASL KOTOPBIX TIOKA HE OTIPEAEACHBI U
OTCYTCTBYIOT B 6a3aX TPaAHIIHOHHBIX
CpeACTB 3auTst [7].

A Cryptic Disk - npuaoskerne
TIO3BOASIET AETKO M HAAEKHO 3amIud-
POBATb AHCKHL Ml OTAEABHbIE PA3AEABI Ha
BHHYECTEpe, 3AUUTHB UX OT HECAHKI{H-
OHHMPOBaHHOTO AOCTYTIA MapoAeM. IIpu

9TOM BCs MHPOPMALIHs, HAXOAAIIASACS
Ha 3aIUIIEHHOM AMCKE HMAU 3aIlUChI-
BaeMasi Ha HeTo, OyAeT aBTOMATHYECKH
mudposarbca. Ilpu samycke omepa-
LJMOHHOM CHCTeMbl 3amuQpOBaHHbINA
AVICK/pasAeA He BHAEGH AO TeX IIOD,
IOKa OH He OYAeT aKTHBUPOBAH IIOAB-
30BaTeAeM C MOMOIIBIO MAPOAS AOCTY-
na B nporpamme Cryptic Disk [3].

Disks  Managemert  Optiors Help

Create Delete Mount

® | | @

Propetties

@ @& O

Users Preferences Help

Disk 1: 111.79 GB. WDC WD12008-D0READ
BOOTABLE N

C: 3418 GB. NTFS

D: (SOFTNEWS

b LS | Creating an encrypted disk

Disk 1: 111.79 Gb, WDC WD1200J8-00READ
Partition 3: G: 6.01 Gb, NTFS

Enter 3 username and password for administrative access to the disk

Username:

| Admisator

Password:

Confirm the password:

Show the password while entering

Puc. 2. Oxso nporpammsi Cryptic Disk

A Safe'n'Sec — mporpamMmEbLT MO-
AYAD, BBITOAHO OTAMMAETCS OT GOABIIIMHC-
TBa [PHAOYKEHH, TIPEAHA3HAYEHHBIX AAS

¥ Koncons ynpannenus Safe'n'Sec

obecrievenust 6esomacHocT. CAepAUT 3a
AKTUBHOCTBIO PasHOOOPA3HBIX IIPHAO-
SKEHW, TIPOLIECCOB, A TAKKE 32 ATAKAMY

Safe n Sec

(GBHOBNEHHE NpOTPaMMEL

:ZJ OryeTa

{5} Hacrpoiika

REVENTION 8

Cratyc +
B KoHTpONne aKTHEHOCTH Brnwouen
B Nonyrdes KonTpons Crporas
B AKTHEHEE NPOUBCCH 43
CratneTnka +*
B [OBEPEHHBIE NPHACKEHHA 25

B 3ANPEUEHHEE NPHAOXEHNA 0

Puc. 3. Oxno nporpammsi Safe'n'Sec
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U3BHE U OAOKHpYeT AIOOble NOTEHIH-
AABHO OIIACHBIE AEHCTBUSI, AHAAUBHDYSI
He KOA TIPHAOKEHHH, 4 UX aKTHBHOCTD.
Hanprvep, oHa mpeceKaeT ITOIBITKH 13-
MeHEHUsI CUCTeMHBIX (aiiA0B, AODaBAe-
HIISL B PEECTP HOBBIX AAHHBIX, OTKPBITHSI
CETEBOTO COEAMHEHHS AASL PA3HOOOpas-
HBIX TIPHAOXEHMI U T.A. TakuM o6pa-
30M, Safe'n'Sec Moxer 3amMTUTD AKe
OT CAMBIX HOBBIX BUPYCOB, KOTOpbIE ellje
He OBIAV CO3AQHDBI HA MOMEHT YCTAHOBKI
TIpOrpaMMBbI Ha KomribroTep [4].

A Zlock - yruaura AAs 3amuTh
OT KONUPOBaHUS MHPOpPMAIMU Ha
Mob6uAbHbIe HakoruTeAl. IIporpamma
[peAHA3HAYeHa AASL PasTpaHMYeHUs
AOCTyIla K yCTpOMCTBaM U obecire-
YeHHsS PeaAM3aluy IPABHA Ha paspe-
IeHne MAM GAOKMPOBaHKeE AOCTYIIA B
COOTBETCTBUM C 3aAAHHBIMH ITOAMTH-
KaMU AOCTYIIa KAMEHTA M aAMHHHCT-
paropa. Hanpumep: pasrpannyenue/
OAOKHMpOBaHHE AOCTYIA K YCTPOIC-
TBaM, 3aTHCh COBBITHI U AP. [5-6].

Crazeen Momarmics Yomposcroo Copenc Bna Crpasks

B; Anoaooabh AnA e anoce
Gay OYVD 10 CD por o
0 PPN a8 s epe

YT OT Al

7 Flach SM-Direct Card Rader, npovoenanens Miroda
Nt Mantorey Inermations O

ChowTih

| SroTen En D |
Ko et {npe, .
LT Qe {derpa,,
THsRnSE e {SCSL)

Puc. 4. Oxno nporpammsi Zlock

Hapsipy ¢ ucroab3oBanueM roTo-
BBIX IIPOTPAMMHbIX IIPOAYKTOB, OITH-
CaHHBIX BbIIIE CAEAYeT PeKOMEeHAO-
BaTbh: AAS OPraHM3allMU IIPABHAbHOMN
CHCTeMbl pasTPaHHYEHHS AOCTYIA K
uHGOpPMALMHK - IPUMEHEHHe MaTpHi-
HOTO pasTpaHHYEHHS AOCTYIIOM KO
BCEM IAEKTPOHHBIM (aiiraM U AOKY-
MEHTaM TIPEAIIPUATHS; AAS 3alUTHI
OTIePaLIHOHHON

CHUCTEMBI  KaXKAOM

pabodert CTaHLMHU IPEAIIPHSTAS — HUC-
[OAB30BaHHE BCEMH COTPYAHHKaMU
B 00513aT€ABHOM IIOPSIAKE CAOXKHOIO,
TPYAHOIIOAGMPAEMOIo IapoAs oT 8
CHMBOAOB AASL CAHKIJMOHHPOBaHHOIO
BXOAQ B CHCTEMY; AASI [IPABHABHOI pa-
60rpr OC Ha Bcex pabOYHX CTAHIIISIX
$UpMBI - OTKAIOYEHHE HEHCIIOAb3Ye-
MBIX CAY>KO AASI 3aLUTHI KOMIIbIOTE-
POB OT BHemHuX yrpo3 [8].
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GESTIUNEA RESURSELOR INFORMATIONALE
UNIVERSITARE

Constantin Sclifos,

Academia de Studii Economice din Moldova

The report presents and discusses the view according to which the informa-
tion resources of the university need to design and operation of information
security system is designed to ensure confidentiality, integrity and availability

of information.

Scopul exploatirii sistemelor in-
formationale in universitati este de a
optimiza consumul de resurse chel-
tuite necesare colectirii, prelucrarii,
stocarii §i furnizarii spre consumatori
a informatiilor necesare.

Sistemul Informational (SI) re-
prezinti prin sine un set de elemente
componente interdependente, care
colecteazd, proceseazd, stocheaza i

difuzeazi informatii pentru a sprijini
activititile organizatiei.

Sistemele informationale moderne
sunt caracterizate de un set de proprie-
titi-cheie, care afecteazi in mod semnifi-
cativ securitatea informationali §i impun
cerinte suplimentare fati de sistemul de
protectie a informatiei, printre care:

« sistem cu o structurd comple-

x4, format din mai multe sub-
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sisteme, cu multiple ramificatii
multifunctionale interdepen-
dente intre ele, aflindu-se tot-
odati intr-o relatie strdnsi cu
mediul extern;

existenta unor structuri ierar-
hice cornplexe organizatorice,
de gestiune, i tehnologice;
disponibilitatea de unititi si-
milare, care au aceleasi functii,
cu o structura similard de orga-
nizare, §i un circuit asemandtor
de documente;

numdir mare de utilizatori si o di-
versitate sporitd de categorii de
personal, care acceseaza simul-
tan resursele informationale;
prezenta in sistemul a informa-
tiilor confidentiale, securitatea
cireia este necesara a fi asigura-
ta in conformitate cu legislatia
in vigoare. [1]

Utilizarea tehnologiilor informa-

tionale in sistemul universitar poate fi

separatd in mai multe etape:

1.

Prima etapd se caracterizea-
za prin utilizarea calculatoa-
relor in scopul automatizarii
locurilor de lucru din cadrul
Universititii. Transmiterea de
informatii, la aceasti etap3,
se realizeaza prin intermediul
unor medii de stocare externe.

duselor software, cu acces la
retelele externe, inclusiv pe In-
ternet (sau fird acces la retelele
externe si Internet).

In a treia etapa de extindere a
SI a universitatii in mare este
finalizata tranzitia de la aplicatii
locale de software, menite s au-
tomatizeze procesele si activiti-
tile individuale, care se bazeazi
pe culegerea si exploatarea da-
telor la nivel local, citre sisteme
informationale de tip client-ser-
ver corporative, oferind astfel
accesul utilizatorilor la bazele
de date operative ale universiti-
tii. A fost solutionati problema
de integrare a datelor, generate
in cadrul unei diversititi de sub-
sisteme informationale, ceea ce
permite perfectionarea business
procese si prin aceasta imbuna-
titirea procesului de gestiune si
luare a deciziilor.

In stadiul actual sistemele in-
formationale sunt caracterizate
printr-un grad avansat de inte-
grare a aplicatiilor software exis-
tente, capabile si automatizeze
procesele si activititile sustinute
in cadrul institutiei si unificarea
formatelor utilizate pentru circu-
itul de documente etc.

2. Pentru a doua etapi este carac- In procesul de proiectare si ex-

teristic schimbul de informatii ~ ploatare a sistemului informational
prin intermediul retelelor lo-  utilizat in scopuri universitare premi-
cale, in limitele unor grupuri  sele de bazi sunt:

individuale variate, utilizarea o Baza legislativd, normativi si

unor medii de operare, a pro- cea stiintifica;
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«  Structuragisarcinile organelor
(diversificatd pe subdiviziuni)
menite sa asigure securitatea
IT;

« Procedeele si metodele tehni-
co-organizatorice precum §i
misurile de securitate (politica
de securitate informationald);

« Modalitatile tehnice si mijloa-
cele software de asigurare a se-
curititii informationale [2].

Activitatile unei institutii de inva-

tamant superior solicitd prezenta unei
varietiti informationale, sub aspectul
reglementarii accesului si utilizarii
acesteia, care poate fi deschis sau re-
strictionat, i care intrd sub incidenta
legilor privind secretele de stat, secre-

tele comerciale, sau cele referitoare la
datele personale etc.

Activitatea si dezvoltarea insti-
tutiilor de invitdmant superior este
functie de managementul institutiei
si de procesele decizionale. Deciziile
pot fi eficiente numai in cazul in care
informatiile, de colectare si analiza
ulterioard, sunt relevante, complete,
corecte si coerente.

In raportul de fati este prezentat si
pus in discutie punctul de vedere con-
form ciruia resursele informationale
ale universititii soliciti proiectarea si
functionarea unui sistem de securita-
te informational3, conceput pentru sa
asigure confidentialitatea, integritatea
si accesibilitatea informatiilor.
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MPAKTUYECKUE ACINEKTbI PASPABOTKIU
W BHEAPEHUA NONIUTUKN UHOOPMALIMOHHON
BE3OMNACHOCTU

Muxausr Huwuii,
sxcnepm (Pecnybauxa Moadosa)

The purpose of this article is to discuss practical aspects of the development
and implementation of information security policy in an organization pro-

viding social services to the population

LleAbro HaCTOSIIE!N CTATHU SIBASIETCS
00CY)XAeHHE MPAKTUIECKUX ACIIEKTOB
PaspaboTKy ¥ BHEAPEHUS CUCTEMBI YII-
paBaeHuUsT MHPOPMALMOHHOM Ge3omac-
HOCTBIO B OPTaHH3aIHH, IPEAOCTABAS-
IOIIell COLIMAABHBIE YCAYTH HACEACHHIO.

I'loa moAnTHKOM HHPOPMALIIOHHOM
6e30IaCHOCTH B AQHHOH paboTe IOHY-
Maercsi: paspabOTaHHBIA B COOTBETC-
TBHU C TPeOOBAHISIMU MEXXAYHAPOAHBIX
CTaHAAPTOB HOPMATHBHBIA AOKYMEHT,
OIIpeACASIIOIINI [IPABHAA 1 TPeOOBaHuUsI
HMHPOPMAIUOHHON 6€30IaCHOCTH, CHC-
TeMy Mep, HMOPSAOK AeHCTBHiL. AOKy-
MEHTBI, pa3pabOTaHHbIE AAST BHEAPEHHS
noautuku Wb, AomxHBI ompepaeAuTs:
30HBI OTBETCTBEHHOCTH COTPYAHHKOB
OpraHM3alMM 32 HMHGOPMAIMOHHbIE
Ppecypcsl, 3a IprMeHeHre TpebOoBaHMIt
Wb B cBOMX 30HaX OTBETCTBEHHOCTH,
PerAaMeHTALHIO MEXaHH3MOB KOHTPOAS
B OIIPeAEACHHOI 06AaCTH OOecreyeH st
6€30IacHOCTH.

Bueapenne moautuku B mpea-
[OAaraeT paspaboTKy COBOKYIIHOCTH
AOKYMEHTHPOBAHHBIX IIPABUA, PerAa-
MEHTOB, NPOIIEAYP, HHCTPYKIIHIA HAK
PYKOBOASIIINX IIPUHIIAIIOB B 0b6AacTH
HH(OPMALIOHHO 0€30IaCHOCTH, KO-

TOPBIMH AOAXKHBI PYKOBOACTBOBATbCS
COTPYAHHKM OpTaHH3aLMU B CBOeH
IIOBCEAHEBHOM ACATEABHOCTH.

OAHMM M3 OCHOBHBIX YCAOBHE 3¢-
$exTHBHOTO GYHKIIOHMPOBAHMUS CHC-
Tembl yripaBaeHus b sBaseTcs BoBae-
9YeHHOCTb PYKOBOACTBA OpPTaHM3aIlUM
B IIPOIjecC PaspabOTKK M BHEAPEHI
cucrems! yrnpasaerus WbB. Ilpu atom
Heob6XOAUMOCTD

COTPYAHUKAMHM
OPTaHH3AIMH CACAYIONHX OCHOBHBIX
MOMEHTOB: 1) BCSL AEATEABHOCTb IIO
obecrievenmo VB uHuMnmmpoBaHa
PYKOBOACTBOM OpPTaHM3ALMH M 00si-
3aTeAbHA AAS BBITIOAHEHMS BCEMH CO-
TPYAHHKAMK KOMIAHHH, 2) PYKOBOAC-
TBO KOMIIAHMH AMYHO KOHTPOAHMPYET
paspaboTky H QYHKIMOHMpPOBAHIE
cucrems! ynpasaenus B, 3) camo py-
KOBOACTBO BBIITOAHSET Te JKe IIPaBHAA
o obecredenuto VB u tpebyer Toro
K€ OT COTPYAHHMKOB OPraHHU3aITHH.

Paspaborka 6e3o-
[IACHOCTU COOCTBEHHBIMU  CHAAMU

Ba’KHO OTMETUTD

IIOHMMaHHUA  BCEMHU

IIOAUTHUKH

— AAWTEABHBIM U TPYAOEMKHI IIPO-
mecc, Tpebyromero BBICOKOTO IIPO-
deccroHaAM3Ma, OTAMYHOTO 3HAHMS
HOPMATHUBHOM 6a3sl B 00AACTH HH-
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popmanponnoi 6esonacHocru. B co-
OTBETCTBHU C NPUHATON IPAKTHUKOMN
PYKOBOACTBOM OpTaHH3aLMH  OBIAO
IPHHATO pellleHHe BbIOpaTh BHe-
IIHIOK CIENMAAUSUPOBAHHYI KOM-
IAHHMIO AASL IIPOBEACHMS ayAMTa HH-
dopmanmonnoit 6esomacuocru (VB)
aBTOMATU3MPOBAHHBIX ~HMHpOpPMaIu-
OHHBIX PECYPCOB OPraHU3ALUK K Pa3-
paboTKy KOHLemuu u moAnTuxu 1B,
Ayaur 1B mpepcraBasier coboit
KOMIIAKC MEpONPHATHN TTOAYYEeHHs
OOBEKTUBHBIX KAYECTBEHHBIX U KO-
AWYECTBEHHBIX OIIEHOK O TeKyIeM
COCTOSIHUM HMHPOPMALIMOHHON 6e30-
MACHOCTH B KOMIIAaHWM, IIPOBOAUMBIi
He3aBUCHMbIMU JKCIIEPTaMH B COOT-
BETCTBHH C OH3HEC-TIPOLIeCCAMH KOM-
HaHUM ¥ MeXXAYHAPOAHBIMU CTAHAAPTA-
M. B cooTBeTCTBMU C TOCTaBAEHHBIMH
measMu  OblAa  OmpeAeAeHa 00AACTb
ayauTa 1 obbexthl ayauTa. Ayaur 1B
MO3BOAMA YCTAaHOBHUTb COOTBETCTBHUE
ypoBHsl HHGOPMAIIHOHHOM Oe3omac-
HOCTH OpPTaHHU3AllUM BBIABUTAEMBIM
BHYTPeHHHM TpeOOBaHIsIM, TpeboBa-
HMSM AEHCTBYIOIIEr0 3aKOHOAAT@ABC-
TBa ¥ MEXKAYHAPOAHBIX CTAHAAPTOB.
ITpoBeAeHHDIN ayAHT OCHOBBIBAA-
CS1 Ha CAEAYIOIUX HpHHLMIAX: 1) mpu-
MEHEHHE MOAEAeH HapyIIUTeAeH, Kak
BHYTPEHHErO HapyIIMTeAs, TAK 1 BHe-
IIHEro HApyUIMTeAs; 2) ONpeAeAeHHUe
06AACTU IIPOBEACHNS ayAUT]; 3 ) aHAAU3
BAMSIHUS BHIABAGHHBIX YA3BMMOCTeH Ha
3alIUIEHHOCTb BCell MHPOPMAIMOH-
HOM CHUCTEMBI B [IEAOM M OTACABHBIX €€
KOMIIOHEHT; S5) TOUCK HOBBIX ySI3BH-
MOCTeit; 6) HaAUYHe CTPOTOI CHCTEMBI
KAACCHUKAIMH yA3BUMOCTeI.

B pokAape 06CYKAAIOTCS HEKOTO-
phle IpaKTUIeCKHe BOIPOCH ITOPSAKA
BBITOAHEHHS ayAMTa CHCTEMBI YIIPaB-
aenns Vb opranusanuy, mosydeHHbIe
PE3YABTaTBl M PEKOMEHAAIIUH, IpeA-
CTaBAeHHbIE KOMITAHHEH ayAUTOPOM.

ITo pesyabraTaM MaTepHaAOB Ae-
TAaABHOTO OTYETa M aHAAM3A, IPOBEACH-
HOTO ayAWTa CHCTeMbl yrpasaeHus b
U B COOTBETCTBUM C COTAACOBAHHBIMH
TpeboBanmsimMu B obaactu VB, 6bian
Pa3paboTaHbl OCHOBHbIE AOKYMEHTBI
no Wb, B Tom uncae, Konnermusa MB,
IToauTnka B, ocHoBHbIe Peraamentst
U APYTHe OPraHHM3aIjMOHHbIE U PacIo-
PAAUTEABHBIE AOKYMEHTHI .

AAsiBHEAPEHUS IIPOIIeCCOB yTIpaB-
aerus VT-puckamu B opraHusanuu
Ob1A paspaboTaH Peraament ympasae-
HUS PUCKaMH, METOAMKA HHBEHTAPHU-
3aI[M{, KaTerOpHPOBaHUSA H OIIEHKU
PHCKOB MHGOPMAIUOHHBIX PeCypcoB
OpTaHU3AIIHHL.

AHaAM3 THPOPMAITMOHHbIX PUCKOB
— COCTaBHAS YaCTh IIPOIeCCa yIpaBAe-
Hust prckamit. ITpu BbimoAHeHHU paboT
0 aHAAM3Y HHPOPMAIOHHBIX PUCKOB
ObIAM OLleHEHBI YA3BHUMOCTH HHQOP-
MaI[HIOHHON HHQPACTPYKTyphl Opra-
HH3ALMM K YTpo3aM HHQPOPMAIHOH-
HOM 6e30IIacCHOCTH, UX KPHUTHYHOCTDH
U BEPOSITHOCTH yIep6a, BbIpaboTaHbI
KOHTPMEpHI 110 YMEHBIIEHHUIO PUCKOB
AO TIPUEMAEMOTO YPOBHS U IIPEAAOSKe-
HbI METOABI KOHTPOAS AASL 3QIJUThI UH-
$opMaIOHHOM HHPPACTPYKTYPBL

OnenuBas HHPOPMAITMOHHbIE PHC-
ki, I'T-crieruaAiCcThI He OrpaHUYMAUCH
TOABKO AMIIb OAHMMM HMHQpOPMAIH-

OHHbIMU CHUCTEMaMH, IIPOrPaMMHbIM,
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aNIapaTHBIM M KOMMYHHKAIIMOHHBIM
obecIredeHeM, a TAOKe OBIAM PACCMOT-
PeHbI BOIPOChI $UHIECKON Ge3omac-
HOCTH U Y4TEHBI X BOIIPOCI, CBSI3aHHbIE
C YeAOBEYECKUM (GaKTOPOM.

Kax nokaspiBaeT IpakTHKa OLjeH-
Ky MT-puckoB >XeAaTeAbHO IPOBO-
AWTDb He Pexke OAHOTO Pasa B Ioa, 4To-
6bI MOXXHO GBIAO TapaHTHPOBATD, YTO
He OCTAAWICh He BbISBACHHBIMHU HOBbIE
OIACHOCTH, a MPOTUBOAEHCTBHE BbI-
SIBAGHHBIM DHUCKaM OCYIeCTBASETCS
a¢dexruBHO. BHYyTpH opranmsanmu
paboTa IO OLiEHKEe PHCKOB AOAXKHA
ObITb OPraHM30BAHA HA OCHOBAHMH
Pa3spabOTaHHBIX M yTBEPIKAEHHBIX Per-
AAMEHTOB, MMPOLIEAYP U HHCTPYKLUA U
COTAACOBAHA C PHUCK MEHEAXXKMEHTOM
OH3HeC IMpOLIECCOB OpraHM3anuu. B
IJeAsIX IIOBBIIIeHHS 3P PeKTUBHOCTH U
KadecTBa paboT B AQHHOM HaIpaBAe-
HHU JXEAATeAbHO aBTOMATH3HPOBATh
IpOLlecChl yIpaBAeHUS MHPOpMaIlu-
OHHBIMH PHCKAaMHU B OPTaHM3aIlUH.

BpIiBOABI:

1. TloauTnka HHPOPMAIMOHHOMN
0€30IMacHOCTH — 3TO OPraHM3ALUOH-
HO-TIPAaBOBOM M TEXHUYECKHMH AOKY-
MEHT OAHOBpeMeHHO. B aToil cBsasu

npu paspaboTke MepONIpUSITHI IO
BHEAPEHHIO M PeaAM3al[i IIOAUTHKU
Wb Heo6XOAMMO OIMpAThCs Ha IIPHU-
HIUIT Pa3yMHOH AOCTaTOYHOCTH H
3KOHOMUYECKON [JeAeCOO0OPa3HOCTH.

2. Bueppenue moauruxu b Tpe-
OyeT peraaMeHTALMH ITPAKTUYECKH
BCeX MpOLeccoB 0b6paboOTKH, XpaHe-
Husl, Iepepaun U obMeHa MHPOpPMA-
LMH, PaspabOTKU AOKYMEHTHPOBAH-
HBIX IIPOLIEAYP M MHCTPYKIHMIL. B aToi
CBSI3U L}eA€COOOPA3HO HCIIOAB30BATH
HMEIOIHeCs CTAHAAPTHBIE METOAOAO-
TUH AASL TIOBBIIIEHHs KauecTBA IIOA-
rOTaBAMBaeMbIX AOKYMEHTOB (HampH-
Mep, 6ubanoreka ITIL, MeToporormst
Microsoft MOF u T.p.).

3. Kak moxaspiBaeT IpakTHKa, Op-
FaHM3ALMOHHbIE Mephl MIPAalOT OYeHb
BAOXHYIO POAb BO BHEAPEHHH MepOIl-
pusiTuit moautuky Wb B opranmsarmm,
[I09TOMy HEOOXOAUMO OpraHH30BaTh
HeTpepbIBHOE IOBbIIIEHHE OCBEAOM-
ASHHOCTH, TIOBBINIEHHUS KBAAMUKAITAK
1 00y 4eHs COTPYAHUKOB OPraHHU3aIIII
B obaactu V1B, B kadecTBe ImepcrieKTHB-
HOTO ITOAXOAQ, KaK ITOKa3bIBaeT MPaKTH-
Ka, IBASTCS HCIIOAb30BaHUE AUCTAHITH-
onnoro obydenns 1 E: Learning.
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1. ISO/IEC 27001:2005 MudopmarroHHble TexHOAOTHH. MeToAbI obecrre-
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Hocru. TpeboBanus.
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BHAQ YIIPaBA€HUs HHPOPMALHOHHON 6€30I1aCHOCTBIO.

3. ISO/IEC 27005:2008 MupopmarmonHas TexHoaorus — Meropst Besomac-
HOCTHU — YIIpaBAeHHe prcKaMu MHPOPMAIIMOHHOM 6€30I1aCHOCTH.

4. H.XKyxanosa. IIpakTryeckue acrieKkThl IPUMEHEHUS MEXAYHAPOAHBIX CTaH-
AapTOB be3omacHoCTH MHPOpMALMOHHbIX cucTeM. ISO 27001: 2005. http://
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CYBERCRIME - A TREAT FOR SERBIAN ECONOMY

Goran Milovanovic, Nada Barac, Aleksandra Andjelkovic,

Faculty of Economics, Nis, Serbia

Cybercrime is a growing problem that negatively impacts Serbian economy.
While a lot has been done to combat cybercrime over the then years, criminals
still have the upper hand. Serbian IT experts are excited to be able to share
their expertise with law enforcement around the world and join efforts in the

fight against ccomputer crime.

Keywords: cybercrime, Mafiaboy, Russian Business Network, scope of cy-

bercrimes in Serbia

1. Cybercrime: Overview

Computer crime or cybercrime
is a form of crime where the Internet
used as a medium to commit a broad
range of potentially illegal activities.
Issues surrounding this type of crime
have become high-profile, particularly
those surrounding hacking, copyright
infringement, and pornography.

Generally, computer crime may
be divided into one of two types of
categories: (1) crimes that target com-
puter networks or devices directly (i.e.
malware -malicious code, denial-of-
service attacks, and computer viruses);
(2) crimes facilitated by computer net-
works or devices, the primary target of
which is independent of the computer
network or device (ie. cyber stalk-
ing, fraud and identity theft, phish-
ing scams, and information warfare).
Unauthorized use of computers tends
generally takes the following forms:
Computer voyeur; Changing data;
Deleting data, and Denying service to
authorized users (Do attack).

A few well-documented cases in-
clude the following:

-The Yahoo! website was pinged
at the rate of one gigabyte/second by
MafiaBoy at 10:30 PST on Monday, 7
February 2000. The attack lasted for
three hours. On February 9, the same
technique was extended to Amazon.
com, eBay.com, Buy.com and CNN.
com.! As a result of the attacks, a
number of firms formed a consortium
to fight DDoS attacks.” Investigation
by the RCMP and the FBI located a
1S year old child in Montreal who
used a modem to control zombies
in his DDoS escapade.’* On April 15,
2000, the RCMP arrested a Canadian
juvenile known as Mafiaboy for the

! Richtel, M. and S. Robinson (2000), Several
Web Sites Are Attacked on Day After Assault
Shut Yahoo, New York Times (February 9,
2000); http://www.nytimes.com/library/
tech/00/02/biztech/articles/09hack.html

2 Messmer, E. (2000), Web sites unite to
fight denial-of-service war, Network World
(September 25, 2000).

3 http://www.mekabay.com/overviews/hi-

story.pdf
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February 8th DDoS attack on CNN
in Atlanta.

-Russian Business Network (RBN)
was registered as an internet site in 2006.
Initially, much ofits activity waslegal. The
RBN, which is notorious for its hosting of
illegal and dubious businesses, originated
as an Internet service provider for child
pornography, phishing, spam, and mal-
ware distribution physically based in St.
Petersburg. By 2007, it developed part-
ner and affiliate marketing techniques
in many countries to provide a method
for organized crime to target victims in-
ternationally. RBN has no official Web
site of its own; those who want to buy
its services must contact its operators via
instant-messaging services or obscure,
Russian-language online forums. It has
been alleged that the RBN's leader and
creator, a 24-year-old known as Flyman,
is the cousin of a Russian politician.
Because it is possible that recent cyber-
terrorism activities, such as the denial of
service attacks on Georgia and Azerbai-
jan in August 2008, may have been co-
ordinated by the RBN*.

The global recession will lead to a
rise of cybercrime worldwide. Securi-
ty firm McAfee’s annual Virtual Crim-
inology report says approximately 1.5
million pieces of unique malware iden-
tified by the end of 2008, more than
in the previous five years combined®.

* http://rbnexploit.blogspot.com/2008/08/
rbn-georgia-cyberwarfare.html

> Matthew Harwood, Cybercrime Trends Will
Worsen in 2009, According to Forecasts,
Security Management, 12/10/2008.

The United States has bypassed China
as the biggest purveyor of malware as
well as sends the most spam world-
wideS. Not only is the United States
relaying the most spam because too
many of its computers have been com-
promised and are under the control of
hackers, but it’s also carrying the most
malicious websites.

2. Cybercrime in Serbia

Organized cybercrime has taken
root in Serbia. It doesn’t have re-
sponse mechanisms, laws, infrastruc-
ture and investigative support set up
to respond to the threat quickly. It is
evident that Serbia needs an organiza-
tion that facilitates transnational law
enforcement cooperation.

Serbia’s Republic Agency for Tel-
ecommunications (RATEL) pub-
lished on 21 July 2008 a document
that contains the technical require-
ments for authorized monitoring of
some telecom services and provides
a list of obligations for the telecom
operators. The Internet Service Pro-
viders (ISPs) are obligated to en-
able governmental bodies to access
updated databases with personal
data on users, contracts, maximum
speed of data transfer, identification
addresses as well as access to data-
base about email users. Also, ISPs
are obligated to provide hardware
and software for passive monitoring
in real time, collecting and analysing
Internet activities, statistics, inter-

¢ SOPHOS, Security Threat Report: 2009.
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ception of email, attachments, web
mail, IP video traffic, phone traf-
fic, interception of IM traffic, peer-
to-peer networks, service of email
and forwarding the email content
towards the centre of governmen-
tal bodies for supervision. ISPs will
have to let the police access their
databases, including users’ e-mail
content or browsing history’. This
regulation seems to be the Serbian
version of the data retention direc-
tive, since the scope is defined as
fighting cyber crime and terrorism.

In Serbia cybercriminals are ex-
ploiting the global recession by lur-
ing in susceptible victims through
the promise of easy money. While
Serbian government and law enforce-
ment have their attention diverted by
the economy, the door is left open for
cybercriminals to continue targeting
bank balances and drop in consumer
confidence, which is essential to Ser-
bian economy recovery.

On 7 December 2009 an OSCE
organized in Belgrade investigation
training course for cybercrime experts
in South-Eastern Europe on combat-
ing malicious software and worms.
Fifteen computer crime experts from
Serbia and neighboring countries
took part in the course, which high-
lighted techniques used by compu-
ter criminals. The course marked the

7 Danica Radovanovic, Serbia: New Instruc-
tions and Law Regulations on Online Pri-
vacy, Global Voices, July 26th, 2008

first time the OSCE’s Strategic Police
Matters Unit has partnered with the
commercial sector to offer training for
police officers®.

In Serbia cybercriminals are in-
creasingly focusing on Adobe PDF
and Flash files, to infect victims with
malware. In addition, they use rich
content applications such as Flash
files to distribute malicious code.
Flash-based ads on the Web, because
their binary file format, enable the cy-
bercriminals to hide their malicious
code and later exploit end-user brows-
ers to install malware.

Three developments willinfluence
the increase in cybercrime in Serbia.
First, as more IT experts get laid off,
some will shift into illegal activity to
make money. Second, cybercriminals
will be a main beneficiary of Serbian
government’s pledge to bring broad-
band Internet access to every Serbian
citizen. Finally, cybercriminals will in-
creasingly to exploit the best Web 2.0
technologies, such as Trojan technol-
ogies, to maximize their illicit gains.

Hackers have been breaking into
Facebook and MySpace and implant-
ing malware to distribute to a victim’s
social network. Serbian IT profession-
als are already aware of this risk.

The solution is increased coor-
dination between national govern-
ments. Serbian government needs
to commit to funding the resources

8 http://www.osce.org/spmu/item_1_
41924.html
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needed to combat cybercrime, and
to involve in actions across national
borders. Consequently, every govern-
ment, business and individual must
play their part in a global battle.

Conclusion

As Serbian economy begin to en-
ter recession it will be more impor-

tant for individuals and businesses to
ensure that they are on guard against
internet attack. The optimal way to
prevent malicious files is real-time
content inspection technologies that
can inspect each and every piece of
Web content in real-time which may
be malicious.
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