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OCHOBHOE TIPEHMYLeCTBO TAKO-
IO IOAXOAQ OIPEACASIETCSI TeM, YTO
aIapar TeOpHU HeYeTKUX MHOXECTB
TpebyeT OT AULIA, IPHHUMAIOIIETO pe-
IIEHUs], 3AAQHHUSI He TOYEYHBIX BEPO-
SITHOCTHBIX OLI€HOK, 2 HHT€PBAABHBDIX,
00pasyrolyx pacyeTHbIl KOPHAOP
3HAYEHUH IIPOTHO3HMPYEMBIX Iapa-
MeTpoB. OTCI0AQ BBITEKAET YAOOCTBO
3THX METOAOB, IIPOSIBASIIOIEeCs B II0-
BBIIEHHON CTEMEeHH OOOCHOBAaHHOC-
TH, IIOCKOABKY 3A€Ch YYHUTBIBAIOTCS
BCe BO3MOXKHBIE CII€HAPHU Pa3BUTHS,
o6pasyrolye HelpepbIBHbIN CIEKTP,
B OTAMYIE, HAIpUMep, oT MeToaa ['yp-
BHIIA, PACCYUTAHHOTO HA AUCKPETHOE
MHOYXECTBO CLieHapHeB.

Ilpu 3TOM OLIEHKH PHCKOB MOTYT
ObITb IIOAYYEHBI B ABYX BapHaHTax.

Iepsrit - 310 BeAMYMHA PUHAHCOBBIX,
UHQPOPMALIIOHHBIX U ADYTHX TOTEpb,
KOTODbIE BO3SMOXHBI B CAy4Yae He)XeAa-
TEABHOTO Pa3BUTHA CHTYaluu. Bropo
- 3TO HEKOTOPBIH YUCAOBOH AW HEYHC-
AOBOM TIOKA3aTeAb, XapaKTePHU3YHOMUI
YPOBEHb pHICKa, NPUCYINMI aHAAH-
3upyeMori MHQOpPMAIMOHHOM CuCTe-
Me, KaK CTelleHb HEONPeACACHHOCTH
OTHOCHUTEABHO OYAyIIero pasBUTH
TIO3UTHBHBIX U HETaTHBHBIX CTOPOH €€
(YHKIIMOHUPOBAaHMSA U OKpY>Karoliein
cpeapl.  COOTBETCTBYIOIIME METOABI
OLIEHKH U IPOrPaMMUPOBAHMs PHCKOB
HAaMU B HACTOsIee BpeMs Pa3BUBAIOT-
CSl C UCTIOAb30BaHHEM TIPOTPaMMHOTO
obecnevennss Matlab Fuzzy Toolbox,
Fuzzytech u Fuzicalc u 6yayT npeacras-
A€HBI B AAABHETIIINX ITyOAMKALIFSIX.
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This article focuses on procedures of drawing up and bringing into effect a
document which describes essential rules for personal data security. Posses-
sion of such a document is legal obligation to any organization that processes
personal data on territory of the Republic of Poland.

1. Introduction

Once Poland run for joining the
European Union structures it had
to conform its national legal system
to meet the international standards
within the area of civil rights and ob-
ligations. At level of personal data se-

curity, all EU countries are obliged to
implement Directive 95/46/EC of the
European Parliament and of the Council
of 24.10.199S on the protection of indi-
viduals with regard to the processing of
personal data and on the free movement
of such data (WE L 281). Poland im-
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plemented the directive on 29 August
1997 by authority of the Act on the
Protection of Personal Data (Journal
of Laws No. 133 item 883).

Currently binding legal system in
this area was established upon amend-
ments passed to earlier legal acts in
2004 (Journal of Laws No. 25 item
219 with amendments) which in par-
ticular applied to mandatory organi-
zational and technical means ensuring
security of processed personal data.

2. Basic expressions in personal
data security

In order to keep argument in the
article correct, it is necessary to intro-
duce some major expressions related
to personal data security.

Personal data is any informa-
tion concerning an identified or
identifiable person. Modifier any in-
formation indicates wide range of the
expression “personal data”, that includes
not only language signs but also im-
ages, sounds and, getting more impor-
tant, biometrics as well. It is important
that biometric data is finger prints or
retina pattern as well as structure of
face, voice projection, geometry of a
hand, pattern of veins and even hab-
its or acquired skills (e.g. walk style,
handwriting, etc.).

Personal data processing is any
operation made over personal data,
especially in IT systems, such as col-
lecting, saving, storing, editing, modi-
fying, sharing and erasing data. De-
termining particular operations which
are part of personal data processing,

does not make the catalog of such op-
erations closed. It specifies time frames
of data processing, from collecting to
erasing data, what gives frames for obli-
gation of personal data security.

3. Documentation of personal
data security

3.1 Definition

The legislature did not define
expression “Policy of Personal Data
Security” [further called: the Policy]
therefore help of scientists and experts
was necessary to make clear and pre-
cise definition of it.

Policy of Personal Data Secu-
rity is a set of laws, regulations and
practical experience that determine a
way of management, protection and
distribution of personal data inside
and outside of an institution. The set
is directly related to security of per-
sonal data processed traditionally as
well as in IT systems.

3.2 Contents

Contents of the Policy document
is described in the executive decree to
the mentioned earlier Act, neverthe-
less almost all independent experts
and researchers claim that it is not
extensive enough to cover all legal
obligation for personal data security.
Therefore, according to the interna-
tional standards ISO 27001 and ISO
17799, the Policy is supposed to in-
clude below listed elements:

« Declaration of an institution

management;

+ General statements (defini-

tions, goals, extent);
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+  Structure of management;

+ Strategy of organizational and
technical security measures,
including:

- personnel security;

- access control;

- hardware protection;

- access to IT systems;

- notebooks and on-line work
(remote access);

- electronic information storage
devices;

- access to the Internet;

- e-mail;

- antivirus protection;

- cryptographic protection;

- emergency data back-up;

- withdrawal from use and utili-
zation of hardware and storage
devices;

- security audits;

- trainings;

- access to personal data for per-
sonnel from the outside.

+ Registering of personal data
sets;

+ Audit and updating of docu-
mentation

+ Final statements.

and also elements described in the ex-
ecutive decree:

+ Listofbuildings, roomsand parts
of room that make area in which
personal data is processed;

+ List of personal data sets with
software used to processed the
data;

« Description of structure of the
data sets which shows contents
of data records and relations
between records;

«  Algorithm of data flow between
particular systems.

It is also important to indicate
necessity of implementation into the
Policy procedures for crisis manage-
ment in personal data security sys-
tem.

3.3 Preparation of the Policy

Documentation that specifies
rules of security for processing per-
sonal data, apart from other detailed
requirements, must be adequate to re-
ality when treats actual state of its con-
formity with the law. Preparation of the
Policy should be preceded by audit in a
company that allows to collect all infor-
mation needed to create the Policy.

Formally, the Policy may consist
of one or few documents describing
process of personal data security. Ac-
cording to the legal requirements, the
Policy has to be prepared in a tradi-
tional way (hard copy).

4. In conclusion

Properly prepared and imple-
mented in a company Policy of Per-
sonal Data Security makes proce-
dures that allow to manage data of
specific value professionally. Beside
meeting legal requirements, the Pol-
icy creates long-term image of safe
partner in business, client, employer,
organization etc.
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SJIEKTPOPA3PAAHAA 3ALLUTA OT NOAAEJIKU
BYMAXHbIX AJOKYMEHTOB

IlIxuaée Baadumup, Heduoza0 Bukmop, Adamuyx Apxaduii
Munucmepcmeo unPopmayuorHbix mexHOA0ZUiL
u meaekommynuxayuii (Pecny6auxa Moadosa)

Is presented new information technologies at manufacturing paper documents
with high level of protection. The way of formation a database of documents
on the basis of association of the wave and digital information is offered.

Vipest MCIIOAB30BaHUS IIPOIIECCOB,
AQXKe TEOPeTHIECKH He MOAAAIOIIHXCS
TIOAHOMY PacueTy U YIIPABACHHIO, AAS
BBICOKOYPOBHEBOM 3alUThl AOKYMEH-
TOB He HOBa. Emé B koHie 60-ropos
C.BucHep mpepAOXHA HCIOAB30BATh
$OTOHBI C 3apAHHBIMU IIOASIPH30-
BaHHBIME cocTostHusME [1]. 1 xots
TEXHOAOTHMYECKH HAeS He peaAusye-

Ma M IO Ceil AeHb, TEM He MeHee, Aes
C.BucHepa peficTBITeABHO 6biAa 6AeC-
TSI, XOTSI OBl IOTOMY, YTO U3 Hee CO
BpeMeHeM Pa3BHAKCh HOBbIE ITOAXOABL
B KpPHUIITOrpaQuy, KOTOpble AAIOT Ha-
AEXKAY pa3pabOTaTh, paHO HAU IIO3AHO,
IPOCTBIE M A€IIeBble TeXHOAOTHHU U3-
FOTOBAEHMS GYMaKHBIX AOKYMEHTOB C
BBICOYANIIIUM YPOBHEM 3aIUTHL



