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Основное преимущество тако-
го подхода определяется тем, что 
аппарат теории нечетких множеств 
требует от лица, принимающего ре
шения, задания не точечных веро-
ятностных оценок, а интервальных, 
образующих расчетный коридор 
значений прогнозируемых пара-
метров. Отсюда вытекает удобство 
этих методов, проявляющееся в по-
вышенной степени обоснованнос-
ти, поскольку здесь учитываются 
все возможные сценарии развития, 
образующие непрерывный спектр, 
в отличие, например, от метода Гур-
вица, рассчитанного на дискретное 
множество сценариев.

При этом оценки рисков могут 
быть получены в двух вариантах. 

Первый - это величина финансовых, 
информационных и других потерь, 
которые возможны в случае нежела-
тельного развития ситуации. Второй 
- это некоторый числовой или нечис-
ловой показатель, характеризующий 
уровень риска, присущий анали-
зируемой информационной систе-
ме, как степень неопределенности 
относительно будущего развития 
позитивных и негативных сторон ее 
функционирования и окружающей 
среды. Соответствующие методы 
оценки и программирования рисков 
нами в настоящее время развивают-
ся с использованием программного 
обеспечения Matlab Fuzzy Toolbox, 
Fuzzytech и Fuzicalc и будут представ-
лены в дальнейших публикациях. 
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This article focuses on procedures of drawing up and bringing into effect a 
document which describes essential rules for personal data security. Posses-
sion of such a document is legal obligation to any organization that processes 
personal data on territory of the Republic of Poland.

1. Introduction
Once Poland run for joining the 

European Union structures it had 
to conform its national legal system 
to meet the international standards 
within the area of civil rights and ob-
ligations. At level of personal data se-

curity, all EU countries are obliged to 
implement Directive 95/46/EC of the 
European Parliament and of the Council 
of 24.10.1995 on the protection of indi-
viduals with regard to the processing of 
personal data and on the free movement 
of such data (WE L 281). Poland im-
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plemented the directive on 29 August 
1997 by authority of the Act on the 
Protection of Personal Data ( Journal 
of Laws No. 133 item 883). 

Currently binding legal system in 
this area was established upon amend-
ments passed to earlier legal acts in 
2004 ( Journal of Laws No. 25 item 
219 with amendments) which in par-
ticular applied to mandatory organi-
zational and technical means ensuring 
security of processed personal data.

2. Basic expressions in personal 
data security

In order to keep argument in the 
article correct, it is necessary to intro-
duce some major expressions related 
to personal data security.

Personal data is any informa-
tion concerning an identified or 
identifiable person. Modifier any in-
formation indicates wide range of the 
expression “personal data”, that includes 
not only language signs but also im-
ages, sounds and, getting more impor-
tant, biometrics as well. It is important 
that biometric data is finger prints or 
retina pattern as well as structure of 
face, voice projection, geometry of a 
hand, pattern of veins and even hab-
its or acquired skills (e.g. walk style, 
handwriting, etc.).

Personal data processing is any 
operation made over personal data, 
especially in IT systems, such as col-
lecting, saving, storing, editing, modi-
fying, sharing and erasing data. De-
termining particular operations which 
are part of personal data processing, 

does not make the catalog of such op-
erations closed. It specifies time frames 
of data processing, from collecting to 
erasing data, what gives frames for obli-
gation of personal data security.

3. Documentation of personal 
data security

3.1 Definition
The legislature did not define 

expression “Policy of Personal Data 
Security” [further called: the Policy] 
therefore help of scientists and experts 
was necessary to make clear and pre-
cise definition of it.

Policy of Personal Data Secu-
rity is a set of laws, regulations and 
practical experience that determine a 
way of management, protection and 
distribution of personal data inside 
and outside of an institution. The set 
is directly related to security of per-
sonal data processed traditionally as 
well as in IT systems.

3.2 Contents
Contents of the Policy document 

is described in the executive decree to 
the mentioned earlier Act, neverthe-
less almost all independent experts 
and researchers claim that it is not 
extensive enough to cover all legal 
obligation for personal data security. 
Therefore, according to the interna-
tional standards ISO 27001 and ISO 
17799, the Policy is supposed to in-
clude below listed elements:

◆	 Declaration of an institution 
management;

◆	 General statements (defini-
tions, goals, extent);
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◆	 Structure of management;
◆	 Strategy of organizational and 

technical security measures, 
including:

-	 personnel security;
-	 access control;
-	 hardware protection;
-	 access to IT systems;
-	 notebooks and on-line work 

(remote access);
-	 electronic information storage 

devices;
-	 access to the Internet;
-	 e-mail;
-	 antivirus protection;
-	 cryptographic protection;
-	 emergency data back-up;
-	 withdrawal from use and utili-

zation of hardware and storage 
devices;

-	 security audits;
-	 trainings;
-	 access to personal data for per-

sonnel from the outside.
◆	 Registering of personal data 

sets;
◆	 Audit and updating of docu-

mentation
◆	 Final statements. 

and also elements described in the ex-
ecutive decree:

◆	 List of buildings, rooms and parts 
of room that make area in which 
personal data is processed;

◆	 List of personal data sets with 
software used to processed the 
data;

◆	 Description of structure of the 
data sets which shows contents 
of data records and relations 
between records;

◆	 Algorithm of data flow between 
particular systems.

It is also important to indicate 
necessity of implementation into the 
Policy procedures for crisis manage-
ment in personal data security sys-
tem.

3.3 Preparation of the Policy
Documentation that specifies 

rules of security for processing per-
sonal data, apart from other detailed 
requirements, must be adequate to re-
ality when treats actual state of its con-
formity with the law. Preparation of the 
Policy should be preceded by audit in a 
company that allows to collect all infor-
mation needed to create the Policy.

Formally, the Policy may consist 
of one or few documents describing 
process of personal data security. Ac-
cording to the legal requirements, the 
Policy has to be prepared in a tradi-
tional way (hard copy).

4. In conclusion
Properly prepared and imple-

mented in a company Policy of Per-
sonal Data Security makes proce-
dures that allow to manage data of 
specific value professionally. Beside 
meeting legal requirements, the Pol-
icy creates long-term image of safe 
partner in business, client, employer, 
organization etc.
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ЭЛЕКТРОРАЗРЯДНАЯ ЗАЩИТА ОТ ПОДДЕЛКИ 
БУМАЖНЫХ ДОКУМЕНТОВ 

Шкилёв Владимир, Недиогло Виктор, Адамчук Аркадий 
Министерство информационных технологий 

и телекоммуникаций (Республика Молдова)

Is presented new information technologies at manufacturing paper documents 
with high level of protection. The way of formation a database of documents 
on the basis of association of the wave and digital information is offered.

Идея использования процессов, 
даже теоретически не  поддающихся 
полному расчету и управлению, для 
высокоуровневой защиты докумен-
тов не нова. Ещё в конце 60-годов 
С.Виснер предложил использовать 
фотоны с заданными поляризо-
ванными состояниями [1]. И хотя 
технологически идея  не реализуе-

ма и по сей день, тем не менее, идея 
С.Виснера действительно была блес-
тящей, хотя бы потому, что из нее со 
временем развились новые подходы 
в  криптографии, которые дают на-
дежду разработать, рано или поздно, 
простые и дешевые технологии из-
готовления бумажных документов с 
высочайшим уровнем защиты.


