1.3. KoH1remius IocTpoeHUsI CUCTEMBI MHMOpMAIIMOHHOM 0e3011aCHOCTH
Hecmotps Ha Gobllioe KOJIMYECTBO ITyOJMKALM 1O paccMaTpuBaeMOM

npooneme [20], K COXaJleHUIO, OO0 HACTOSIIETO BPEMEHU OTCYTCTBYET
eIUHHBIA TIOAXOJA K pa3pabOoTKe KOHUEMLMM CHUCTEMbl WH(GOPMALIMOHHOM
oeszonacHocti (CHUB) AUC. Crnoxuslieecss IOJOXEHUE B JaHHOM BOIIPOCE
MMEET MHOXECTBO OOBSICHSIIOIIMXCSI MNPUYMH, CPEAUM KOTOPBIX OCHOBHBIMU
SIBJISIFOTCSL CJIEYIOLINE:

a) He oTpaboTaHa eOWMHHAs METONOJIOTUSI TOCTPOECHUSI CUCTEMBbI
nHpopMalmoHHoi 6e3onacHoctu AUC;

0) OTCYTCTBYET KOMIUIEKCHBIN aHAINU3 MOTEHUMAIbHBIX YTPO3 U CTEIICHU
pUCKa TIpU peaiu3aliy MPOrpaMMHBIX 3JIOYIIOTPEOIeHUI, U,

B) OTCYTCTBYeT €OWHBIA  TOAXOJ K  ONpEAeJIEeHUIO  YPOBHS
zamuieHHoctu AWUC.

B ocHOBy wuccienoBaHusl BBIIEJACHHBIX MPUYMH M 3aday MOCTPOCHUS
CHDB moryT OBITH 3a510KeHBI padoTsl [139,65,98,10,7,37,38,79,92,102, 101,58,
113,127,40,23 u ap.].

B cBere  u3JI0XEHHOro OCTaHOBUMCS  0Oojee  IOAPOOHO  Ha
CYLIECTBYIOILIIME TIOAXOAbl K KOHLENLMM IIOCTPOEHUSI paccMaTpuBaeMOM
cucteMbl 6e3omnacHoctu AWC.

Tak, B pabdore [65] aBTOpBI BBIAEISIOT YETHIpE 3Tarna ee MOCTpoeHus: 1)
OIpeNe/ICHUE HEOoOXoaMMOoro Habopa (QyHKIMA 3aluMThl IS KaXIOn
cnenudukanyu; 2) BBIOOP COOTBETCTBYIOLIUX MEPOMNPUSATUIA [JIST KaXKOAOro
HaObopa (PYHKLMI 3alliMThl; 3) BBIOOP M/WIM pa3padOTKa CpeACTB 3allUThI,
HauOosiee TIOJHO YIOBJIETBOPSIOLIMX YCTAaHOBJIEHHBLIM TpeOoBaHUsAM; 4)
o0beaAuHEHME pa3pabOTaHHBLIX WM  BBIOpAHHBIX CPEICTB  3alllUThl B
MOIUYMHEHHYIO OOILEMY YIIPABJICHUIO CUCTEMY.

AHanu3upysi JaHHbIA MOAXOM CJAEAYET OTMETUTb, UTO OH OPUEHTUPOBAH
Ha o0ecrieyeHre 0e30MacHOCTHU JIOKaabHOTO KoMmnoHeHTa AVC u peanusanuio

MEXaHU3MOB IMPOTUBOCTOSIHUSI yIrpo3aM KOHKPETHOW HampabjieHHOCTU. Ilpu



BTOM, HE IpeayCMaTpPUBAETCS aHaJMU3 pUCKa U orpeneieHue 3¢EHEKTUBHOCTU
HCITOJIb3YeMBbIX CPEACTB 3allUThl MH(MOPMALIMH.

ABtop [98] wucciaemyer 3agauu obecrniedyeHMsT ~ MH(MOPMALIMOHHOM
o6eszonacHoctTy AMC Ha 3Tamax MOpoOeKTUPOBAHMST M OIKCIUIyaTaUUuUd U
BbIJIEJISIET:

a) Ha 92Tamne MNPOEKTUPOBAHWUS: OMNpeAe/ieHUue MEpeuyHs U CTOUMOCTU
JAHHBIX, TIOJJIEXAIIMX 3alllUMTe; aHalu3 CUCTEMbl KaK OOBbEKTa 3allldThl U
omnpeacaeHre MOACIN MOBEACHUS MOTEHLUAIbHOTO HAPYIIUTENSI, BO3MOXHBIX
KaHaJOB HECAaHKIIMOHWPOBAaHHOTO JOCTylna K MHMOpPMalUMU M BO3MOXKHBIX
BO3IEWCTBUIA  CJIydallHOrO  XapakTepa; pa3paboTKa CpeacTB  3alllUTHI,
MePEKPHIBAIOIINX BbISIBJICHHbIE KaHaJlbl HECAHKIIMOHUPOBAHHOIO AOCTyHa W
oOecrneynBamIIMX  3aJaHHBIM  ypOBeHb  0€30MacHOCTU  MH(pOPMALIUU;
pa3paboTka CpeICTB (byHKLIMOHAJIBHOTO KOHTPOJIS CHUCTEMBbI
LICHTPaJM30BAaHHOTO  yIIpaBJieHUsSI  0e30MacHOCTbIO;  OLIEHKA  YPOBHS
oxugaeMoi 3p(PEeKTUBHOCTU 3alIUTHI;

6) Ha 9Tame  SKCIUIyaTalWu: KOHTPOJb ¥  MOAIepXKKa
(byHKIIMOHUPOBAHUS CUCTEMbI O€30IMIAaCHOCTM MHMOPMALIMM B KOMIIBIOTEPHOM
CHUCTEME;, CBOEBPEMEHHOE MpeAynpexaeHue, OOHapyXeHue U OJOKMpOBKa
Haubojiee  BEPOSATHBIX Yrpo3 C  HauMOOJBIIMMM  MaTepUaJbHBIMUA U
SKOHOMUYECKMMU  TMOTEPSIMM; perucTpaludss U ydeT oOpalueHuil K
3alluilaeMo MH@opMaluu, JOKYMEHTUPOBAaHUE, BEICHUE CTATUCTUKU U
MPOTHO3UPOBaHME HanboJiee BEPOSITHBIX YIPO3.

B [10] KOHLEIUMS  3allUThI chopmyiMpoBaHa B BUJIE
MOCJIEA0BATEIbHOCTU 3TAIlIOB TE€XHOJOTMUYECKOM LIETTOUYKU:

I. AHaiM3 OOBEKTA M BBIICJIECHUE JIEMEHTOB, TPEOYIOLIMX OOECTICUEHUS
nXx OE30MaCHOCTHU.

2. OnpeneneHre BO3MOXHBIX YTPO3 BbIACJIEHHBIM 3JIEMEHTaM, OLICHKA
BEPOSITHOCTM MX TIOSIBIEHUS M (DOpMUPOBaHUE MEpeyHsi TpeOOBaHUI MO
3allUTE.

3. Boibop u pa3paboTKa aneKBaTHBIX yrpo3aM Mep U CPEACTB 3allUThI

SJIEMCHTOB U d)OpMI/IpOBaHI/IG CHUCTEMDBI 3allIUTbl KOMITBIOTEPHBIX CUCTEM.



ABTOpBI [139] paccMaTpuBaloOT KOHLICITLIUIO 0e30MacHOCTH,
MpeIHa3HAYEHHYIO0 JUIs1 pa3pabOTKM CHUCTEMBI OOECIedyeHusT 0e30MaCHOCTHU
nHOpMaALIMM Ha MPEAINPUSTUSIX BOCHHOI KOHBepcuu. B pamkax maHHON
KOHILIETILIMM pacCMaTpuBAIOTCA  CJEOYIOIIME OTallbl: ITOCTAaHOBKA 3a1a4yu
obecrieueHus1 OeszomacHoctu uHPopMauun (OBKM) Ha KoOHBepcupyeMoM
NPEeANpUITAM; CO3JaHWE Ha NOpeanpusaTuud padoueir rpynnsl OBW; aHanus
(pMHAHCOBBIX M peCcypCHBIX orpaHuyeHMii Ha co3gaHue OBMU; ompeneneHue
oomeir xkoHuenuuu ODBWM Ha npeanpusTUM, BBISIBICHUE KaHAJOB YTEUKU
nHpOpMaLIMM 1 ompeAeeHue 3aluminaeMbix 00bekToB AMC; paspabotka u
YTBEPKJIEHUE CHUCTEMBI KPUTEPUEB OLIEHKU 3P deKTuBHOCTU cpeacts ObU;
pa3paboTka MeTogoB U cpeacts OBU; aHanu3 crerneHu pucka; pa3padboTka
MpoLeayp OOHapy>KeHUSI IOMBITOK HECAaHKIIMOHMPOBAHHOIO JOCTyIa U obpa—
0OTKM CcOOBITHI; pa3paboTka BapuaHTOB Ipoekta COBUM mnpuMeHUTETbHO K
KOHKPETHOMY MPEATNPUSITUIO; aHaJu3 MPOEKTa o KPUTEPUIO
“apexTuBHOCTE/CTOUMOCTL” M yTBepxaeHue; peanuzauusas COBMU,
TeCTUpOBaHME M pa3paboTka gokymeHTtauuu; ceptudukaums CODBU; BBox
CODBM B akcmtyatauuio; pazsutue CObU nipu Mmoaupukanum UCIoab3yeMbIX
HT.

CrnenyeT OTMETUTDb, UTO MPUBEACHHBINM aBTOpaMU MOAXOA OPMEHTUPOBAH
Ha CO3JaHME CUCTEeMbl obecredyeHusT HMH(POPMALIMOHHON Oe30MacHOCTM Ha
KOHBEPCUPYEMOM  MpeanpusiTu U  npeanonaraercsa, uyrto AMC yxe
CYLIECTBYET, YTO BUIOU3MEHSIET MPOOIEMY.

ABTOpBl [92] paccMaTpuMBalOT CTAaAMKA CO3JAHMSI CHUCTEMbI 3allAThI
nHPOPMALIMM B CICAYIOLIECH MTOCIEA0BATEIbHOCTH:

1. IlpennmpoexTHasi cTagus: aHaJM3 COCTaBa M  COIEpPXKaHUSI
KOH(MUACHIMAIBLHONW WHQOpPMALMK, OINPEACICHUE €€ LIEHHOCTU, OIMCAaHUE
00bEKTa 3allUThI, €r0 3JEMEHTOB. pPadOYMX MECT, MNOMELICHUM, 3IaHUM,
TEPPUTOPUU, CPEIACTB OOpadOTKM WMH(OpaMLMU, CBsI3U, CUTHAJIU3ALIMU,
HMEIOIIMXCSI CPEACTB 3alluThl MHMopMauuu. KM3MepeHHEe XapaKTepUCTUK

3JIEMEHTOB OOBEKTa 3alLWTHI.



2. Cragusa TexHuueckoro mnpemjioxeHus / 3amaHus (T3): ¢popmyaupoBka
LEeJe CUCTEMBl 3aluuThl MHpopMauuu KoHKpeTHo AMC, TpebGoBaHuii u
OTPAaHUYECHUIA.

3. DCKU3HOro / TEXHUYECKOIo MPOEKTa.

4. Paboyero mpoekxra.

5. UcnibITaHUTA.

6. DKCIIyaTalyu.

IIpu paszpabotke T3 Ha KoMmriiekcHywo 3amuty AWMC pernarorcs
BOIIPOCHI, CBSI3aHHBIE C TPEOOBAHUSIMM 3AILIUINEHHOCTU 00BEeKTOB. I1pn 3TOM,
OCYILLIECTBJISIIOTCST HAYYHO-MCCJIEIOBATEIbCKIME U OIBITHO-KOHCTPYKTOPCHUKE
paboret (HMOKP), B pamMkKax KOTOpPbIX MPOBOISTCS cHeLUaIbHbIC
UCCJIeIOBAHMSI, pe3yJbTaTbl KOTOPBIX HaxXOAUT CBOE€ OTpaXeHue B
TeXHUYECKOM 3aJaHUU.

Tunosbie BoOmpockl, paccmMaTrpuBaembie B pamkax HWMP mo oneHke
3alllilIeHHOCTH 00bekToB OBT wm  paspaborke Mep 1O UX 3alluTe,
(&) (1371001114

1. OueHka CTENEHUM COOTBETCTBUSI YCJIOBMIA OO0BEKTa TpeOOBaHUSIM
PETJIAMEHTUPYIOLIMX TOKYMEHTOB I10 3aIUTE OOBEKTOB OT BO3MOXHOM YT€UKHU
obpabateiBaemoil cpeactBamu DBT (CBT) mHdopmanuu 3a cueT mnepexsaTa
MOOOYHBIX 3JIEKTPOMArHUTHBIX U3JIydyeHUi 1 HaBoaoK (ITO9MUH);

2. OueHka cneucBoiictB (pa3Mepbl 30H 1 w2, ypoBHe#
MHMOPAMTUBHBIX CUTHAJIOB B OTXOASIIMX TIpoBogax u Kabensix) CBT,
yCTaHABJIMBAaeMbIX Ha OO0beKTe (IMpOBeIEHHWE BbLIOOPOUYHBIX CIELAATbHBIX
uccaegoanuii CBT - He meHee 3-4 sk3emiuisipoB CBT kaxmoro tuma);

3. HM3mepeHue peajbHOro 3aTyxaHUsl CUTHAJIOB B TOKOITPOBOASIIINX
KOMMYHUKAIIUSIX, MMEIOLIMX BBIXOA 3a IIpelesbl OXpaHSIeMOW TeppuTOpUU
00BEeKTa;

4. Pa3paboTka BapMaHTOB 3alllUThl OOBEKTAa C YyKa3aHUeM I1OJTHOU
CTOMMOCTH TIpeIJIaraeMbIX Mep 3allUTHhI;

5. Beibop u cornacoBaHMe € 3aKa3uMKOM OKOHYATEJIbHOrO BapuaHTa

3allUThI;



6. MHccnegoBanume  HameXHOCTHM  CHUCTEeMBl  3aliuThl.  Pacuer
MEPUOINYHOCTU KOHTPOJISI 3aLMILEHHOCTH O0BEKTa.

Tumnosble Bonpockl, pelaemMble B paMkax OKP nmo nmoctpoeHuio 3alluThl
oobekToB OBT, cinenyiomme: mnpoBeneHue uHAMBUAYyanbHO# 3ammTbl CBT
(mopaboTKa) 10 YpOBHS 3alIMILEHHOCTH, COOTBETCTBYIOILIETO BbIOpAHHOMY Ha
sranie HWUP BapuaHTy 3alluThl; MPOBEAEHUE CIeLUMAIbHBIX HCCICIOBaHUIA
nopabotaHHeix CBT u Bblgaua mnOpeanucaHuMii Ha WX OKCIUIyaTalulo;
MOCTPOECHUE OOBEKTHOM CHUCTEMBI 3alUTHI COIVIACHO BBIOPAHHOMY BapHWaHTY;
MpOBEACHNWE  KOHTPOJsI  OOBEKTHOW  CMCTEMbl  3alllUThl;  pa3paboTKa
MpeanrcaHus Ha 3KCITyaTalulo OObeKTa.

CneayeT OTMETUTb, YTO JAaHHBIM IIOAXON OPMEHTUPOBAH, B IEPBYIO
ouepelb, Ha IIOKPBHITUE, TEXHUYECKMX KaHaJIOB yTeUyku MH@oOpMaluu, B
yacTHocTHh, 3a cyer nepexBara [IDMWH. Ilpum sTOM, OCHOBHOI aklIeHT
CTaBUTCSI Ha obecnedyeHMe KOH(PUACHLUMAILHOCTM WH@OpMaLUU, 4YTO B
oonbuieid  crerieHu cootrBeTcTBYyeT CHMDB rocymapctBeHHbix AMWMC.  [Insa
kommepyeckux xe AMC peanmzamust takux CHUDB gBiasieTcsi 5KOHOMMYECKU
HELIEJIeCOO0pa3HOM  M3-3a  OOJBIIOKM  CTOMMOCTM  COOTBETCTBYIOILETO
000pyIOBaHUS U IPYTUX BUIOB 00ECIIECUCHUS.

JpyruMm BaxkHbIM MOMEHTOM SIBJISIETCSI U TO, 4TO B KoMMepueckux AUC
Ha TEpBOM MECT€ CTOMT BOIIPOC 00 OOecrieyeHWM LIEJTOCTHOCTU JAHHBIX, UYTO
MEHSET KOHLEMNLMIO BbIOOpAa MEXaHM3MOB UM CPEACTB obecnedyeHus
MH(OpMaLIMOHHOI 0e30ITaCHOCTH.

ABtopnl [101] paccMaTpuBarOT KOHLEMLIMIO 00ecCriedyeHrsT 0€30I1acHOCTHU
MHMOPMALIMOHHBIX TEXHOJIOTUIA C BBIAEJCHUEM CICAYIOIIMX BUIOB padoT:
aHaIuU3 YSI3BUMbBIX 2JIEMEHTOB OOBEKTAa; aHaJM3 BO3MOXKHBIX YIpo3; OLIEHKa
pUCKa; BBIOOP HEOOXOAMMBIX (OYHKUMIA 3allUTbI; OMNPEACICHUE METOI0B
peanu3auuy (GYHKLUMI 3al0UThHI;, ONpele/ieHue CPEeACTB 3allUThl U CHUCTEMbI
3alIMUThI; MOAAepKKa 0€30MaCHOCTU Ha 3aJJaHHOM YPOBHE.

B pamkax maHHOro mnoaxoja M3 MOJSI 3pEHUS BBINIAAAIOT BOIIPOCHI,

CBA3AHHBIC C SKOHOMMNYCCKUMMU aCIICKTaMU HH(I)OpMElHPIOHHOfI 6630HaCHOCTI/I,



KoTopble mis1 KomMmepuyeckux AMC sBiasiioTcss BecbMa BaKHBIMU U JOJIKHBI
paccMaTpuBaThCsl B MEPBYIO OUYEpe/lb.

B [102] nmpemnaratoTcsl ciaeaylollpe 3Tallbl ITOCTPOEHUSI KOMILIEKCHOM
CUCTEMbI 3alLUThI nH(GOpMaIIH, peaim3yeMble B caenymoluiein
MOCJIe10BATEIbHOCTHU:

1. ITpoBeaeHne mpeaBapUTEIbHOTO O0CIEAOBAHUS COCTOSIHUSI OOBbEKTA U
opraHu3auuy 3amuTbl MH@opmauuun. OrnpenejeHre (AKTOPOB, aHaIMU3
YCJIOBUIA M OCYLLIECTBJIEHUE BbIOOpAa M OOOCHOBaHUSI TpeOOBaHUM MO 3allUTE
nHPOpMalLIMM HAa 3aJaHHOM OOBEKTE.

2. OnpeneneHue QYHKUMA 3alUTHI, OOECIEUYMBAIOIIMX TpeOyeMbIi
ypOBEHb B IIOTEHLMAJbHO BO3MOXHBIX YCIOBUSIX (YHKLMOHUPBOAHUS
00BEKTA.

3. OmnpenelieHUe TOTEHLMATbHO BO3MOXHBIX YIpo3 HWH@oOpMauuud u
BEPOSITHOCTEI MX MOSIBJICHUSI.

4. OOocHOBaHHWE TIepeyHS 3agad 3alldTbl WMHQPOpPMaALUU, UX
Ki1accupukauum M 3P@EeKTUBHOCTA MX peaiM3aluMyd ¢ TOUYKM 3pEeHUS
MpeaoTBpalleHuss Bo3MOXHbIX cooeB AUC.

5. OnpeneneHre 3(P@PEKTUBHOCTA 3alIUThl MH(POPMALIMM C TMOMOILBIO
OLICHKM CTENEHU €€ 3alluileHHOCTU. CpaBHEHME MOJYYEHHBIX PE3YJIbTAaTOB C
TpeOyeMbIMU U aHAJIM3 CTOMMOCTHBIX 3aTpaT Ha 00ecCIieueHue 3allUTHI.

6. KoppekTrpoBKa, yTOUHEHMSI, U3MEHEHNE 3allUTHI.

7. OOoCHOBaHME CTPYKTYpbl U TEXHOJOTMU (PYHKLUIMOHUPOBAHUS
KOMILJIEKCHOW cHCTeMbl 3aluuThl MHGpopmauuu. OrnpeneneHue cocTaBa
TeXHUYECKOT0, MaTeMaTM4YeCKOro, MpOrpaMMHOro, MHMOPMALMOHHOIO U
JIMHIBUCTUYECKOIO 00eCIieYeHUs, HOpMAaTUBHO-METOANUYECKUX JTOKYMEHTOB U
OPraHU3allMOHO-TEeXHUYECKMX MEPOMNPUITUI 110 3alluTe MHPOPMALIUMN.

8. OmpeneneHue TEXHUKO-3KOHOMMYECKMX OLIEHOK pa3paboTaHHOTO
npoekta. Ha »ToM 3Tame oOlLIEHMBAIOTCS: HAIEXHOCTb BCEX KOMIIOHEHTOB
KOMIIJIEKCHON CHUCTeMbl 3allUThl MHMOPMALUUM U HAAEKHOCTh BBIMOJIHEHUS
(byHKIIMIT 3alUUTHI; XUBYYECTh CHUCTEMBbI 3alllMThI, SKOHOMMYECKas OlieHKa

KOMIIJIEKCHOM CUCTEMBbI 3alIUThl MH(POPMALIUU.



9. OtpaboTtka OpraHMU3allMOHHO-TIPABOBBIX u HOPMAaTHUBHO-
METOAMYECKMX BOIIPOCOB 3alllMThl MH@OpMalu, pa3pabdoTKa MpaBuM
BBIIIOJIHEHUSI TIPOLEAYp M  MEPOINPUSITUIA MO 3aluTe MHOOpMaLUU,
omnpejaejeHUe MpaB M O0SI3aHHOCTE MoApa3nejeHU M JIML, YYaCTBYIOILIUX B
paboTe KOMIUIEKCHOM CHUCTEMBI 3allThl MTHPOPMALMKU. YCTaHOBJIEHUE MpPaBUII
U NOpsiiKa KOHTPOJISI pabOThl CUCTEMbI 3alLUTHI.

10. BHenpeHue.

ABTOp [57] paccMaTpuBaeT METOAOJOTHIO IIOCTPOEHUSI O€30ITaCHbIX
MPOLIECCOB 00pabOTKM MH(pOPMALIMU U TIpEeAiaraeT CACAYIOLINEe ATaIlbl:

I. OnpeneneHue OPraHMU3aLMOHHO-IUTATHOM  €AWHUILBI, KOTOpas
OTBeyaeT 3a 0e30MaCHOCTb, €€ TeXHWUYECKME U ONepaTUBHbLIE BO3MOXHOCTH,
MECTO B cucTeMe 00padOTKU MHMOPMALIUU.

2. @opMupoBaHue TTOHITUS “0Oe30MacHOCTU”.

3.  OmnpeneneHue 30H JOBEpUMSI UM HEJOBepUS C  MNO3ULUKA
c(POpPMYJIMPOBAHHOIO MOHATHUS “O€30MacHOCTh .

4. IlpoBepka COBMECTMMOCTM TEXHMYECKMX W  ONEPATUBHBIX
BO3MOXHOCTE agMUHUCTpaTOpa 0O€30MaCHOCTU C OIpeAcJeHHBIMU 30HaAMU
IoBepusi U HenoBepusi. IIpy 3TOM HOMKHBI OBITh JaHbI OTBETHI Ha CJICAYIOLINE
BOIIPOCHI: JIOCTAaTOYHBI JIM CPEACTBA, BbIAECJACHbIE AIMMHUCTPATOPY IS
BBITTOJIHEHMS TIOCTABJICHHBIX 3a1a4; OyAeT JU 00ecIeyrMBaThCs OE30MacHOCTb
nHOpMaALIMM TMpPU YCJIOBHM, YTO OHA IMEpeJacTCs 4Yepe3 30HYy HEAOBEPUS;
COOTBETCTBYIOT N XapaKTepUCTUKU TeXHUYECKUX CpEeICTB u
OpPraHU3allMOHHO-METOINYECKUE XapaKTepUCTUKU aIMUHUCTpPATOpPA
CUTyallMsIM, KOTOpbI€ MOTYT BO3HMKHYTb B pe3yJbTaTe€ BO3IECUCTBUS Ha
HHPOPMALIMIO.

5. B ciaydyae HECOBMECTMMOCTM  MPOBEPSIOTCS  BO3MOXHOCTU
KOPPEeKTUPOBKM  COCTaBa  TEXHUYECKMX  CPeICTB UM  ONEpaTUBHBIX
BO3MOXKHOCTEI oOIlepatopa, KOPPEKTUPOBKM TMOHATUS “Oe30macHOCTb” B
npeaeaax BO3MOXKXHOIO, MepeoIpeesicHe 30H JOBEPUSI U HEJOBEPUSI.

IIpencraBieHHass METOHOJOTMSI OPUEHTHPOBAHA Ha OOecIleYeHue

0e30IMaCHOCTU OTHEJBHBIX MpoueccoB. /[IIg KOMIUIEKCHOrO oOOecnedyeHus



nHpopmaliMoHHOt  O6e3omacHoctu  AMC  HeoOxoauMo  pa3paboTaThb
KOMIIJIEKCHBIM MOIXO/I.

b.1. CkoponyMoB aHaJM3UPYET 3apyOekHYIO0 IIPAKTUKY pa3padOTKU U
peanmu3alnuy IJIaHOB 0e30ITaCHOCTU M BBIACISIET clieayoliue pasaenbl [127, c.
23-24]:

ITOJIMTUKA 6630HaCHOCTI/I;

TEKYLIEEC COCTOAHUEC aBTOMaTHBHpOBaHHOﬁ CHUCTEMBDI,

peain3danmiad CUCTEMBI 6630HaCHOCTI/I;

OPraHMU3alIlMOHHBIC ITOJIOKEHUA U MCPOIIPUATHUA,

BHEJpPEHNE U CEPBUCHOE OOCIYXMBaHUE CPEACTB 3allUThI;

- pa3BUTHE U YyTOUHEHUE ILJIaHA.

B pa6ote [113] paccmaTpuBaloTCsl YeThIpe 3Tara pa3pabdOTKU CUCTEMBI
3alIUTHl MH(POPMaLIUU:

1. IlIpoBeneHue aHanutuyeckoro oocaenoBanuss AUC. OcyuiecTBisercs
C LEJbl0 OLEHKM BO3MOXHOM ySI3BUMOCTH OOpabaThIBaEMOM B Hel
KOH(pUIeHIMaTbHOI WH(OpPMaALM M BBIPAOOTKM HEOOXOAUMBIX TPEeOOBAHMIA
10 ee 3allluTe.

2. IlpoexThpoBaHMe CHUCTEMBI 3allUThl MH(Popmauuu. B mpouecce
MPOEKTUPOBAHUSI HAa OCHOBAHUM YCTAHOBJIECHHBIX TPeOOBaHMIA I10 3alUTE
nHpopMallMM  OT  HECAHKLUMOHUPOBAHHOTO  JOCTyna U  ITOOOYHBIX
BJIEKTPOMATHUTHBIX M3Jy4YeHUIN M HAaBOJOK C y4eToM ycjioBuil pabotel AUC u
3aJaHHbIX COOCTBEHHMKOM (BiadeibleM) HWHMOpMALMM OrpaHUYEHMIA Ha
(bvHaHCOBBIE, MaTepuaibHble, TPYAOBbIE U JAPYTrUe Pecypchbl OCYILECTBIISIETCS
HaObop WJIM/U pa3paboTKa KOHKPETHBIX METOJOB U CPEACTB 3allUTHI.
PesynbTaTroM  JaHHOrO  3Tama  SBJISIETCSI  3aKOHUYEHHBIM  KOMILJIEKC
cepTUPUIUPOBAHHBIX CPEJACTB M METOJOB 3alllUThl MH(pOpMALUMN, MMEIOLIR
COOTBETCTBYIOLLYIO  HEOOXOAMMYI0 IPOEKTHYID M  DKCIUIyaTallMOHHYIO
JTOKYMEHTALIUIO.

3. Ilpuemka cucrtembl 3alllMThl B 3KCIUlyaTauuio. Ha paHHOM 3Tamne
OCYLLUECTBJISIETCSI BHEApPEHME CPEACTB M METOJOB CHUCTEMbl  3allMUThI

nHpopmauun B AMC, uX KOMIUIEKCHAs1 MNpoBepKa M TECTUPOBaHUE,



HEOO0XOIMMOE O0y4YEeHME M OCBOCHME TIEPCOHAJIOM. YCTPAHSIOTCS BbISIBICHHBIC
B Mpoliecce MPOBEPKU U TeCTUPOBaAHUS HeAocTaTKu. Pe3yabraToM 3TOro sTamna
SIBJISIETCSI 001asl aTTecTalusl CUCTeMbl 3alllUThl MTH(MOPMALIUU.

4. Dkcrutyatalldsi CHUCTEMBbl 3aliuThl uMHopMaluu. B  mpolecce
skcryatauuu AMC mnpoBOAMTCS peryyisipHbli KOHTPOdAb 3((MEeKTUBHOCTH,
MpuU HEOOXOAMMOCTU OCYILIECTBISIETCS O0pabOoTKa B YCJIOBUSIX M3MEHEHUS
COCTaBa IIPOTPAMMHO-AMIIAPaTHBIX CPEACTB, ONEPATUBHOM OOCTAHOBKU U
okpyxxeHus1 AUUC. KOHTpoJMpyIOTCsI U aHAJIM3UPYIOTCSI M3MEHEHUsI COCTaBa
ANC u cucrem 3awmuthl MHGopMauuu. OTKIOHSIOTCS Bce MoaudUKaLu
AUNC, cHuxamliue YCTaHOBICHHYIO 3(P(PEKTUBHOCTh 3alIUThl MH(MOPMALIU.
Ilepyognyecku MOpPOBOAUTCSI KOHTPOJAb HAa COOTBETCTBME HOPMATUBHO-
TeXHUYECKUM TPEeOOBAHUSIM.

HauGonbias geranusauus U mpopaboTKa KOHUENLMW CUCTEMbI 3alIUThI
nHopMan xapaktepHa misg pabotr B.A. I'epacumenko [34,36,38,40 u nap.].
Hamnpumep, B paGorax [34,38 wu np.], npeanaraetcsd YHUPUIMPOBAHHAs
KOHLICMUMS 3alluThl MHGOpMALUMKA B aBTOMAaTU3WPOBAHHBIX CHUCTEMAaX
o6padorku gaHHbix (ACO/).

B pamkax [gaHHOro mnoaxoJa paccMaTpvMBaeTcsl B3aUMMOIEUCTBUE
CJEAYIOLIMX KOMIIOHEHTOB: KOHILIEIIMS IocTpoeHusa U akcmayarauuu ACO/I;
METOHO0J0rusl CTpyKTyprupoBaHHoro omnucaHust ACOJl; cucrema mokazateseit
VSI3BUMOCTU  (3aLIMILEHHOCTU) MH(OPMALMK; CUCTeMa JIeCTaOUIU3UPYIOLINX
(pakTOpOB; METOHOJIOTMSI  OmNpelesieHUs  MoKasaTejaeil  ysI3BUMOCTHU;
METOHOJIOTUS ONpEeaeICHNSI TPEOOBAaHMI K 3alMTE; CUCTeMa KOHLIENTYaJIbHBIX
pelueHuid, C BblACAeHHMEM QYHKIUNA 3al0UThl, 3aday 3alluThl, CPEICTB
3alllMThl, CUCTEMBbI 3alllMThl; TPEOOBAaHUSI K KOHLENTYaJIbHBIM peIISHUSIM;
CUCTEMA YCJIIOBUIA, CHOCOOCTBYIIMX MOBBILICHUIO 3(PPEKTUBHOCTUA 3ALUTHI.

OpHuM u3 noaxomoB K @dopMmupoBaHuio kKoHuenuuu CHUDB Moxer
cayxutb Metoa “OPSEC” (Operation Security) [79], BkiIo4amluit
HECKOJIbKO 3TamoB.

Ha mnepBoM »3Tame AaHHOrO MeETOJAa MPOBOAUTCS aHaIM3 OObeKTa

3alliIUTbl C BbBIACIICHUEM CJICOYIOLIINX HaHpaBHCHHﬁ: YCTaHOBJICHHUE COCTaBa



10

MH(POpPMALIMM HYXIACIOIIKIACS B 3alllyTe; OINpeAcieHue Haubosiee BaXKHBIX
DJIEMEHTOB  (KpUTHMYECKME) 3alliMilaeMoii MWHQPOpPMalliM; CpPOK XKWU3HU
KpUTUYECKOl uHPopMauuu (BpeMsi, HEOOXOAMMOE KOHKYPEHTY IS
peanu3auuy JOObITOM MHEMOPMALMK); KIIIOUEBBIX 3JIEMEHTOB WHEMOpPMaLUU
(MHOAUKATOPOB), OTPAXKAIOILIMX XapaKTep OXPaHSEMBbIX CBEACHMIi; MPOBEACHUE
KJaccupuKauuu WHIUKATOPOB 1o (byHKLIMOHAJIbHBIM 30HaM
(TTIpOU3BOJACTBEHHO-TEXHOJIOTMUYECKME TIPOLECCHl, CHUCTEMAa MaTepUaIbHO-
TEXHUUYECKOTO O0eCIeueHUs, MoApa3acaeHNs YIIPaBICHUS U T.1.).

Bropoii 3Tan mMetoma mnpearoJiaracT “BbISIBJEHUE YIpo3” B CleAyIOLIEi
MOCJAEA0BAaTEeIbHOCTU:  OMNpeAessieTcss, KOro  MOXET  3auHTepecoBaTh
3aliuiaemMass  MHGoOpMalMs;  OLEHMBAIOTCSI  METOAblI,  MCIIOJIb3yEMbIe
KOHKYpEHTaMU IJIsl  TIOJlydeHUsT OToil  MH(POpPMALMU; OLIEHUBAIOTCS
BEpPOSITHBIE KaHaJIbl YTeUYKM MHGOpMaLMU; pa3pabaTbIBaeTCs CUCTEMa
MEPOINPUATUIA IO TIEPECECUECHUIO NEMCTBUI KOHKYPEHTA.

B pamxkax Tpetbero stama aHaausupyeTcsl 3P(OEeKTUBHOCTb MPUHSITHIX U
MOCTOSIHHO JI€MCTBYIOLIMX MOACUCTEM OOecIleyeHUsT Oe30MacHOCTU, B TOM
yucae TakKMxX, Kak ¢usndeckass 0e30MacHOCTb JOKYMEHTAlMU, HaaeXHOCTb
repcoHaa, 0€30MacHOCTb MCHOJb3yeMbIX JISI Tiepedadyu KOH(PUACHIMATbLHOM
nHPOPMALIMK JIMHUIA CBSI3U U T.A.

Ha  ocHoBaHMM  MOpPOBEAEHHBLIX  AHAJUTUUYECKMX  MCCIAeAOBaHUM
MNPEAbIAYIIMX TPEX 3TAIlOB OIpPEIe/IsIIOT HEOOXOAUMbIE MEpbl 3allUThI, YTO
COCTaBJISIET colepXaHKWe padoT YeTBepPTOro 3Tara.

Ha mgrom stame paccmarpuBarOTCs TMPEACTABICHHBIE IPEAITOJIOXEHUS
M0 BCEM HEOOXOAMMBIM MepaM O€30MaCHOCTU, OMNPEACSIIOTCS CTOMMOCTb U
3P PEeKTUBHOCT.

Iecroit aTan MpeaycMaTpuBaeT peanu3auuio MPUHSITHIX
JOMOJTHUTEJILHBIX Mep 0€30IIaCHOCTU C YU€TOM YCTAHOBJIEHUSI IPUOPUTETOB.

3aK/IIOUnTeNbHBIA  (CeAbMOM) 3Tall  CBOAUTCS K  OCYILIECTBICHUIO
KOHTPOJISI ¥ TOBEACHMIO 10 MEpCOHAIa peaan3yeMbIX Mep 0€30ITaCHOCTH.

B xauectBe ocHOBbI i TnioctpoeHus KoHuenuuu CHDb caenyer

paccMaTpuBaTh, TpexKe BCETO, TpeaHaMepeHHbBIE yIPO3bI -
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HECAHKLIMOHUPOBAHHOE IMOJyYeHue MH@OpMallMM M HeCaHKIMOHMPOBAHHAasI
MaHUITYJISIIUS JaHHBIMUM, pecypcaMUi U CAaMHMMU CUCTEMaMM.

IToctpoenue koHuenuuu CHUB Tpebyer pa3paboOTKu CcrieluralbHOMI
METOHOJOTMM, TO3BOJISIIOLIEH HE OrpaHUYMBAThCS MPOCTBIM  BLIOOPOM
TeXHUYECKUX M OPraHMU3aLlMOHHBIX PELICHWI, a KOHLIEHTPUPOBATh BHUMAHUE
pa3pabOTYMKOB UM IIOJIb30BaTeIe Ha TaKMX COCTABJISIOLIMX, KaK IPaBOBOE,
OPraHMU3alIMOHHO-TEXHUYECKOE U TEXHOJIOTUYECKOE O0ECIIEYEHNE.

B ocHoOByY cuctemMbl MH(pOpPMALIMOHHOM O€30MacCHOCTU JOJDKHBI ObITh
MOJIOKEHBI LIEJU, OMNpEeACJCHHbIE B 3aKOHOAEIbYECKMX aKTaX ToCylapcTBa,
KaK Harnpumep, B 3aKoHoe “O0 mH@opmauuu, MHPOpMaTU3ALMU U 3aLIUTE
nHpopmauuun” [140]:

- IpedoTBpallleHUE YTeUKU, XUILEHUSI, UCKaXKEHUSI, MOACIIKH;

- obecrieyeHre 0€30MaCHOCTU JIMYHOCTU, OOLIECTBA, TOCYdapCTBa;

- MpeaoTBpalleHUE HECAHKLIMOHUPOBAHHBIX IeCTBUIA o
YHUUYTOXKXEHUIO, UCKAXXKEHUIO, OJIOKMPOBAHUIO MH(pOPMALIVN;

- 3alUTYy KOHCTUTYLIMOHHBIX MNpaB TpaxIaH Ha COXpaHEHWE JIUYHOU
TallHbl U KOH(PUIEHUMATbHOCTU MEePCOHAbHBIX JaHHBIX;

- COXpaHEHME TOCYJApCTBEHHOM TalHbI M KOH(MUICHIMUAIbHOCTU
nHPOpMaLIUU.

Ilo HamemMy MHEHMIO, JaHHBIA 3aKOH HE€ IIOJHOCTbIO OXBaThIBAET
BOIIPOCHI MCITOJb30BaHUSI MH(MOPMALIMOHHBIX pecypcoB. Takoil BbIBOA CAEIaH
Ha OCHOBAaHUM TOTO, YTO IIOJ €ro AEMCTBME HE ITOMNagarT BOMPOCHI 3aLLUThI
HEAOKYMEHTUPOBAHHOU MH(opMauuu. JIpyruM BaXXHbBIM MOMEHTOM SIBJISIETCS
HE3aKOHHOE MCITOJIb30BAHUE BBIYMCIUTEIBHBIX PECYPCOB U T.II.

B pab6ore [106] ocHOBHBIE 1eaM UMHMPOPMALMOHHON OE30ITaCHOCTH
cOpMyYIUPOBAaHbBI U CBOASATCS K JIBYM MOMEHTAaM:

- obecrieyeHUe LIEJTOCTHOCTU KOMIIbIOTEPHOI MH(pOpMaluu Kak B BUIE
JaHHBIX (MAacCUBHAsI 4YacTb), TaK WM IIporpaMMm, oOOeCHeYMBaAIOIINX UX
00pabOTKyY (aKTMBHAas 4acThb);

- obecneyeHue KOH(MPUICHUMATIBHOCTU KPUTUUECKON MHMOpMaLu

COCTOSIIIEN U3 JaHHBIX, TPOTpaMM MX OOpaOOTKM M 3aLLMTHI.
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Kak BuaHO, moaxos mpecjeayeT TOJbKO LU CUCTEMBbI 3alllUThl JaHHBIX
AHNC, B CBI3M C 4Ye€M, €ro BaxKHO [OIOJHUTb TaKMM KOMIIOHEHTOM, Kak
obecriedyeHUe JOCTVIIHOCTH AaBTOPHU3UPOBAHHBIX I10JIb30BaTEeJ€H KO BCeM
cocTaBHbIM 4dactsMm MP.

ITo Hamiemy MHeHuio, B [115] ompenensiercsl riaBHast 1Lieb 3alllUThl
nHopMalMM - obecrieyeHUe €€ KOH(MUIAECHUMATbHOCTA M YCTOMYMBOCTU K
WHTEJIEKTYaJbHbIM “IMBEPCUOHHBIM~ BO3JEWCTBUSM B IIpoliecce Iepeaaydmu,
00pabOTKM U XpaHEHUSI.

M3noxeHHOe JaeT OCHOBaHME YTBEPXKAaTb, YTO PACCMOTPEHHbBIE IO CUX
Mop MOAXOABI HE MCcYepnbIBAIOT Bce onpeaeyeHus ueaeit CUb, a ux mmpoxkuit
COCTaB, 4YTO OOYCJIOBJIEHO XapakKTepoM MX MHOIOYPOBHEBOIl CTPYKTYpHI,
KOTOpble MOTYT ObIThb pasaejieHbl [111,145] (puc. 4): Ha mepBOM YpPOBHE -
obecrieyeHe 0e30IMaCHOCTU MHMOPMALIMOHHBIX pecypcoB KOHKpeTHbhix AUC,
00yC/IOBJIEHHbIE (PU3MYECKON M JIOTMYECKOM LIEJIOCTHOCTbIO U TOCTYIMHOCTBIO;
Ha BTOPOM YpPOBHE - OO0€CII€YEHHWE TEXHOJOTMYECKOW M OpraHM3allMOHHOM
neaoctHocti AMC, OOBEKTOB ympaBJIeHHWSI M MX IapHEpPOB; Ha TpeTbeM
(mocnegHeM) ypoBHe - UHGOpPMaLMOHHAs 0e30MacHOCTb OOllecTBa U
rocygapctBa. IIpu mpoekTHpoBaHMM CUCTEMbI 0€30MacHOCTU MH(OpMaluu B
KaueCTBE OCHOBHBLIX HEOOXOAMMO IIPUHMMATh LM TEPBOrO U BTOPOTO

YPOBHEM.
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OKOHOMUYECKas,

TOAUTHIECKAS 1

COIMAABHAS CTaOUABHOCTD
TIPOIeccoB B 00IIecTBe

OpraHu3alioHHas IIeAOCTHOCTh \

TexHOAOTHYECKAS IIeAOCTHOCTBb

Qusnueckas IIeAOCTHOCTh Normueckast EeAOCTHOCTh

Prc. 4. Hepapxnuyeckass CTpyKTypa LeJ1eH HHPOPMAaLHOHHOH 6e3011aCHOCTH.

Jns  JOCTUKEHMSI  PaCCMOTPEHHBIX  LieJiell  JO/KHBI  peliaThbCs
clienyrmolye 3aga4yu [2 v ap.|:

- 3al[uTa dJIEMEHTOB BBLIYMCIUTENIBHOU Cpelabl, ¢ obecleyeHUueM
LICJIOCTHOCTY JaHHBIX, IpOLEAyp 00pabOTKM, CEKPETHOCTU MH(pOPMALIVHN;

- KOHTpOJIb 3JIeMEHTOB ormnepauuoHHon cpeabl (OCp) (BHELIHUX
KoMIIoHeHTOB OCp; 1LEJIOCTHOCTU BHYTPEHHMX €€ KOMIOHEHTOB;, CeMaHTUKU
JaHHBIX;

- 3alllUTa 3JE€MEHTOB BbIUMCIMTEJBLHOW Cpeabl, 3a CYET O0ecreYeHUs
LIEJIOCTHOCTH M KOH(PUAECHUMAIBLHOCTU KPUTUYECKUX JAHHBIX; XpPaHUMBIX
MporpamMMm Mx oOpabOTKM M 3alUTHI;

- KoHTposb 3jeMeHTOoB OCp, (3amaua KOHTpPOJST 1LIEJIOCTHOCTU MU
CeMaHTUKM: MporpaMM - BHEIUHUX U  BHYTPEHHUX KOMIIOHEHTOB;
HCIIOJIb3YEeMBbIX TaHHbIX);

- perjiaMeHTHUPOBaHUE MPOM3BOJACTBA, noTpeodeHust u
pacrnpocTpaHeHusT MHMOpPMALMM W KOMIIOHEHTOB MHMOPMALMOHHBIX MU

KOMMYHUKaIIMOHHBIX TEXHOJIOTUIA.
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B ocHoBy npoekTMpoBaHUSI U (PYHKLUMOHUPOBAHUSI  CUCTEM
0e301macHOCTH MH(pOPMALIMU JOJKHBI ObITh TTOJOXEHbBI CICAYIOIINE OCHOBHbIC
npuHLmIe [38,65,10,7,37]:

- NPUHLUI 3aKOHHOCTH - 3aKJII0YAEeTCS B COOTBETCTBUM IIPUHUMAEMbBIX
MEp 3aKOHOAATEJbCTBY O 3allluTe WH@OpMaLMM, a IpU OTCYTCTBUU
COOTBETCTBYIOILIMX 3aKOHOB - JPYyIMM TOCYAApPCTBEHHBIM HOPMAaTHBHBIM
JTOKYMEHTOM IO €€ 3allUTE;

-  [OPUHLUAN KOMIUIEKCHOCTM - C TO3WLMUA  NPeaoTBpalleHUS
Pa3HOIUIAHOBBLIX YIPO3 M MCIOJb3yeMbIX MeTonoB. MMeeTcss BBUAY ITOJIHOTA
3alUUTHI TI0 COOTBETCTBYIOLLIEMY METOAY M IO TEPEYHIO YIrpo3; a TakKxKe
B3aMMOBJ/IMSIHUE METOJIOB U CPEACTB 3alLUThI;

- NPUHUUN MHHHUMAJIbHOM JOCTATOYHOCTH COCTOUT B MCHOJIb30BaHUU
Habopa CpeicTB, 00ECIIEUMBAIOLIMX BBIIIOJHEHME KOMILIEKCA YCTAaHOBJIEHHBIX
TpeOOBaHUI 1O 3alIUTe WHGOPMALUMU IIPpU 3aJaHHOW CTENEeHM pUCKa €e
HapyuieHus. [Ipu 3ToM HeoOxoayMMma yBsI3Ka (PYHKIIMOHUPOBAHUS Pa3IMYHBIX
CpEICTB 3alllUThl IO MECTy M BpPEMEHU, XpaHEHUS M IpeoOpa3oBaHUS
nHPOpPMAalLIUH;

-  NpuHUMO  obocHoBaHHocTH. Ilog  Ha3BaHHBIM  TIPUHLIMIIOM
MOJApPa3yMEBAETCsl HaJWYME€ JIOCTAaTOYHBIX JOKAa3aTeJIbCTB  aKTyaJlbHOCTHU
BbIIBUHYTBIX TpeOOBaHUIA WJIM OLEHKA pUCKA HapyLIeHUs  3allUThbl
nH@opMaLuu;

- OPUHUUIl TAKTHYECKOM OpraHM3alUuy 3allUTbl - TIpeIyCMaTpUBaeT
HeOOXOAUMOCTb YIPEXAAIOINX JCHCTBUH B BUIIE METOMOB IPEIOTBPAILCHMS,
a He OrpaHWYEeHUs TIOCIACACTBUMI (MCKIIOYEHUE MeToda “NepBOM aTaku’);
CaMoOperyJIupyeMocTb C/IOKHOCTH 3alIUTHI, COCTOS11IAs B ce
CTPYKTYPUPOBAHHOCTH, TO3BOJISIIOLLEN MCIOJb30BaTh 00Jiee MPOCTbie METOIbI
IJIsl OIIepaTUBHOIO KOHTPOJISI U HapalllMBaHUSI PeCypCoOB IPU BO3HUKHOBEHUU
yIpo3bl  JII €€  MaKCHUMAaJIbLHOTO  OTPaXEHWUSsI;  aBTOTECTUDPYEeMOCTb,
MpeaycMaTprBaroast OCYILLECTBJICHUE KOHTPOJIS MPaBUJIbHOCTHU
(pyHKUMOHUPOBAHUSI CUCTEMBbl  3allUTHI; BO3MOXHOCTb CaMOOOYYEHMS,

rnojpa3yMeBas €¢ ajanTalMio; CTeleHb MOIEJIMPYeMOCTH CUTyalluid, TO €CTb
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CUCTEeMa 3alllUThl JOJKHA CTPOUTCS II0 TEXHOJOTMM HMCCKYCCTBEHHOIO
nHTeeKTa (0a3a 3HaHUWM, MalllMHA BbIBOJAA, MOJCUCTEMAa COBETUYMK);

- OPUHLUI HENPEPhIBHOCTH COCTOSIHUM BO BPEMEHU M IIPOCTPAHCTBE,
Mpearnojaraoinii  HeBO3MOXHOCTh  (DYHKIIMOHUMPOBAHUSI OObEKTa MpU
HUCKJIIOYEHUHU 3a1IUTHl (HEOOXOAMMOCTb PE3EPBUPOBAHUS CUCTEM 3alLMUTHI).

I[lo HamemMy MHEHMIO K PaCCMOTPEHHBIM MOpPUHLUIIAM, CJIEIyeT
N00aBUTb TIPUHLIMIT BOCCTAHOBJIEHHS HOPMAJIbHOH paboThI, TIpeanoararoimi
obOecrieyeHWe BOCCTAHOBJIEHME HopMaibHOUW padotet AMC B ciayyae
peaiM3aluy yrpo3bl.

AHanu3 NOpUBEACHHBLIX MOAXOJOB IIO3BOJISIET CAejJaTh HECKOJbKO
OCHOBHBIX BBIBOJIOB, COCTOSIIMX B CIEAYIOLIEM:

I. OOecneueHue Oe30MmacHOCTM WHGOpPMALIMM JOMKHO MPOBOIUTCS
CUCTEMHO M KOMIUIEKCHO Ha BCEX JTalax MNPOEeKTUPOBAHUSI, BHEAPEHUS U
sKkcmiyatauuu AUC.

2. Cucrtema obecrneyeHMsI 6€30MacHOCTM MHMOpMauun GYHKIMOHAIBHO
IOJDKHA — TIEpeKpbIBaThb  BCE  CYILIECTBYIOIIME  Yyrpo3bl  0€30IMacHOCTU
nHgopmauuu B AUC.

3. Cucrema obecnieueHus 6e3omacHocTd MHpopmauuu B AUC nomkHa
OBbITh OPMEHTUPOBAHA HA TAKTUYECKOE OMNEpPeXEHUE BO3MOXHBIX YIpo3.

4. B cucreme O6e3onacHoctu AWMC [0oKHBI OBITh  pa3pabOTaHbI
MEXaHM3Mbl BOCCTAHOBJIICHUSI HOpMayibHOW pab6otel AMC B  ciyyae
peanu3aluuu yrpoas.

I/ICXO,HH N3 PE3YJbTAaTOB aHa/IM3a CYLICCTBYIOIIUNX IMTOAXOOOB M ITPUBCACHHDLIX
BbIBOOOB CUUTAEM HCO6XO,I[I/IMBIM IPECOJTOKUTD O6]J_IYIO CXEMY ITIOCTPOCHUA CUCTEMBI

o6e3zonacHoct MH@popMauun AMC, kKoropasg BKIOYAET IISITh ITOCIEAOBATEIbHBIX

aTanoB (puc.S):

MOJATOTOBUTEbHBIN;

AHAJIUTUYECKUIA;

HUCCJIENOBATEILCKUA,

PEKOMEHIATENbHbIMN;

9Tall BHEAPCHUAA.
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I loaroroBureAbHbEL Tan

Amnaruzs MHPOPMAILIMOHHBIX, BBIMUCAUTEABHBIX, (PMHAHCOBBIX U JPYTHUX
PECYPCOB U OTrpaHUYEHHH

Amnarus apXHUTEKTYpbI CyIIecTBYIOIIeH UAU

npoextupyemoii AHIC
|

Onpegenenne neredt, 3a7a4, (PYHKIHUH CHCTEMbl HH(POPMALIMUOHHOH
6e30MacHOCTH U paspaboTKa O6Ileii KOHIEMIMH TOCTPOEHHST CHCTeMbI
6e30MacHOCTH MHPOPMALIUK

ECKUM 3Tarl

Ananimr

AHaru3 BO3MOXKHBIX H orpegeAeHHe INOTEHLIHAAbHbBIX yrpos

AHnaanuz BO3MOX2HDBIX U BbISIBACHHE IIOTEHUIHAABHbIX KaHAaAOB YTE€YKH HH(MOPMALIMH H

onpezerenue samumiaeMbrx o6bexto AMC

Ormpegenenne kpurepueB ouenku sdpextusnoctu CHIB

ara xoukpetrnoit AVIC, anarus u npuHsiTHE CYIIECTBYIOIIMX METOAHMK HX
oleHKH U /HAH pa3paboTKa HOBbBIX

AHaJ\l/IB CYILECTBYIOIIIHUX CTaHZapPTOB, HX HpHHﬂTHe/ﬂOpa6OTKa I/I/I/IJ\I/[

paspaboTKa HOBBIX
I
Amnarus XapaKTepHCTHK CYIIECTBYIOIIHMX alNapaTHO-IIPOrPAMMHBIX CPEACTB

3alIUTbl HHPOPMaLMH

Tarl

Hecrenon

AHaJ\I/IB CTEII€EHH PHCKa

pa3p360TKa IOAMTHKH 6€30I1aCHOCTH

I
Paspaborka npoueayp u METOAOB O6GHAPYKEHHsI

HECAHKUHOHHPOBAHHOIO ZOCTyIa, 06paboTka COGBITHH M (POPMHPOBAHHE IIAAHA

BOCCTaHOBAEHHsSI PECYpPCOB
|

PexomveHzATeABHBET ITAIT

|
‘ Pasmemienue srementos CHIB B ysrax AVIC ‘
|

Amnanrus Bapuanros pasmerenusi snementoB CHB no kpurepuro

3(PPEKTHUBHOCTb / CTOHUMOCTDb

‘ Tecruposanue ‘

‘ Pacuer oxKHuZlaeMoro ap@exKra ‘

‘ Zlokymentuposanue ‘

Srart BHeApeHUs

‘ BHea,pel—me U ONbITHasA 3KCIIAyaTallus ‘

O6y'-IeHl/IE ImepcoHaAa, ﬂ,I/IHaMI/I'-IeCKI/Iﬁ aHaAH3 cTaTyca HOJ\bSOBaTeJ\eﬁ

I
‘ HOpMaJ\bHaH DKCIIAQyTaLlusA ‘

Peryaspnoe tectuposanne CHIB u

BbISIBA€HHE HOBDIX yrpo3
I

Passurtne u noazepxka CHIB npu moauukaimm mucroabsyeMbrx
HMH(POPMAIIHOHHBIX

U KOMMYHHKAaLIHOHHbIX TE€XHOANOTHH

Puc. 5. Ob61as cxema oCTpoeHHUs CHCTEMbI HHPOPMALIOHHOH

6e30MmacHOCTH
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Ha moaroroButebHOM 3Tarie BbIOMparoTcs U 000CHOBBIBAIOTCS 00beKT (AMC
B 1IEJOM, OTHEIbHbIE KOMITIOHEHTBHI, IIOACUCTEMBI), LIeJIM U 3agadyu, oOIast
KOHIIEITIIASI CUCTEMBI 0€30MacCHOCTH.

OcHOBHOIi 3amayeil aHAJIMTHYECKOTO 3Tara SIBIsIeTCsl cOOp, cUcTeMaTu3alus
u ob0paboTka uHGOpMaLUM O TOTCHUUMAIbHBIX yIrpo3ax, KaHajax yTeYKU
nHGpopMalnM, a TakKe pa3padoTKa 3TaJOHOB U KpuTepueB 3(PHEKTUBHOCTU 3alLUThI
MHpOpMAILIMM,  pacCMOTPEHME  XapaKTEePUCTUK  CYIIECTBYIOIIMX  amllapaTHO-
MPOTrpaMMHBIX CPEACTB 3alLUTHI.

Ha wuccinemoBaTebCKOM 3Tare oOIpeiessieTcsl MOoJMTUKa 0e30MacHOCTH,
IOIycTUMasi  CTeNeHb pHCKa, Habop TIpoLUeayp UM  METOIOB  MCKITIOUCHMUS
HEeCaHKIIMOHUPOBAHHOIO gocTtyna K pecypcam AUC.

ConmepxaHue peKOMEHAATEJIBHOIO 9JTala 3akjiioJyaeTcs B JajibHEHIIen
MpopaboTKe BapMAHTOB pa3MEIeHUs] 3JEMEHTOB CHUCTEMBbl MH(OPMALMOHHOI
oe3zonacHocti AMC, BbpIOOp ONTUMAJAbHOINO MO KpUTEPUIO “3(P(PEKTUBHOCTD-
CTOMMOCTB”, JTOKYMEHTHpPOBaHME, O(DOpMIIEHNE OKOHYATEIbHBIX PEKOMEHIALMN K
BHEIPEHMUIO.

DTtan BHEAPEHUS BKJIIOYAeT pabOThl MO OOyUYEeHMIO IMepCcoHala, dajbHeiliee
pa3BUTHE U  TMOAAECPXKKY COCTAaBHBIX 4YacTeil CcHUCTeMbl HMHMOPMALMOHHOMN
0e30MacHOCTH, a TaKXKe PEryJIIpHOEe TeCTUPOBaHUE.

PaccMmoTpuM nmoapobHee coaepkaHue MPUBEICHHBIX 3TAMoOB.

IlonroroBurenbHbiii. Ha naHHOM 3Tare mpoBOOST CUCTEMHBIM aHaIU3
pECYPCOB M OTrPaHUYCHUI, METONOB IIOANOTOBKHW, IIpUEMA-TIepeaauyu U
00paboTKM  MH@OpMAaLIMH, ocobeHHocTer  apxutektypsl AMWNC u
comepxaueiics B Heil wuHPopMmauuu. OFTHOBPEMEHHO C OTUM JAeTCs
OMNMCAHUE PECYpCOB CHUCTEMbI, KOTOpPbIE OOBECAMHSIOT B  CJEAYIOLIME
KATeTOPUU:. BBIYUCIUTEIbHAS M KOMMYHUMKALIMOHHAS TEXHMKA; IMPOTPAMMHOE
obecneueHue; JaHHbIC; NEPCOHAJ; JONOJHUTEILHBIE PECYPCHI.

Ha ocHoBaHMM MpOBEeNEHHOTO aHajau3a pa3padaTbiBacTCs OOILLast
koHuenuusga CHbB, onpenenstorcs  ueaud, (QOPMUPYIOTCSI  OCHOBHBbIE
TpeOOBaHMSI, YYUTHIBAIOIIME HE TOJbKO TEKylIMe IOTPEOHOCTU, HO U

nepcrektTuBy pasButuss AMWMC B 1enoMm, a TakKe TEXHOJOIMii 00pabOTKMH,

XpaHCHUA U 1I€pcaadyn JaHHDbIX.
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AHAINTHYECKUUA 3Tall. BBHIABISIOTCS BO3MOXKHBIE YIPO3bI CUCTEME, C

BbIJICJICHEM MOTEHLIMAIbHBIX. Onpenensorcs KaHaJbl
HECAHKLIMOHUPOBAHHOIO JOCTyNa W YTeUYKM HH(GOPMALMU, U BBIACISIOT
KaTeropum OOBEKTOB, momilexamux 3ammure. Ilpm 3ToM  ciaemyer
paccMaTpuBaTh HE TOJbKO KaHaJlbl YTeUKM WH(opMauuu, OO0yCIOBIEHHBIE
CBOMCTBAMU TEXHMYECKUX CPEICTB M HECOBEPIICHCTBOM IIPOrpaMMHOIO
oOecrneyeHus1, HO ¥ BO3MOXHOCTBIO OCYLIECTBJICHUSI HECAHKLIMOHMPOBAHHOTO
JOCTyna W peajau3alldu TPOorpaMMHBIX 3710ynoTpeOneHuil. Takoil moaxod K
BBISIBJICHUIO TMOTEHLIMAJIbHBIX KaHaJOB HECAHKLMOHUPOBAHHOIO JOCTyINa U
yTeukKrd HMH(GOpPMALIMM  OMNpeAeasieTCsl  HeOOXOAMMOCTbIO  KOMILIEKCHOIO
pelueHuss  MOpoOjeMbl  3alluThl  MHMOpMaALIMM, BKIOYasgd OopbOy C
MPOMBIIIIEHHBIM IIMUOHAXKEM.

IIpy aHanu3e BO3MOXKHBIX M MOTEHLMAJbHBIX YIrpo3 OCHOBHOE
BHUMMaHWE JIOJDKHO  VYIENSITbCS CTEIEHUM IIOJHOThI U JOCTOBEPHOCTU
MHGOpMAILIMK, TOCTyNapIIeld u3 BHEIIHEeH cpeabl (puc. 6). DTO CBSI3aHO C
HEOOXOAMMOCTbIO PpPa3pabOTKM KOMILJIEKCAa MNEepCHeKTUBHBIX MEPOIPUITHUA,
OCHOBHOM 1IEJbI0 KOTOPOTO SIBJSIETCS YIAyOJeHMe TeMaTUKU HCCIAEAOBAHMIA,
pacmpeaeseHe pecypcoB, TIOATOTOBKA METOAMYECKOTo oOeclevyeHus u
KaJpoOB, MOHUTOPUHI MPOrPaMMHO-TEXHUUYECKUX CPEACTB U T.I.

IIpoBepka cTenmeHM JOCTOBEPHOCTU CBEIEHMI O HOBBIX YIpo3ax
BKJIIOYAET OLIEHKY MCTOYHMKOB MH(POPMALMM UM OLEHKY JOCTOBEPHOCTHU
(pakTorpapuueckoit uH@opmanuu. OLeHKAa MCTOYHMKOB Mpearojaraet

puKcauMo U aHAJIM3 COOOIIEHUM, HALIEAIIMX OTPAKEHUE B:

o MEPUOANYECKUX HU3TAHUAX (CIIEUMATIU3UPOBAHHBIE Ta3€Thl U
KYpPHaJIbI);
o BbICKA3bIBAHUSX JIMAECPOB HAyYHbIX HAMpaBIeHUUA (MaTepuasbl

HAy4YHBIX U MPAKTUYECKUX KOH(EepeHIU, “KPYIJIbIX CTOJOB”, MPe3eHTALU 1
ap.);

. MyOJMKALMSAX BEOyIIMX HAyYHbIX LEHTPOB IO OCHOBHBIM
npoo6jeMaM U IepCHeKTUBaM;

o COOOILIEHMSIX JICKTPOHHOM MOYTHI;
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) HETPAAULIMOHHBIX UCTOUHMKAX MH(OPMaLIUH.

Bo BHMMaHUMe NMPUHUMAIOTCS TaKXKe COOOIIEeHMSI O KOH(IMUKTax, cOOsX
" 3aaepxkKax, oTMedeHHbIX B AUC (BHYTpeHHSsISI CTaTUCTUKA).

B xonme aHanuza M cUHTE3a MOCTYNUMBIIEH MHMOPMALIMM ONpPEAeIsIeTCS
€e JOCTOBEPHOCTh (HM3Kasi WJIM YIOBJICTBOPUTEIbHASI) C MCIIOJb30BaHUEM
IIMPOKOTO cHekTpa (QoOpMadbHbBIX M 3KCHEPTHBIX MeTomoB. IlociemHue
peaiM3yloTCsl Ha OCHOBE pPa3HOOOpPa3HOIo cocTaBa oIllepaluii 1o o0padoTKe
MH(OpMALIMKU: KOHLEHTpalus, (uibTpauus (BblOeJeHUE), KiaaccupUuKalus,
paHXXUpOBaHUE, CcUCTeMaTtudaluss W 1Op. [lpy Haauuuum OOCTOBEPHOM
nHpopMauumn (GpopMUpPyeTCss KOMILIEKC OLIEHOYHBIX IToKasaTelieil (Hampumep,
CTAaTUCTUYECKME, TIPOTHO3HbIE W T.A.) W pa3pabaTbIBaeTCsI KOMILIEKC
MEPOIIPUITUIA.

B ciyyae oOuLEHKM BO3MOXHOCTM IIepexoJa BO3MOXHBIX YIrpo3 B
MOTEHLIMAJIbHBIE MPEACTABIISIETCSI HEOOXOAUMBIM Pa3BUTb, IPEICTABICHHBIA B
[1] momxon aHanu3a OLUEHKU IIPUBJICKATEIbHOCTU peaiM3allMd KOHKPETHOM

yrpo3bl (WM KJj1acca yrpo3) ISl MOTEHUWAIbHOIO HapyIIUTEI.
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Bxoa I'pouecc ouenkn gocToBepHOCTH Bbixoa
Buewmnsia cpesa MopmupoBanre U pacdeT KOMIIAEKCA OILEHOYHbIX
Amnanus ¥ cHHTe3 MOCTYNHBINEH MH(OPMALMH TNoKasaTeAeH
Creunarusuposanubie
U3ZaHUA, ITyOAMKALUH, »
BDICKa3bIBAHHA B IEIaTH o MopmarbHbIe METOAbI I'poruosnb
g 9KCTPATIONSLLMS ‘
2 v Texuuueckne
Coobennst SAeKTPOHHOR » < —
TO4TbL § HMHTEPIIOASILIHS ¢
E 2 CraTuctiieckue
MOP(OAOTHIECKHH aHAAH3 ‘
Herpaaunmonnbre
» . MakropHbre
HCTOYHUKH HH(OPMALMH CUTyalHOHHbIH aHaAU3
il . ™
MaTPHUYHBIA aHAAH3 Texnorornueckue
CETEBOH aHAAH3 Paspaborka komrekca MeporpusTHil
' L I'lpaBoBbie npearozxenus
Buyrpennss cpeaa § ¢
v g DKCIIepTHbIE METO/bI
5 Oprauunsayguonuble
g -
Kqu'v\uKTbI, c6owu, E ‘
sazep:ky (BHyTpeHHss » E
CTATHCTHKA HapyIIEHHH ) g Texuuueckue
YZAOBAETBOPHUTEAD-HasT
HHU3Kasl ZOCTOBEPHOCTb —
ZLOCTOBEPHOCTb
AxoHOMHYECKHEe

Puc. 6. OyukunonaipHas cxema 0j10ka “AHA/IN3 BO3MOXHBIX H IMTOTEHIHATIBHBIX YIPO3”.
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HMcnonp3yem ciieayroipe 0003HAYCHUS:
Co - BBIUTPBILI HAapyLIUTENIsl OT pean3alluid yIpo3bl;

B - 3aTpaThbl HAPYIIUTEIIA OJIA ITOATOTOBKU U pC€ain3alili YI'PO3bI.

C/B

Puc. 7. KpuBble NpUBJIEKATEILHOCTUA YIPO3.

CnepoBaTeIbHO MOXKHO VyTBepXKIaTb, UYTO 4YeM OoOJibllle 3HauYeHME
orHoweHusa C,/B,>1 (puc. 7), TeM OOJIbLIE SKOHOMUYECKUX OCHOBAHWI IS
pean3aluy yrpo3bl.

(1-P")xC
Torna, ngo - TI0Ka3aTelb IIPUBJIEKATEJLHOCTU yIPO3bl IS
0

HapylIUTENsl, TIne P” -BEPOATHOCTh OOHAPYKEHHUSI yIpO3bl CUCTEMOM
MHPOPMALIMOHHOW 0€30ITaCHOCTU U MPOTUBOCTOSTHUE.

Bripaxenue (1-P") - omnpenensieT cpeaHIO MeEpPY ycIlexa peaau3arun
YIPO3bl.

IIpencraBieHHBIA  MOAXOH ~ SIBJSIETCSI ~ MHOTOMTEPALIMOHHBIM U
OCYILLIECTBIISIETCSL JJISI KaXIOM yrpo3bl C PAaCCMOTPEHMEM BCEX BO3MOXKHOCTEH
peanuzaluuu yrpos.

B paMkax aHaJIMTUYECKOIrO 3Tara OIIPEAeasIoTCS Takxke KpUTepUuu
appektuBHOCTY CHUDB, B MX 4YucCiae BBIICISIOT:  LEJEBbIe; TEXHUYECKUE;
3((PEeKTUBHOCTU XKU3HEHHOIO LMKJA; HSKOHOMUYECKHE; 3SPPOEeKTUBHOCTU

yIpaBJICHHA, COOHAJIbHDBIC.

Ha ananmutuyeckoMm 9TaIIc OIIpECACIAIOTCA  TaKXE - OOIIYCTUMBIC

OrpaHUYEHUs], HaKjJaJblBaeMble CUCTEMON HHGOPMALIMOHHON 0€e30MacHOCTHU
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Ha KOMIIbIOTEPHYIO CUCTEMY (HampUMEp, YMEHbILICHUE NPOU3BOAUTEIbHOCTU
arrapaTHoOM u IpOrpaMMHOM COCTaBJISIOIIMX, OTrpaHUYECHUSA
aIMUHUCTPATUBHO-OPraHU3allMOHHOIO IJIaHa U Ap.).

IIpn pa3paborke 3TaTOHOB MHMOPMALMOHHON 0€30MaCHOCTH OIPEACISIOTCS
OCHOBHbIE TpPeOOBaHMSI C TOYKM 3PEHUS MNPOM3BOAUTENLHOCTHM. K HMM OTHOCST
TpeOOBaHUSI TEXHUYECKOIO, IMIPAaBOBOr0 U 9KOHOMMYECKOI0O XapakTepa.

B kauvectBe TexHMUYeCKHMX TpeOOBaHUI paccMaTpuBaloT 3(GEGEKTUBHOCTD
CHUCTEMBbI 3alllUThI, BpeMsl pearupoBaHUsI Ha HapylIeHWE U T.I.

K npaBoBbIM TpeOOBaHUSIM OTHOCSAT COOIIOAEHNE IPABOBLIX AKTOB U 3aKOHOB,
OTHOCSIIMXCS K 00JacTh 3alluThl MHPOpMaUMKM M 00pabOTKM  JaHHBIX.K
SKOHOMMWYECKUM TpeOOBAHUSIM OTHOCIT MapaMETPbl COOTHOLUIEHUS “CTOMMOCTb-
MMPOU3BOIUTENBHOCTL”, 3aTpaThl Ha co3JaHue, MoaaepXkKy M 3kKcruryarauuio CUD,
HEJIOIOJYYCHHYIO MPUObLIb.

I[Ipy aHamm3e XapakTepUCTUK CYILIECTBYIOLIMX alMNapaTHO-IIPOrPaMMHbBIX
CPEICTB 3allUThl OIPEACNSIOTCS T, KOTOPbIE YIOBJIETBOPSIOT TPeOOBAHUSIM
pa3zpabOTaHHOITO  3TajloHa MH(OpMallMOHHOK  Oe3omacHocTU.  OnpenensiioTcs
CUCTEeMbl I1IM(PPOBAHUSI, HCIIOJIb3yeMble IIpU O00pabOTKe, MOpueMe-Tiepeaaye u
XpaHeHUU MHGOpPMAILIUM B CUCTEME.

BaxxHO oOTMETHUTBH, 4YTO 4YeM OoJibllle OXBaT paccMaTPUMBAEMbIX CUCTEM MU
METOIOB, TeM HajexHee Oyaer ¢yHkuMonupoBate CHDB. Ipyrum BaXHBIM
MOMEHTOM SIBJISIETCS COBMECTHMMOCTb paccMaTprBaeMbIX CpeACTB c
(byHKIIMOHMpYIOLIIEH cucTeMoli (B T.4Y. amIiapaTHasl 4acTb, OIlepallMOHHAsI CUCTEMa,
MPUKJIAIHBIE TPOrPAMMBI).

HUccnenoBarenbckmii 3tam. [lpu aHaim3e cTeneHUW puUCKa W OMNpeAcICHUU
BEJIMUYMH BO3MOXHBIX IOTEPh B ciaydyae HapylueHus: nejaoctHoctu CHUb npoBoautcs
aHAJIM3 COCTOSIHUSI CUCTeMbl M OILIEHKa BMIOB YIpo3, C YYETOM HMEIOIIUXCS
MEXaHU3MOB 3allUTHI.

PaspabaTbeiBatoTcsi crienMaabHble IHKAJIbl OLICHOK JOMYCTUMBIX IMOTEPh B
HATypaJIJbHOM M JEHEXHOM SKBMBAJICHTAX. DTO OOYCIOBJIECHO TE€M, UYTO B KaxXJOM
AMC, u B KaxXaoM y3je, CYLIECTBYeT CBOsI TIpaHMlLa "NOIYCTUMOCTU' TOTEpb,
omnpezaeasieMasl LIEHHOCTbIO MH(POpMalMK, Maclitabamy pa3paboTOK, OIOIKETOM U
MHOXECTBOM  JIPYIMX IIOJIMTUYECKUX, OpPraHU3alMOHHBIX, HKOHOMMYECKUX U

aTUYeCcKUX (PakTopoB. B ciayyae, ecnu motepu MeHbIIE, YeM 3aTparhbl, TpeOyeMble Ha



23

pa3paboOTKy, BHEAPEHWE M SKCIUIyaTallMIO CPEACTB 3alUMThI, U €CJAU C TOYKU 3PEHUSI
uHrepecoB AMMC BO3MOXHBIM HECAaHKLIMOHUPOBAHHBIM AOCTYN HE MpUBEIET K
CYLIECTBEHHbIM HM3MEHEHUSIM B pabOTe, TO TAaKOW PUCK CUMTAECTCI AOMYCTUMBIM.
OnHako, HEOOXOOMMO YYMTHIBaTb, YTO B OOJIBIIMHCTBE CIy4aeB MCKIIIOYACTCS JaXe
HE3HAYMWTEIbHAsl yTeyka WH@OpMalMu, KakK Halpumep, Korga MAET pedyb o
colepXaHWW  KOH(MUAECHLUMAIbHOU  MH(pOpMaLUM, CBI3aHHOM C  aHAJIW30M
KOHBIOKTYPBI pPBIHKA, HOBBIX TEXHOJIOTUMA WJIWM OPUTMHAJIBHBIX TEXHUYECKUX
pELLICHUN.

CuynraeM HEOOXOAMMBIM OTMETUTh, YTO aHAIMU3 PUCKA U BO3MOXHBIX MOTEPb
HaJJIeXalluM 00pa3oM OCHOBBIBAETCSI Ha CJIEAYIOIIMX OCHOBHBIX (DakTOpax:

1. OnpeneneHue  CTPYKTYpbl  OPraHM3allMOHHBIX,  TEXHUYECKMX,

IIporpaMMHBIX 1 3KOHOMMHNYCCKUX CPEACTB HpOTPIBO)IGﬁCTBHH .

2. Co3gaHue COOTBETCTBYIOLLMX pPE3€pBOB UM  pa3pabOTKOM IL1aHa
BOCCTaHOBJICHUSI.
3. JocTrXeHrne He0OXOAUMOI KOMITIETEHTHOCTH TI€pCOHAA.

Kpome Toro, mnpu coszganuu CHWUDB cruenyeT BblIeIsSITh —CASAYIOLINME
YIIpaBJISIEMbIE BUAbBI PUCKa:

1. DunaHcoBp¥. JlaHHBII BUA pUCKa SIBISIETCS OCHOBHBIM. CIHIIIKOM
BbICOKUII (DMHAHCOBBLIA PUCK JOIYCTUM TOJBKO B Cjydyae YHUKAJIbHOCTU
3amuiaeMoit mHpopmauuu. CiaeayeT OTMETUTb, 4yto He JJisg Bcex AMC (maxe
rOCyIapCTBEHHBIX OPraHM3allMii M Y4YPEXKACHUI) MOTYT OBIThb BbIAEJIEHBI JOCTATOYHO
OoJsibllIMe ACHEXHBbIE M MaTepualbHbIC CPeACTBa Ha co3maHue M nomaepxky CUD.
CHmxeHue (pUHAHCOBOIO PHMCKA JOITYCKAeTCs 3a CUeT YIIpaBJICHUS APYTUMU BUIAMU
pUCKA U CBEICHMS UX 3HAUYCHUIA K MUHUMAJIbHO AOITYCTUMbIM.

2. TexHuYeckW¥. OTOT BHUA pPHUCKA TIPUCYTCTBYET MOBCEMECTHO U
pacIpoCTpaHsSIeTCsl Ha BEeCh CIIEKTpP aIllapaTHBIX U IMPOrPaMMHBIX CPEICTB 3allUThI.

3. IlpoexrHbr#i. TexHuueckast CJH0XHOCTb Ipoektupyemoir CHMDB pomkHa
COOTBETCTBOBaTh  KBaIU(UKALUMM U  OMNBITY TEepcoHaJla U  00ecrneynBaTh
3aBEPIIEHHOCTb M 11€JIOCTHOCTh CUCTEMBI.

4. @ynknuoHaapHbIH. Tlpu 3aBepiieHuu mnpoekTupoBaHusi CUDBb moxer
O0Ka3aThbCsi, 4YTO (YHKIMOHAILHOE HAIlOJJHEHWE HEe COOTBETCTBYET 3aJaHHBIM
TpeboBaHusIM. B  pesyabTare BO3HMKaeT IOTPEOHOCTb B  AOIMOJHUTEIbHBIX
HUCCIAEAOBAHMSAX W pa3paboTKax IO  YTOYHEHWIO W COBEPIICHCTOBAHUIO

(byHKIIMOHAJIBHOTO HAITOJIHEHMUSI.
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5. CucremHb¥i. Eciv cucteMa COpOEKTMpPOBaHA TaKMM OOpa3oM, YTO OHa
OTBEYAaeT OCHOBHBIM TpeOOBaHUSIM OKpyXalolleid cpeabl M OOecreuyuBaeT
COXPAaHHOCTb HWHG(pOpPMALMM UM PECypcoB OT HECAaHKUMOHMPOBAHHOIO JOCTYIIA,
WCIIOJIb30BaHUSI U paCHpOCTpaHEHMSI M Bce IpeABapUTEIbHbIE AOIYILIECHUS
OTHOCHUTEJIbHO OCHOBHBIX (PYHKIIMI BbINOJIHUMBI, TO CUDB cuntaeTcs 3aKOHYEHHOI.
CrnenyeT yyuThiBaTh, YTO CHUCTeMa OOJDKHA OBITb OTKPBITOM MO OTHOIIEHMIO K
HOBOBBEICHUSIM B  O0JaCTM BBIUMCIWTEIbHON TEXHMKM, KOMMYHUKALUUN U
MPOrpaMMHOTO oOecreyeHusl, a TakKe 3alllUThl WHMOpPMAllMKh, OIHOBPEMEHHO C
5TUM,  HEOOINYCTMMBbI  4YacTble W paIMKaJIbHble  WU3MEHEHUS  CHUCTEMBbI
MH(MOPMALITMOHHOMN OGE30ITaCHOCTH.

PesynbraThl aHasm3a pucka Cay>XaT OCHOBOW M CIOCOOCTBYIOT BBIITOJIHEHUIO
ciaenyrommx padot no peanusauuu CHUB[30]:

. VAYYIIEHUE OCBEAOMJICHHOCTH 11epcoHala. (QOCyXIeHue BOMNPOCOB
3alIATBI MOXET MTOBBICUTh MHTEPEC COTPYAHMKOB K TAaHHON MpoOJieMe U MPUBEAET K
0oJiee TOUHOMY BBIMIOJIHEHUIO UMY TPEOOBaHUI TOJUTUKUA 0€30IMaCHOCTH;

. ornpeneleHue CHJIbHBIX M CJIA0bIX CTOPOH CHCTEMbI KOHTpoJA. MHorue
SKOHOMMYECKHE areHTbl HE MMEIOT MOJHON MHMOPMALIMM O CBOEW BBIYMCIUTEIBLHOMN
0aze u ee ciaabbix cropoHax. CHCTeMaTMYECKW aHaau3 MO3BOJUT C(HOPMUPOBATH
BCECTOPOHHIOIO MH(POPMALIMIO O COCTOSIHUM BBIYMCIUTEbHOW CUCTEMBI UM CTEIEHU
PUCKa;

. IMOATOTOBAH M IIPUHATHE pELIeHHUH I10 BbIOOPY CPEIACTB KOHTPOJIA.
Cucrema  KOHTpPOJSI  CHWXKAET  IPOM3BOAUTENIBHOCT CUCTEMBI W BHOCHUT
JIOTOJIHUTEJIbHBIE OrpaHMYeHMsI B paboTy mnoiab3oBareseil. HekoTopbie Buab
KOHTPOJISI AOCTAaTOYHO CJIOXHBI M UX MPUMEHEHUE HE MOXET ObITh OINpPaBIaHO TEMU
MPeuMYIIEeCTBAMU, KOTOpble OHM obecrieurBaroT. C APYroil CTOPOHBI, CYIIECTBYIOT
HACTOJIbKO CE€pbe3Hble BHUIbI PUCKA, YTO MOMCK M pa3paboTKa HOBBIX, 0oJjee
3¢ GEKTUBHBIX CPEACTB KOHTPOJIS SIBJISIETCS HeoOXxoaumon mepoii. B mobom ciaydae
BBISIBJIEHHASI CTEIIEHb PUCKa OMNpeAesieT YypOBeHb HEOOXOAMMBIX CPEACTB KOHTPOJIS;

. onpenejleHHe  3aTpaT Ha  OpraHu3aluioo  3aimuTel.  Peanuzauus
MEXaHU3MOB 3alllUTBl TPEOYET MOCTAaTOYHBIX PECYPCOB M MX paboTa CKpbITa OT
MoJib30BaTeNieil. AHajlu3 puUCKa TOMOTaeT ONpeAeuTh  IJaBHbIE TpeOOBaHUS K
MeXaHu3MaM 3aliuThl. [Ipy 3TOM HEOOXOAMMO OTMETUTH, UTO YEM MEHBIIE 3aTpaThl

Ha OopraHM3aluiO 3alliUTbl, TEM BBILIC PUCK ITOTCPU I/IH(I)OpMaI_[I/H/I.
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OnHUM M3 OCHOBHBIX M BeCbMa CJIOXHBIX BonpocoB co3nanuss CUDb seiagercs
pa3paboTKa 1 MPUHSATHE MOJUTUKU Oe3onmacHocTu. Iloa monuTukoil 6e30macHOCTH
TMMOHUMAIOT KOMILJIEKC 3aKOHOB, TMPaBWJ M MPAKTUUECKMX PEKOMEHIAlii, Ha OCHOBE
KOTOPBIX CTPOMTCS  yIIpaBJ€HME, 3alllMTa U  paclapeaesieHue KpUTUYECKOM
nHpopmaumu B AMC. OHa pgo/mkHa oOXBarblBaThb BCE OCOOCHHOCTM Mpolecca
00paboTKM MHMOPMALIMK, ONPEIETITh IMTOBEICHUE CUCTEMbI B PA3JIMUYHBIX CUTYaLIMSIX.

IIpu paspaboTke MOIUTUKU O€30IMACHOCTU B MEPBYIO OYEpEdb OMNpeaesieTCs
crnoco® ympaBJIeHUSI JOCTYIIOM, MOPSIIOK JAOCTYIa CYObEKTOB CUCTEMBI K OOBEKTaM.

BaxHbIM MOMEHTOM SIBJIsIETCS pa3paboOTKa MEXaHW3MOB OOHApy>KEHUS
MOMNBITOK HECAHKIMOHMPOBAHHOTO JOCTyHa K 3alllMIllaéMbIM pecypcaM, KOTOpbIE
MOryT 0a3MpoBaTbCsl Ha SKCHEPTHBIX CHUCTEMax W BKIKOYAThb PErMCTpaluio,
pacro3HaBaHue M 00pabOTKYy COOBITMIA, CBSI3aHHBIX C JOCTYIIOM K MH(Opmauuu, a
TakXXe TMPOBEPKY B peaJbHOM MacliTabe BpEeMEHM COOTBETCTBMSI BCEX YCJIOBUIA
nocTyna, NpuHATHIX B KoHuenuuu CUD 1 3ammThl JaHHBIX.

ITocaenHum 11aroMm, peaand3oBaHHOM Ha JAaHHOM 3Tare SIBJIsIeTCsl pa3paboTka
/WM amanTauusi Opoleayp YW METOAOB OOHapyXeHUs HECAaHKIMOHMPOBAHHOTO
JocTyna, oopadorku coowituii B AUC.

B pamkax pgaHHOro o9rtama pa3pabaTbhiBacTCsl IUIaH BOCCTAHOBJICHMSI
HopMasbHOI paboTel AMC B cilyyae peaav3aliii yrpo3bl HapylIUTEIEM.

PexoMeHnaTenbHBIA 3Tall. BeimonHsETCS KOMIUIEKC padoT, CBSI3aHHBIA C
pasMelIeHUuEM 3JIEMEHTOB CUb B y3J1ax ANC o KPUTEPUIO
3¢ HeKTUBHOCTb/CTOMMOCTb. [1pOBOAUTCS aHAIU3 TTOJYYEHHBIX Pe3yIbTaTOB.

OcHoBHOe BHUMMaHue ynensercs TectupoBaHuto CHUDb ¢ ucnonb3oBaHMEM
KOMIUIEKCA  MHOTO(PYHKIIMOHAJIbHBIX  TECTOB  IOKPBITUSI,  OOECHEeYMBAIOLIMX
MPEeIOTBPAIICHUE TIPOHUKHOBEHMSI TMPOrPAMMHBIX 3JI0YNMOTPEOJEHU, a Takxke
CHUXKEHUS TTOTeHLIMAIbHOM OMAaCHOCTU MOTEPU PECYPCOB.

B pamxkax pa6ot no tectupoBaHuio CHUb peainsyeTcss KOMIJIEKC CIEIYIOLINX
OCHOBHBIX paboT (puc. 8):

- ompeAejeHUe KOMIIOHEHTOB M OOBEKTOB, MOJJIEXalllMX TeCTUPOBAHWIO Ha
3aIaHHBIM TPEOOBAaHUAM OE€30TTaCHOCTH;

- ompedeleHHE BpPEeMEHHBIX, TPYIOBBIX M (UHAHCOBBIX pPECypcoB U
OrpaHUYEHUIN Ha MPOBEAEHUE paOOT IO TECTUPOBAHUIO (MCXOAs U3 PECYypCcOB U

orpanndeHuii Bcero npoekrta CHUDB);
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- Ha OCHOBAaHMM aHaju3a pPeCypcoB U OTpaHMUYEHUI OmpeaensieTcs

C
CIIMCOR

11e71eCO00pa3HOCTh MDOBENEHUS KOMIJIEKCAa TeCT 00BeKTa,
KOMIIOHEHTOB H
OrpesereHne KOMIIOHEHTOB L
omnpeneyeHHor( — P4 CUMTHIBAETCS obvexros CHIB, i addexT
— P U 0OBEKTOB MOJAEKAIIUX noAezsaNHX
OT IMMPOBCACHUA TECTHPOBAHHIO AbIC 3aTpaTr
TEeCTHPOB
Onpeaenenne BpeMeHHBIX, Crncox orpanmienuit
TPYZOBBIX U (PMHAHCOBDBIX u TpeGOBaHHMH K
PECypCcOB M OrpaHHYEHHH pecypcam AMIC
I Ipeanonaraemprit
Anarus nenrecoobpasHocTu pead
3PPEKT OT
MIPOBEZIEHUST TECTOB NS > P
ITONDO MTOYITIC ’l‘ﬁl"“l)B
KOHKPETHOTO 06beKTa pezroAaraemble
3aTpaThl PECYPCOB
ANC
Amnarus, zopaborka \/\
CYLLECTBYIOIIMX U /UAH Metoanku
pa3paboTKa HOBBIX METOJMK COCTaBAeHHS,
U METPHK TeCTHPOBaHHs aHaAM3a U
W
PaspaboTtka kKoMmAekca C
TECTOB JASl KOHKPETHOTO HCTEMa TECTOB AAA
06beKTa KOHKPETHOr0 0O'beKTa

\/\

Pesyabratbi

Pearusauus npoueayp
TeCTHPOBAHUs

\/\

OT‘{CT O NPOBEAEHHUU

TECTHPOBAHUA

AHaJ\I/IB PE3YADTATOB H

. TECTHPOBAHUSA
(PYHKLIMOHAABHOH MOAHOTbI P>

KOHKPETHOTO obbeKTa

IIPOBeZIEHHbIX TECTOB \/\

Puc. 8. Crpykrypa paboT 1o TeCTUPOBAHUIO CUCTEMBI MH(MOPMALIMOHHOM

0€e30IacHOCTH
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- TIPOBOAUTCS aHaju3, AOpadOTKa CYLIECTBYIOILIMX M/WJIM pa3padoTKa
HOBBIX METOAUK W METPUK TECTUPOBAHUS JUII KOHKPETHBIX OOBEKTOB,
MPUHKUMAs BO BHUMAaHUE COBOKYMHOCTb PECYPCOB M OrpaHUYEHUIA;

- paspabaTbiBalOTCsl (PYHKLUMOHAJbHBIE TECThl IOKPBLITUSI JIsI BCeX
OOBEKTOB;

- TPOBOAWUTCS  aHaAAM3  JOCTUTHYTBIX  pPE3YyJbTaTOB,  KOTOpPbIA
oopMiisieTcss B BUE CHelMalbHOTO otyeta. B ciyyae, eciau pesyabTaThl He
COOTBETCTBYIOT OXUAAHUSIM, OIpeIesisieTcss KayeCTBO IIPOBEIEHHBIX TECTOB,
IOCJIE YEero MOTIYT OBbITb peaJlrM30BaHbl Pa0dOTHI IO J0pPabOTKE METOIUK
TeCTUPOBAHUS U/WIN CAMUX TECTOB.

Ha ocHoBe oTyera 00 WCHOBITAHUSIX MPUHUMAETCS pelleHue 00
UCIob30BaHUU 00beTOoB CUB, unm pelieHue o 1opaboTKe/3aMeHe.

CrnepyolmuM 1IaromM sBISIeTCS pacyeT oxugaeMoro 3c¢d@ekra oT
ucrnoab3oBaHus KoHkpeTHoii CHMb. Ho ocHoBe pacueToB IpUHUMAaETCS
pellieHrue 00 MCIOJb30BaHMM,/I0pab0TKe KOHKpeTHOU KoHpurypauuu CUD.

IlocnenHyuM 1IaroMm B paMKax MCCIIeIOBaTEIbCKOIO 3Tafa SIBJIsIeTCS
nokymeHtupoBanue CHMDb, corosgmmii B pa3paboTKe  KOMILIEKca
METOANYECKUX U MHCTPYKTUBHBIX MaTepHaioB, OIMCHIBAIOIIUX peaTu3aliiio
CHUD u coaepxaluuit cienyromme pasaein [112]:

- IIOJIMTMKA - OIIMCaHME KOHEUYHBIX LieJeil 3aluuThl M MOATOTOBKU
repcoHaja, a Takxke Mep, HallpaBJeHHBIX Ha JOCTMXKEHHUE liejeil 3aluuThl U
oOecrneynBamIIMX aJeKBaTHYIO 3alliuTy (TpeOoBaHMS K 3alllUTe U ee
CTOMMOCTb  JOJDKHBI ~ COOTBETCTBOBaTb  LIEHHOCTM  oOpabaTbiBaeMOIt
nH@opMaLun);

- TeKyllee COCTOsSIHHE - OIMCaHue cTaTyca OOBEeKTOB, CYObEKTOB U
MEXaHM3MOB 3allIUTHl B MOMEHT COCTaBJIeHUS IIaHa;

- PEKOMEHJAllUH1 - ONYCaHWe OCHOBHBIX 1AroB IS JOCTHXKEHUS Lieei
3alllMThl, OOECMEUMBAIOIINX JOCTMIKEHUE lieJei MOJUTUKU Oe30IacHOCTH,

CIOCOOOB 1 MEXaHU3MOB €€ p€ajin3alii B KOHerTHOﬁ CUCTEMCE,
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- OTBETCTBEHHOCTb - CHUCOK  JIUII, OTBETCTBEHHBIX  3a
(yHKUMOHUpPBAHME CPEACTB 3alllMThl, a TakXe YyCTaHOBJIEHUE 30H
OTBETCTBEHHOCTU;

- pacrnucaHue - oOIucaHue Topsiika paboTel MexaHusmoB CHUD,
BKJII0Yasi MEpbl KOHTPOJIS;

- HepecMOTp - ONWCaHUE ITIOJIOXXKEHUI IJlaHa, KOTOpPbIE IMEePUOANYECKU
MOABEPralTCSI  MEPECMOTPY, a TakXke  coiepXaHMe  KOHKPETHBIX
OpraHu3allMOHHO-TEeXHUYECKUX MEPOIPUSITUIA.

- IUIAH BOCCTAHOBJICHHS - OIIMCAaHWE KOMILUIEKCa JEWCTBUM I10
BOCCTaHOBJIEHUIO pecypcoB AUC.

Beon CHUDB B 3kcmryaTanmio. B paMkax 3ak/IIOUYMTEIBHOIO 3Tarna
peanusyeTcsl BHeIpeHUe U onbiTHas sKcruryatauus CUB.

Peanusyercs  kKomiuieKCc paboT 1o  oOy4yeHMIO IIepcoHala U
IVMHAMUYECKOMY aHaJIU3y MX cTaryca.

TectupoBanue CUD H0OKHO TNPOBOAMTCS PETYASIPHO HAa MPOTSLKEHUU
BCETO €€ XM3HEHHOIro LIMKJIa JJIS1 BBISBJICHUSI HOBBIX BUIOB YIpo3, KOTOpPBIE
He ObUIM IIpeaycMOTpeHbl pu pazpadotke CUD.

Ha ocHoBe wuH(poOpMalMM O HOBBIX YIrpo3ax WM KaHajdax yTEYKMU
nHopMaluy, MOoIUGUKALUUKA HWHEPOPMALMOHHBIX M KOMMYHUKALMOHHBIX
TEXHOJIOTMI JOJKHA MPOBOAUTHLCS CBOEBpEMEHHasi MOAM(UKALIUS U Pa3BUTUE
OoTHeJabHBbIX KOMITOHEHTOB 1in Bceri CUD.

PacmoTpenHas cxema mnoctpoeHusi CHUbB, conepkaHue TIpUBEICHHBIX
9TanoB, IO HalleMy MHEHHWIO, MOXET SBUTBLCS JHOCTATOYHON OCHOBOM st
pa3BepThIBaHMSI  pabOT MO  OpraHM3alM  INPOEKTUPOBAHUSI  CUCTEM

0€30IMaCHOCTM KOHKPETHBIX MH(MOPMALIMOHHBIX CUCTEM.
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