2.2.ITIpennamepeHHBIe yrpo3bl 6e3omacHoctTy AUC
2.2.1. IIporpaMMHBI€ 3JIOYIIOTPEOICHUS

PaccmoTpuM CyllecTBYIOIIME K HACTOSIILEMY BPEMEHM MPOTrpaMMHbIE
CpelICTBa, WCIHOJb3yeMbl€ [JIsI OCYIUECTBJICHUS HECAHKLIMOHUPOBAHHOTO
nocTyra U HaHeceHus yuiepoa AUC.

B kauectBe MNOTEHLMAIBHBIX MNPOTrPAMMHBIX 3JIOYIOTPEOJIECHUIA MOTYT
OBbITb BOCIIPUHSTBI TaKUE IPOTPAMMHBIE CPEICTBA, KOTOPbIE MO3BOJISIOT WJIU
JOMYCKAIOT BO3MOXHOCTb pealu3alyy CIACOYILIUX 3JI0ynoTpedaeHuin [152,
130]:

- COKpBITME IIPU3HAKOB CBOETO IIPUCYTCTBUSI B IPOrPaMMHOM cpene
DBM;

- obysagaHue COOCOOHOCTHIO K CaMOAyOJIMPOBAHUIO, ACCOLMUPOBAHUIO
cebdsl ¢ ApyruMMHM mporpamMMaMu M/WJIM TIePEeHOCY CBOUX (pPparMEHTOB B MHbIE
00JTacTU onepaTUBHOM WJIM BHELIHEN MaMsITH;

- pa3pyuieHue (MCKaXeHMEe IPOU3BOJbHBIM 00pa3oM) KOAOB IIPOrpaMM
B OIIEPATUBHOM MAMSITHU,;

- coxpaHeHHe (pparMeHTOB MH(MOPMALMKU M3 ONEPATUBHONW MaMsITU B
HEKOTOPBIX OO0JACTSX BHEIIHEH IaMsITh IIPSIMOTO A0CTyna (JIOKAJIbHBIX WU
yIaJeHHbBIX);

- MCKaXX€HMe MPOU3BOJBbHBIM 00pa3oM, OJOKHMpOBaHME W/WIM HNOAMEHA
BbIBOJMMOTO BO BHEIIHIOK IaMiITh WM B KaHal CBSI3M MacCHUBa
nHpopMauum, o0O0pa3oBaBLIErocsi B  pe3yabTaTe pabOThl  MPUKIIAIHBIX
MporpaMMm, WM yXe HaXOMSIIUXCS BO BHEIUIHEHM MaMsTh MacCHUBOB JaHHBIX.

B cootrBeTcTBMM C TNPEeMIOXEHHOW KiaacCUudUKaALMEd MpOorpaMMHbIE
310ynoTpeOeHUsT MOTYT ObITh pa3iejieHbl MO CBOEMY Ha3HAYEHMIO Ha JBa

0O0JbIIMX KJIacca: TaKTU4YecKue U ctparermueckue (puc.11) [111].



ITporpaMMHEIe 3A0yTIOTPEGACHNUS

TakTuyeckue Crparernyeckue

TlporpamMMel MOAyYeHHA

. — Arakn "cargamu”
apoAeH

TlporpaMmel OTKpPBITHS
11apoAeH

— CKpHBITBIE KaHAABI

Ilporpammel 3axBara
napoaer

—  OTKa3bl B 00CAyKHBAHHH

— NfoKH

— Pabora mexay crpok

— ANormyeckue 60MOBI

— AHarn3 Tpaghuka

— TposHCKYe KOHH

— Mackapaa

— Pemnankatopsr

— ToAKAaABIBAHHE CBHHBH

—  IlporpamMmHEIE 3aKAGAKH

TloBTOpHOE HCTOAB30BAHHE
00BEKTOB

— KommprorepHsie BUPYChI

Puc. 11. Knaccugukaius nporpaMMHbIX 310yII0TpeOIeHUH

TakTuyeckue nporpaMMHBIE 3JI0YIOTPEeOJeHUs TIpeJIHa3HavyaloTCs ISt

TOCTVKEHUS OvKaMIIMX LeJIeu: OJIyYeHUE apoJjenu,



HECaHKLIMOHUPOBAHHOIO JIOCTyIIa, pa3pylleHus1 WH@OpMaUMM W APYTUX
nevcrBuii.  TakTmyeckue  MOporpaMMHBIE  3JIOYNOTPEOJeHUsST  OOBIYHO
WUCIIOJB3YIOTCSL  JIsI  TIOATOTOBKM UM pealiM3allid  CTpaTeruyecKMx
noynorpedseHuii.  CTpaTermyeckue  IMPOrpaMMHBIE  3JIOYIIOTPEOJICHUS
HaIpaB/JI€Hbl Ha peaju3aliiio JaJeKO MAYLIMX LIeJei U CBSI3aHbl C OOJbIIUMU
(uHancoBbiMU moTepsimMu 11t AMUC u o0beKkTa ynpaBiaeHUs.

PaccmoTtpum CTPYKTYPY u OpraHM3alNIO MIPOrpaMMHBIX
3JI0ymoTpedaeHnii, ucronab3yda [152,58,119,30,16,107,174 u ap.]. Biaok-cxembl
peanr3alury MPOrpaMMHBIX 3JIOYIIOTPEOJIEHUIA MPEACTABICHBI B MPUIOXEHUN
1.

Cpean cambIX pacHpOCTPAHEHHBLIX MPOTPAMMHBIX 3JI0YIIOTpeOIeHU
clienyeT BbIICAWUTH: MPOrpaMMbl MOJYYEHMsS IIapoJjieii, JOrndyeckue OOMOBI,
TPOSIHCKME KOHMU, PEIUIMKATOPhI, KOMIIbIOTEPHbIE BUPYChI, IIPOTPaMMHbBIE

3aKJIagKyd U JIp.

-
’ Ilporpammpr
b MOMydeHHS

. napoJjied - 3TO Be
e OOJbIIME  TPYIIIbI

-CTb IAPOAH Hporp a—MM b
KOTOPBLIC
S e oo TpeaHasHAICHB
1 JJIL ITOJIY4YCHM A
BbIJAYA TTAPONST
UIEHTUPUKATOPOB
u napoJieit

mojn3oBareneii. B

Puc. 12 Jlornueckast cxema peaau3aiiuy IpOrpaMM OTKPBIBITHS TTapOJICH. [30] C JaHHbIM

3710yIIOTPEOJIEHUEM

CBSI3BIBAETCSI TEPMUH “B3JIOM CHUCTEMBI .
Ilporpammpl OTKpbITHSA I1apoJieH TOCJIeNOBaTeIbHO TE€HEPUPYIOT BCe
BO3MOXHbIE BapHMaHThl IapoJisl M BBIAAIOT MX CHUCTEME OO0 TeX IOp, MOKa He

OyneT ompeneneH HeoOxoaumblii mmaposb [109]. [Maponu sBISIIOTCSI OCHOBHBIM



CPeICTBOM WIEHTU(UKALMKU T0Jb30BaTesiell B  MHOTIOIOJb30BaTEIbCKUX
KOMITBIOTEPHBIX CUCTEMax WU OTKpBITME Mapojsi M BXOOAHOTO WMEHM
MOJIb30BaTe/Isl MO3BOJISIET OPraHM30BaTh JAOCTYIl K KOHKPETHOU MH(MOpPMAaLIUU.
Jlormueckas cxemMa peaaud3allii AAHHOTO 3JIOYIOTpeOeHUsT MpeAcTaBieHa Ha
puc. 12

Ilporpammpl 3axBata napoJiedi ~ UMUTUPYIOT

@ CHUCTEMHBIIA cOOf B paboTe KOMIbloTepa (HaIrpumep,

nepe3arpysky OHepaHHOHHOfI CUCTCEMDBI, OTKIIIOYCHUC

AKTHUBH3ALIMA
MEXAHH3MA ceTM W Jp.), M 3alpallvBalOT Yy [O0Jb30BaTels
BAXBATA
ITAPOANA
UIeHTU(UKATOP U TapoJib, MOCJAE Yero IiepeaaroT
A yopaBjieHue paboueil TIporpamMme, OINEpaLMOHHON
I/IMI/ITAUQI/I%
ABAPHHMHOM
o cucTteMe WM JpyruMm Tiporpammam  [36,30 m gap.]
(puc.13).
N
MOAYUEHHE 2. “Irokn” nwin “trap door” - He OMMCaHHBIC B
HNAEHTHUMOUKAT
bon JOKYMEHTALINU BO3MOXKHOCTH paboThI c
nporpaMMHBIM nipoayktoMm [30,109 u ap.]. B [109]
CDI/IK(IAQI/IHQ
L DOPMALITH aBTOP NMPUPABHUBAECT IIPOrpaMMbl OTKPBITUS I1apoJiei
|5
(13 2
YHIE O R K TaK Ha3bIBACMbIM JIIOKaM™~,  KOTOpbI€  Ha
Y CEerOAHSIIHUIA JIeHb (popmupyoTcs B
KOHELI o
< > CaMOCTOSITEJIbHYIO IpyIny 3J10YTIOTPEOJICHUIA.

Puc. 13. Jlornyeckas cxema JIOTMYECKasi CxeMa  MEXaHM3Ma  MCIOJIb30BaHMUS
peanu3auuu IporpaMm « ’
3axBata napoei. JIIOKOB” TIpeAcTaBieHa Ha puc. 14.
CylIHOCTb MCIOJb30BaHUS JIIOKOB COCTOUT B

TOM, YTO MpPHU peaau3allMy MOoJb30BaTeJieM He OMUCAHHBIX B JOKYMEHTALU
JNEWCTBUM, OH TOJy4YaeT JOCTYyN K pecypcaM U JTaHHBbIM, KOTOPbI€ B OOBIYHBIX
YCJIOBUSIX JUISI HEro 3aKpbiThl (B YAaCTHOCTM, BXOJ B IPUBUJIETMPOBAHHBIN
PEXUM OOCIIyKMBaHUS).

“JItokn” MOTryT MOSBUTBCI B IIPOTPAMMHOM MPOAYKTE CIEAYIOLIMMU
MyTSIMU:

a) “moKM” Yale BCero SBISIOTCS  pe3yJbTaTOM 3a0bIBUMBOCTHU

pa3paboTuuKoB. B mpoliecce pa3paboTKy MporpamMMbl CO3IAIOTCSI BpeMEHHBIE



MEXaHU3MBbI, obJieryarole BeJeHME OTIaJKWh 3a CUYET IpAMOIro AOJOCTyIla K

MPOAYKTY.
OgHuM U3 [PUMEPOB

HCIOJIb30BaHUS 3a0bITHIX JIIOKOB
HAUANO
ABIIACTCA MWHIIMIACHT C BUPYCOM

Moppuca [104]. OpnHoil wu3

OBPABOTKA MIPUYNH, 00ycJIOBUBIIEH

BHELLIHEHA UAM

BHYTPEHHEM
KOMAH.bI pacIIpoCTpaHCHHUE 3TOI'O BUPYCA,

SBJISIJIach OLIMOKa pa3paboTyuka

MporpaMMbl 3JIEKTPOHHOM

IOYThI, BXOIAIIEA B COCTaB

ITPOBEPKA
COOTBETCTBHA
YCAOBHA

ogHoi u3 Bepcuii OC UNIX,

nmpuBeanias K ITOABJIICHUIO

MaJIO3aMETHOTI'O JITOKaA.

PEAANUBALIMS b
JOCTYIIA UIAU )
HABOPA JEFCTBHI

“nmokun” MOTYT

O6pa3OBaTbCH TaKXKe B

pe3yJbTaTe 4acTo IMPaKTUKYyeMOI

coneL TEXHOJIOTUU pa3paboTKu
MpOrpaMMHBIX MPOJIYKTOB
"CBepXy-BHU3". [Tpn 3TOM

Puc. 14. Jlornueckast cxema M3IMOJIb30BaHUA “JTIOKOB”
nporpaMmMucCT IIPUCTYIIacT K

HaIMMCaHUIO VIOpaBJSIOLIEld IporpaMMbl, 3aMeHsIsI IpeanojaraeMbie B
OyaoylieM MOAIpOrpaMMbl TaK Ha3blBa€MBbIMM '3ariaylikaMu' - TpynmnaMu
KOMaH, WMUTUPYIOIUMMM WJIM OO0O3HAYAIOIIMMU MECTO HPUCOSCAUHEHUS
Oynywux moanporpamMm. B mporecce paOoThl JaHHBIE 3aITyIUIKW 3aMEHSIOTCS
peabHBIMU TTOANPOrPAMMAMM.

Ha MoOMeHT 3aMeHBI MOCIeAHEH 3amIyLIKU peaJbHOU IOAIIPOrpaMMON
nporpamMma cuuTaeTrcss 3akoHuyeHHoi. Ho Ha mnpakTuke mnogoOHasi 3aMeHa
BBINIOJIHITCSI HE Bcerga. OTO KMMEET MECTO M3-3a HapylleHMsI CpPOKOB
pa3paboOTKM M cAayd B DJKCIUIyaTallMlo M, HEBOCTPeOOBAHHOCTHIO AAaHHON
MOANpPOrpaMMbl, B CBSI3M C 4YEM 3alIyllKa OCTaeTcs, MNpPEeACTaBJIsIsI COOOM

cJlaboe MECTO CUCTEMBI C TOYKM 3pCHUA I/IHCI)OpMaHPIOHHOI}JI 0€30IMMacHOCTH.



B) IPOrpaMMUCT IMIIET IIPOrpamMMy, KOTOPO MOXKHO YIIPaBISITh C
MOMOILbIO OMpeAeACHHBIX KOMaHJ, WM Hampumep mnyrem BBoga "Y' ("Ia")
wim "N" ("Het"). A 4yTo npousoiiieT, ecid B OTBET Ha 3anpoc OyneT BBOAUTCS
"A" wim "B" u T1.0.? Ecau mporpamMMma HamucaHa IpaBWJIbLHO, TO Ha 3KpaHe
JIOJDKHO MOSIBUThCS CcooOlleHue Tuma 'HenpaBuibHbIA BBOA' U ITOBTOP
3anpoca. OIHAKO MOXET ObITh CUTyallMsl, KOTJa IporpaMma He YYUTHIBAeT
Takoe, Mpeidrojarasi, 4YTo I10JIb30OBaTeJlb OydeT ACMCTBOBATh IIpaBUJILHO. B
TaKOM CJIy4yae peaklusl MporpaMMbl Ha HEOIpPeNeJIeHHbII BBOJ MOXKET OBITh
Herpeackasyemoi. Takylo cuTyaldio B IIporpaMMe MOXHO CIeLMaIbHO
co3aaTh IJisi TOTO, YTOOBI MOJYYUTh JOCTYN K OIpEAeJeHHBbIM pecypcaM U
JAHHBIM.

TakuM o0pa3zoM, “MIOK” MOXET MNPUCYTCTBOBATb B MNPOrpaMMHOM
MPOAYKTE BCACACTBUM YMBILLUIEHHBIX WM HEYMbBIIJIGHHbIX JEUCTBUIA CO
CTOPOHbI MpoOrpaMMmucTa [IJisi OOecIleueHUs] TECTUPOBAHUSI U  OTJIAAKU
MPOrpaMMHOIO MPOAYKTa; OKOHYATEJIbHOW COOpPKM KOHEYHOI IporpaMMbl;
CKPBITOTO CpPEACTBa JOCTYIAa K MPOrpaMMHOMY IMPOAYKTY U JaHHBIM.

B nepBomMm ciydae JIOK - 3TO HEYMBILIJIEHHAs, HO Cepbe3Hasi Opelllb B
0€30IMaCHOCTM CUCTEMbI, BO BTOPOM - Cepbe3Hasl 3KCHO3ULMs 0e30MacHOCTU
CUCTEMbI U B TPEThEM CjIydyae - MepBbIi 1Al K aTake CHUCTEMBI.

Takue BUIbl HapylleHMId Has3biBaroTcsa trap doors wim back doors (B
JUTEepaType 3a AAaHHBIMUA IIPOrPaMMHBLIMU 3JIOYIIOTPEJICHUSIMU 3aKPENUIOCh
Ha3BaHue '3agHKUe BopoTa"). IIpumep BCTPOEHHOIO JIOKAa B OIEPaLMOHHYIO
cuctemy MS-DOS npuBoaurcs B [78].

3. Jlorumyeckue 60MObI (logic bomb) - mporpaMMHBII KOA, KOTOPLI
SIBJISIETCS]  O€3BpEeIHbIM [0 BBIMOJHEHUSI OIPEASIEHHOIO YCJIOBMSI, IIOC/e
KOTOPOTO peanu3yercsl Jjormueckuii MexaHusMm [109]. OO6mas cxema
MEXaHM3Ma peaM3aluy JOrM4YecKUX 00MO mpeacraBieHa Ha puc. 15.

Jlormueckne OOMOBI, B KOTOpPBIX CpabaTbIBAaHUE CKPBITOIO MOIYJIS
omnpeaeseTcss BpeMeHeM (TeKylleil naToit), Ha3blBalOT O0MOaMM C 4aCOBBIM
MexaHu3MoM (time bomb). IlomoOHBbIE mporpaMmbl, peaau3ylollue CBOM

MEXaHU3M IIOCJIE KOHKPETHOIO 4Yucjia HCHOHHGHHﬁ, IIpn HaJIUM4Ynunm wWin,



HA00OPOT, OTCYTCTBMU OIlpeAesieHHOro daiijia, a TakKe COOTBETCTBYIOLUIEH
3amnucu B (paitie, MoayyWinM Ha3BaHUE Jorndeckoir 6omonl (logic bomb).

B cBsa3u ¢ TewMm,

@ 4TO MOJ00HbIE

3 nporpaMMmbl NMCIOT

AKTHUBHU3ALIHMA
AOT'HYECKOTO

MEXAHH3MA OrpaHI/I‘{eHHbeI JOCTVII K

v pecypcaM CUCTEMbI, TO N

IPOBEPKA

comt T n pa3pylIUTEIbHbBIA
a(ppekT ocTaeTcs
CoOTRET N0 ™ JIOCTAaTOYHO HU3KUM.
OmnacHoCTb MOXKET
BA{;QEELW: 3HAYUTEJIBHO
RS YBEJIUYUTHCS, eclu

Jjormyeckass bomba Oynet

BCTPOCHA B CHUCTCMHOC

Puc. 15. O6uas cxema MexaHU3Ma pealu3aluin JOTUUECKUX
ooM0O

obecneueHue, 4yTO MpUBEACT K YHUUYTOXKECHUIO (paiinos,

MporpaMMHOe

nepeopMaTUPOBaHNIO MAIIMHHBIX HOCUTENEH WJIM K APYTMM pa3pyllaloliuM
nociaeacTBusM. OCHOBHOIM 1iebl0  (DyHKIIMOHMPOBAHUSI TIPOrpaMM THUIla
JIOTUYECKOi OOMOBI cJieayeT CUYMTaTh HapylleHWe HOPMabHOI paboThl
KOMITBIOTEPHOM CUCTEMBbI.

4. "TpossHCKHI KOHb" - mporpaMma, KOTopash KpOMe CBO€il OCHOBHOI
JEeSITeJIbHOCTU BBITIOJHSIET HEKOTOpble JOMOJIHUTEbHbIC (pa3pylLUUTEIbHbIE),
HEOIMCAHHbIE B JOKyMeHTauuu GyHKUUKM, O YeM I[0Jb30BaTelib He
nono3penaeT [30,109 u ap.].

Peanmuszanms TOMOJHUTENBHBIX (DYHKUMUI BBITOJIHACTCS CKPBITBIM  OT
MOJIb30BaTe/isl MOAYJAEM, KOTOPBIi MOXET BCTpauBaThbCsl B CUCTEMHOE M
MPUKIIAIHOE MporpaMMHoOe obecrieyeHue. Ilpu peanusanymy MOpaXeHHOM
MporpaMMbl TPOSIHCKMI KOHb IIOJy4YaeT JOCTyH K pecypcaM BMeCTe C
roJib3oBatesieM (puc. 16).

TpositHCKHMEe KOHM 3HauyuTeabHO omnacHee I13, pacCMOTpeHHBIX paHee,

ITOCKOJIBKY 4Yalll€ BCETO OHM BCTpaMBAIOTCA B XOpPOIIO 3apCKOMCEHIAOBABIINEC



ce0s1 MporpaMMHbIe TIPOAYKTHI - MHCTPYMEHTaJbHbIE CpEICTBa, ITaKEeThl
MPUKJIAAHBIX MPOrpaMM, TEKCTOBbIE PEAAKTOPbI, KOMIIbIOTEPHbIE UIPbl U T.I.,
M BBICTYNAIOT B KayeCTBE CpeACTBA HECAHKUIMOHMPOBAHHOIO JOCTyla K
colepxallencsa B cucreMe MH@opmanuu. B HEKOTOpBIX cliydassx TEPMUHOM
"TPOSIHCKME TIIPOTpaMMbl’ OILIMOOYHO Ha3bIBAJIM MPOrpaMMbl, COAEpXKAlIue

OLLMOKN WJIM TJI0XO CHPOECKTUPOBAHHBINA MHTEP(PENC C MOJIb30BATEIEM.

KommblorepHblie CUCTEMBI,
S UCHOJB3YIOIIME IECKPUINITOPHBIE METOIbI
HAYANO
YVOpaBJICHUS JOCTyNOM (B TOM 4YUCJIE
' TaKkue,Kak MOJTHOMOYMS, CITMCKU
HCCAE&QB/\HI/IE 14
ATANLS CPEAN VIIPABJICHUS JOCTYIIOM M JIp.), CTAHOBSITCS

IIPaKTU4ICCKUN 66333,H_[I/ITHBIMI/I IIPpOTHUB

IIporpaMm THIIA TpOHHCKI/Iﬁ KOHb.
CPEJA
PACITO3HAHA?

OXHUIAHHE
HU3MEHEHHSA CPEJBI

5. Pertmkatopbl - MOTYT CO3/1aBaTh

OIHY WIH ooJsee CBOMX KOIIMA B

PEAAMBALIMS © 9
SANCHEHHOTO KOMITBIOTEPHOM cucTeMe. DTO MPUBOIUT K
MEXAHH3MA

ObICTpOMY MEePENOJTHEHUIO naMsITh

v KOMITbIOTE€PA, HO NAHHBIC NEHCTBUS MOTYT
KOHELI
@ OBIThH OOHapyXEeHbI OIBITHBIM

Mojib30oBaTejieM W JIOCTaTOYHO  JIETKO
Puc. 17. Obuias cxema JOrMYecKoOro
MEXaHU3Ma p€ajiu3alilui TPOAHCKOI'O KOHA. yCTpaHeHbI_ YCTpaHeHI/IC HporpaMMBI—
perniMKaTopa YCJIOXHSIETCS B TeX cydasx,
KOrja peIuiMKalus BbIMOJHSIETCS C MOAM(UKALUEd MCXOOHOINo TEKCTa
MNporpaMMbl, 4YTO  3aTPyOHSIET  pacliO3HAaBaHWE €€  HOBBIX  KOIIMIA.
PennukaTtopHble IIpOrpaMMbl CTAaHOBSITCSI OCOOEHHO OITACHBIMM, KOrja K
¢yHKIIMM  pa3MHOXEHMS  OyayT jJo0aBJieHbl  JApyrue  pas3pyllaroliue
BO3JICMCTBUSL.
6. [IlporpammHbIe 3aKJIa7KH - TIPOTPaMMbl, KOTOpBIE COXPaHSIOT
BBOAMMYIO C KJjaBuaTypbl MHPoOpMaluio (B T.4. M MHapoJiM) B HEKOTOPOM
3ape3epBUPOBAHHOI JJIsI 3TOTO 00JIACTHU.

JlaHHBII TUIT IPOrpaMMHBIX 3JI0ynoTpedseHuid Bkiaovaet [30,154]:



3aKJIAJKM, AaCCOLMUPYEMbIE C IMPOTrPaMMHO-ANMNapaTHOM Cpeaoi
(BIOS);
* 3aKJIaJIKi, accolLMMpyeMbie C TMporpaMMaMy ITIEPBUYHON 3arpy3Ku
Haxogsgmumucss B Master Boot Record uiam Root ceKTopoB aKTHBHBIX
pa3aenos;

* 3aKJIaIK1, acCOLMUpYeMble C 3arpy3koit apaiisepoB DOS, KkoMaHIHOTO
WHTEPIIPETATOPA, CETEBBIX JPABEPOB;

* 3aKJIaKd, acCOLUMpyeMble C  TIPUKJIAIHBIM  MOPOrpaMMHbIM
obecrieueHMEM OOILLEro Ha3HaAuYeHUs (BCTPOCHHbIE B KJIABMATYpPHbIC WU
SKpaHHbIE ApaiBepbl, IporpaMMbl TECTUPOBAHUS, YTUJIMTBHI U OOOJOUKM TUMA
Norton Commander);

* WUCIIOJIHSIEMbIE MOJYJM, COJEpKalllMe TOJbKO KO 3akjaaku (Kak
MpaBuUJI0, BHeIpsieMble B MakeTHbIe (aitiabl Tuma .BAT);

* MOOYJIU-UMUTATOPHI, COBMAJAIOIIME IO BHEIIHEMY BHUIY C
porpaMmMamMu, TpeOyrIIUMU BBOJA KOHPUACHUMAILHOU MHMOpMALINH;

* 3akjianku, mackupyembie 1on IIC onTUMMU3aLMOHHOIO Ha3HAYeHUs
(apxuBaTOpbI, YCKOPUTEIU U T.1I.);

* 3akjianku, Mackupyembie mon I[IC urpoBoro m pasBiaeKkaTeIbHOIO
HazHaueHMsl (KakK MOpaBWIO, HCIIOJb3YIOTCS Ui NEPBAYHOIO BHEIPEHUS
3aKJIaJIOK TUMa "ucciegoBaTesb’ ).

7. Araka "camamu” - XapakTepHbl WIS (PMHAHCOBBIX M OAHKOBCKHUX
MHMOPMALIMOHHBIX CUCTEM, IJI€ €XEIHEBHO ITPOBOASITCS THICSYM OIEepaLUiA,
CBSI3aHHBIX C O€3HAJIMYHBIMM pacueTaMu, MepeBOJaMU CyMM, HAYMCIECHUSIMU
n t.0. [36, 30, 105]. IIpn peasmsanuy pacyeToOB BBIYUCISIOTCS Pa3IMUYHOTO
polda O0JU, KOTOPbIE OKPYIJISIIOTCS B OOJBIIYIO WIM MEHBIIYI0 CTOPOHY.
Ataka "cajnsiMu" COCTOUT B HAKOIUIECHMM Ha OTAEJIbHOM CYEeTe 3TUX HOJIEei
JeHexXHOoM enuHuubl. IIpakTuka mMokKaszaja, 4YTO OKCIUTyaTalusl TaKou
MporpaMmbl 00eCreYrBaeT HAKOILJIEHME 3HAUYMTEIbHBIX CYMM.

8. CKpbIThle KaHaJIbl - 3TO NPOTpaMMBbl, Iiepenaroiiye HHOOpMAaLUIO
JIMLIAM, KOTOpble B OOBIYHBLIX YCJIOBUSIX 3Ty MH(OpMaALUIO MOJAydYaTb He
ToJKHBI [30]. 3JIOYMBILIZIEHHUK HE BCErga MMEeT HENMOCPEACTBEHHBIN TOCTYII

K KOMIIbIOTepHOU cucteMe. JIjsi cKpbeIToii nepegayd  MHMOpMaLUuU



WCITONBL3YIOTCSI pa3IvMyHble 3JeMEHTBhI, (opMaTbl "0€300MIHBIX' OTYETOB,
HampuMmep, pasHylo IJIWHY CTPOK, MPOIMYCKU MEXIY CTPOKAMM, HAIWYME WU
OTCYTCTBME CJIY>KE€OHBIX 3ar0JIOBKOB, YIIPaBJIsSIEMbliA BbIBOJA He3HAYalIMX LU@P
B BBIBOAMMBIX BeJMYMHAX, KOJMYECTBO IIPOOEJOB WM JPYTUX CHUMBOJIOB B
OIpeeICHHbIX MECTaX OTYETa U T.I.

IIpyu ucnonb30BaHUM CKPBITHIX KAHAJIOB IJIsI TOJYYeHUS OTHOCHUTEIbHO
HEOOJbIINX O0BbEMOB MH(pOpMALMM 3aXBaTYMK BBIHYXXIAEH IIpOJesiaTh
JOCTAaTOYHO 00Jibly0 padoTy. [1oaTOMy CKpbIThie KaHajbl 00Jiee MpUEMJIEMbI
B CUTYyallMsIX, KOTJA HApPYILIMTENs] MHTEepecyeT He cama mHdopmanusa, a ¢gakT
€€ HaIu4dusl.

MoxeT BO3HUMKHYTh CHUTyallMsl, KOIJa CKpPBITBIA KaHaJll COOOIaeT o
HaJIMYMM B CUCTeME OIlpelesieHHO WH@opMaluu, 4YTO B CBOIO oOuepelb
COY>XMT TIIpU3HAaKoM paboTbl B CHUCTEME OIpPEAEIEHHOIro Mpolecca,
MO3BOJISIIOILETO MPOBECTU aTaKy MHOTO THUIIA.

9. KomnprorepHbie Bupycel (KB) - pencTaBisiioT co00ii MporpaMMHbIe
pa3paboOTKU, CIIOCOOHBIE MNPOHUKATh B Cpedy KOMIIBIOTEPHBIX CUCTEM U
HAHOCUTh pa3HOro pona nospexneHus [4,16,30,107,174,141,109 u np.].

Bupychl npeacraBisioT co0oil Hanbojee MOJHO MCCAEeIOBAaHHBIM Kiacc
MPOrPAMMHBIX  3JIOYNOTPEOJICHUI, TIPEBOCXOASIIMIA IO  pa3pyllarolMm
BO3MOXHOCTSIM Bce npyrue. PaccMoTpum cyuiectBymolive onpenenacHus KB.

IIo omnpeneneHuio [174] KOMIBIOTEPHBIA BHUPYC - OTO Y4YaCTKM
CaMOBOCITPOM3BOJSIIETOCSI KO/AAa, KOTOPBIA CaMOCTOSITEIbHO MPOHMKAeT B
CUCTEMHOE€ W TMPUKJIAAHOE MPOrpaMMHOE OO0€CII€YEeHUE, OCYLIECTBIISIET
KOHTPOJIb 32 BBIMOJHEHUEM I10JIb30BATEJIbCKUX MPOrPaAMM.

B pa6ote [107] mpuBoAUTCS HECKOJbKO OTJIMYHOE oInpeaciaeHue. Bupyc
MPEACTaBIIET COOOK MporpamMmy, KOTOpash MOXET MOAUMUUMPOBATH APYIYIO
MporpaMmy, BKJIIOYaTb B HEE€ CBOIO TOYHYIO MJIM PAa3BUTYIO KOMMUIO.

ABtop [141] onpenenser KOMNOBIOTEPHBIH BHUPYC KaK CHELHUATbHO
HAIIMCAaHHYI0 HEOOJbIIyld 1o o0beMy MOporpamMmy, KOTOpass MOXET
"MpunuceIiBaTh’ cebsi K ApPYyruM mporpammaM (T.e. "MopaxaTh' MX), a TakKxKe

BBIITOJIHATD PA3/JIMYHBIC HCXKCEJIAaTCJIIbHbBIC JICVUCTBUSL.
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B [16] XoMmmbloTepHBIE BHUPYCHI OIIPEIEISIOTCS KakK IPOTPaMMBI,
KOTOpbIE MOTYT CO3daBaThb CBOM KOIUU (HE 00S3aTEIbHO IOJHOCTbHIO
COBIIAJAIOIINE C OPUTMHAJIIOM) U BHEIAPSTh UX B (paidjibl, CUCTEMHbIE 00JIaCTU
KOMIIblOTEpA, CeTM U T.JA. IIlpy 3TOM KONMMU COXPAHSIOT CIOCOOHOCTb
JOaJbHEMUIIETO pacipoOCTPAHEHMUSI.

MHTepecHbIM  SBIISIETCS  OIpEAeeHUE KOMIIBIOTEPHOIO BHMpyca B
3akoHogareabcTBe 1tara Texac (CIHA) [108], kak MOOCTOPOHHSS
(HexxenaTenbHas)  KOMIIBIOTEpHAsi OporpaMmMa WM JApyroro  Habopa
WHCTPYKLMIA, BHECEHHBIX B ITaMITh KOMIIBIOTEPA, OMNEPALMOHHYIO CUCTEMY
WJIM OporpamMmy, Mpu pa3pabOTKe KOTOPbIX OHU ObLIA CHELMATBHO CHAOXEHBI
CIIOCOOHOCTBIO K BOCHOPOM3BEACHMIO WJIM K BO3ACKWCTBUIO Ha Jpyrue
nporpaMMbl 1 (aiiyibl, HaXoAsIIMeCsd B KOMIIBIOTEpPE IyTeM IMPUCOCAUHEHMUS
ny0JIMKaTa TaKoil IOCTOPOHHEN (HeXeaaTeJabHOM) IMporpaMMbl K OJHOM WU
0oJiee KOMITbIOTEPHBIM IIporpaMmam Win daiiiaM.

Ilo HalleMy MHEHMIO, KOMIOBIOTEPHBIE BUPYChl MOXHO OIIPEIEIUTh KaK
CaMOBOCITPOM3BOJSIIYIOCS YaCTh YE€JOBEKO-MAIIMHHOW CUCTEMBI, KOTOpas
MPEIHAMEPEHHO BBINOJHSIET HEKOTOPbIE JCWCTBUS HEXEJIaTeJbHbIC IS
3aKOHHBIX ITOJIb30BATENIEH KOMITBIOTEPHOU CHUCTEMBI.

O06o01asi mnpuBeAEHHbIE OMNpeAesieHUs], CleAyeT OTMETUTb, 4YTO
KOMITBIOTEPHBIN BUPYC SBJISIETCS IPOrpaMMO, HAlIMCAHHOW ITPOTrPaMMUCTOM
IU1ST JOCTVKEHUS OIpeaeeHHBIX LICJICHA. KoneuHoii 11€JIbIO
(byHKIIMOHMPOBAaHUSI TIOAOOHOM MporpaMMbl HE BCEraa SBISIOTCS TOJbKO
pa3pylIUTEeIbHbIE AeUCTBUS (YHUUYTOXEHUE OUPEKTOPUIA, CEKTOPOB 3arpy3kKu U
MOJIb30BaTEAbCKUX (haiiyioB). OHU MOTYT MCHOJb30BAaThCS OOJHOBPEMEHHO ISl
BBITIOJIHEHUSI  TIOJIE3HOM  paboThl  (Hampumep, I BepuUKaLWU,
TECTUPOBAHUS W T.JA.), YTO SBJISETCSA  OCHOBOM  1JId  CO3HaHUS
"MOJIOKUTENBHBIX" BUPYCOB WJIM aHTHMBUPYCOB.

KomnbrorepHbsie BUpPYChl 00J1a1al0T pa3HOOOpPa3HbLIMM CBOMCTBAMMU,
XapaKTepU3YIOIIUMM OPraHM3alMIO JIOTUYECKOTrO MeXaHM3Ma, NeCTPYKTUBHBIN
MexaHu3M u ap. IlpeacraBiasieTcsi BO3MOXHBIM pacIllMPUTh CTaHAAPTHYIO

knaccudukanuio [107, 16, 17,174,109,4,117 n np.]. Ha puc. 12 npencrasieHa
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KJaaccuuKaluss KOMIObIOTEPHBIX BUPYCOB, CPEAU KOTOPBIX MOXKHO BbIIEJIUTH

CJIeyIoLIue TPYIIIIbL:

Bupycsr
ITo cnoco6
Io cpepe IMo cnocoby Y [To AeCTPYKTUBHBIM
3apa’keHus CpeAbl
pacnpocTpaHeHus pacnpocTpaHeHus BO3MO>KHOCTSIM
oburaHus

] ceTeBhEIe "ByAbprapHsie” PesupenTHbIE — be3Bpeanble
— CIyTHUKOBBIE "pazppobaeHHBIE" HepesupeHTHBIE —  Heonacuble
] darinoBEIE —  OmnacHble
'-| 3arpy3o4HBIe '{OueHb onacHbIe

Puc.12 Knaccudukanysi BUpycoB.

- IO cpene pacipOCTPAHEHUA:!

a) cereBple - PACHPOCTPAHSIIOTCA TI0 KaHajlaM CBSI3W, 4epes
3JIEKTPOHHYIO TI0YTY, BBUAY 3TOIO MX Ha3bIBAIOT €IUE U “YepBSIMU .

"KoMnbioTepHble  4yepBM' ~ (WOrm) TIOJYYWJIM  pacIpoCTpaHEHUE
UCKJIIOYUTEJIBHO B paMKax  KOMIIBIOTEpHbIX  ceTeil.  TUNMYHBIMU
NpeACcTaBUTEISIMUA JaHHOU rpynnbl gBiastoTcss Christmas tree B cetu EARN
(konew; 1987 r.) u cereBoit Bupyc Moppuca B cetu APRANET/INTERNET
(Hos10pp 1988 r.). JlaHHBIE TIpOTpaMMBbl MOAOOHBI PEIJIMKATOPHBIM, HO B
OTJIMYME OT HHUX AaKTMBHO MCIIOJb3YIOT BBIYMCIUTEIbHBIE PECYpPChl CETEiA.
ITonoGHBIE TpOorpaMMBbI  MPEACTABISIIOT CO00OM COBOKYITHOCTH CETMEHTOB,
KaXObli M3 KOTOpbIX peanu3yeTrcsd Ha otaedbHoi BDBM. CermeHTbI
MPOrpaMMbl TIOAAEPKUBAIOT CBSI3b MEXIY COOOI Jaxke B TeX CiaydyasiX, Koraa
OOVUH M3 CErMEHTOB IIPEKpallaeT CBOE CYLIECTBOBAHUE, OCTaBIIMUECS
CerMEHThI obOpallaloTcs K CBOOOAHON B cetu DBM, MHULIMAIU3UPYIOT €€ C
rnepegayeil IMOTEPSHHOIO CEerMEHTa M OHAa HayMHaeT MCHOJHSITh JaHHbIA

CCI'MCHT.
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I[TIporpamMmmbl worm MOXHO pacCcMaTpyMBaThb TAakKXKe KakK CIeUMalbHbIN
MEXaHU3M MOMIECPXKKU OTACAbHBIX CETMEHTOB M MOJIb30BATEIbLCKUX MPOTPAMM.
MexaHM3M MOOAAEPXKM BKIIOUYAET CAEAYIOIIUI HAaOOp MOporpamMm: IJIaBHYIO
nporpaMmy; IporpaMMy HWHMLMAIU3ALMU TepBOM M mocaeayrouiein DBM;
nporpaMmmy Ioucka cBooogHoi DBM; nporpammy, odecreuymnBalollylo CBsI3b U
MOIJEPXKKY OTACIbHBIX CETMEHTOB.

PaccmoTpum 00111y10 CTPYKTYpPY (PYHKLIMOHMPOBAHMUSI CETEBOrO BMpYCa.
OH coCTOUT M3 JBYX OCHOBHBIX YacTeil - CTapTOBOro MOIyJsl M Habopa
MporpaMm, BO INaBe ¢ miaBHOM. Ilociie mMpoOHMKHOBEHMS B IMaMsITb, IJIaBHas
MporpamMma OCYILIECTBISIET cOop MHPOpMaLMKU O AOCTYMHBIX DBM, Bxoasmx
B ceTb. Mg 93TUX 1eJieli UCIOJb3YIOTCS CUCTeMHbIe (QYHKUMU U
BCIIOMOTaTeJbHbIe MporpaMMbl, a TaKxKe 001IEIOCTYITHBIE
KOHUIrypaluMOHHbIEe (paitabl. 3aTeM TIJlaBHAsl MporpaMma OCYLIECTBIISIET
MOMNbITKM BHEAPEHUSI CTAPTOBOIO MOIYJSI B KaXAyl0 AOCTYyIHY10 DBM.

IIpexxnae Bcero BBIMOJIHSIETCSI COOp JOCTYITHOM MH@OpMaLuKU 00 MMeHax
U aapecax IOpPYyTMX Y3JI0B CETHM, Ha OCHOBAHMU KOTOPOM CTPOUTCSI CIHMCOK
MOTEHLUMAJILHBIX  TOJb30oBaTeaeil. Ha  gaHHOM  3Tane  MCIOJb3YIOTCS
MMpPOrpaMMbl  OTKPBITUSI Tapoje MW, B CJaydae YCIEIIHOIO OTKPBITHS,
BBIMOJIHSIETCS TIePeXo K CIEAYIOIEMY y3Iy.

©) cmnyrHukoBble Bupycbl. HaspiBaloTcsT Tak IO TIPUYMHE HUX
pacIpoCTpaHEeHUsI CPeICTBAMU CITyTHMKOBOU CBSI3HU;

B) (ai1oBbIe BUPYChI- BHENPSIOTCS B BBIMOJHSIEMBbIX (haiiiax;

"UcTtuHHBIE" KOMMBIOTEPHBIE BUPYCHI ITOPaXalOT  MCHOJHSIEMBIE
noJib3oBaTebckue aiibl (00br9HO ¢ pacmupeHusmMu .COM u .EXE).

B ToXe Bpems, B 3aBUCMMOCTM OT peaanu3yeMbiX (DYHKIWIA, BUPYCHI
MOTYT OBbITb OOBEICHEHBI B CIACAYIOLIAE TPU TPYIIIHL:

o 3arpy304Hble, Mopaxarollde CEKTOpPbl MEepBOHAYAJILHOM 3arpy3Ku

JNCKET U KECTKUX INCKOB;

o CUCTEMHBIE, ropakaroliye CUCTEMHOE IIpOrpaMMHOE
obecrieyeHue;
) MOJb30BaTeIbCKME, IOpaxalollyde MNpUKIIagHble IpOorpaMMbl

MOJb30BaTeICH.
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K mepBoii rpymnie OTHOCST BUPYChl, CIIOCOOHBIE MOPA3UTh 3arpy30UHbIe
ceKTopa TMOKMX M KECTKHMX JMCKOB BO BpeMsl 3alyckKa oOIlepalMOHHOMI
cucteMbl. IIpu 3arpy3ke BuUpyC MomagaeT B HYJIEBYIO HAOPOXKKY JIUCKETHI U
MpeBpalllaeTcsl B MCTOUYHUK TOPaXEHUs] s JAPYIMX TUOKMX JIUCKOB.
HMcnonb30BaHue MNOJAB30BATEISIMU ITOPAXKEHHBIX BUPYCOM JIMCKOB SIBJISIETCSI
€IMHCTBEHHBIM CITOCOOOM pacHpoCTpaHEeHUsI JaHHOro Tura Bupycon [109].

CucteMHbIe MPOTrpaMMbl MOPAXKAIOTCS MyTeM MPOHMKHOBEHUS BUpyca B
CUCTEMHBI Monmynb WM apaiiBep. Kpome Toro, BUpyChbl JaHHOW TpYIblI B
COCTOSIHUM MoOpaxaThb WHTEPHPETaTOpPbl, CUCTEMHbIE MPOrpaMMbl BBOJA-
BbIBO/A, IpOrpaMMBbl YIIpaBieHUs] paboToii nepu@epuiiHbIX YCTPOMCTB U T...
IIpu 3arpy3ke M MHULMAIU3ALMU OIEPALIMOHHON CUCTeMbl BUPYC COBMECTHO
C MOpPaXE€HHOM CUCTEMHOM IIPOrpaMMOM II0Jy4YaeT IOCTYIl K CHUCTEMHBIM
pecypcaM M IlopaxaeT IOOCTYIIHbI€ CHUCTEMHBbIE MHpOrpaMMbl, OCTaBasIChb MpU
3TOM PE3UAECHTHBIM.

TpeTbst Tpymna BUPYCOB (IOJb30BaTEIbCKUE) ITOpaXKaeT MNPUKIIAIHbIC
MpOrpaMMbl MOJIb30BaTeNeli BO BpeMsl MX MCIOJIHEHUS, OCYILECTBISIET MOMCK
HOBBIX OOBEKTOB. JlaHHasi rpyrma sIBJIsIETCS HauOoJiee IPEeACTaBUTEIbHOM M
MMEHHO BHUPYChl JAHHOTO TUIIA HAHOCAT HauOoablIMii ypoH. IlopaxkeHue
BBITIOJIHSICTCSI ITyTeM MPUCOEAMHEHUSI K MporpaMme, JIMOO NMPOHUKHOBEHUST B
nporpamMmy. B 1mepBoM ciydyae [JMHA MOJb30BaTeJIbCKOM MpPOrpaMMbl
YBEJIMYMBAETCSI HA JUIMHY BUPYCHOIO MeXaHM3Ma M IIpU MCIOJb30BaHUU
KOHTPOJIbHOW CyMMBlI WM TIOCJAEAOBATEIbHOIO IMPOCMOTpA MOSIBIISIETCS
BO3MOXHOCTb OOHapyxKeHUs] U uIeHTU(dUKauuu BuUpyca. Bo BTopom ciydae
BUPYC HaxXOOUT CBOOOJHOE BHYTPEHHEE MPOCTPAHCTBO B Tejie IpOrpaMMbl U
pa3Melaer cBow Komuioo. Ho TakuM CBOOOJHBIM HPOCTPAHCTBOM OO0J1aJalOT
HE Bce IIporpaMMmbl, II03TOMY HauOOJIblIEee pacHpoOCTpaHEHUE MOJTYYMI
nepBbiii  cnocod0. Bo Bcex ciyyasx BBINOJHSETCS 3aME€Ha WHCTPYKUMMA
MOJIL30BATEJIbCKUX IPOrpaMM COOCTBEHHBIMM MHCTPYKLIMSIMA BUPYCHOTO
MEXaHu3Ma M II0CJIe peaiM3aldy JOrMYeCKOro MexaHu3ma MepBOHaYaIbHBIE
UHCTPYKLUU BOCCTaHaBJIMBAIOTCSI u yIpaBji€HUE nepeaaeTcs

M10JIb30BATEJILCKOM IIporpaMme.
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B oTmenbHyl0 CaMOCTOSITENIbBHYIO TPYIILY CJEAYET BbIICIWTbL BUPYCHI,
CIIPOEKTUPOBAHHKIE IO TexHoJioruu "stealth”. IlpyMeHUTEbHO K BUPYCHBIM
MeXaHM3MaM JaHHasl TeXHOJIOTMsl  oOecreyMBaeT  "HEBUAUMOCTL' U
"MpOo3payHOCTh" TIpU pabOTe C AaHTUBUPYCHBIMU MPOTPAMMHBIMU MPOIYKTAMU.
CylliecTBYyeT HECKOJIbKO ITOAXOAOB M TOYEK 3PEHMS OTHOCHUTEJIBbHO COCTaBa
JAHHOM TPYINbl U CPEACTB, 3aTPYIHSIOIIMX MX OTKPbITUE U yCTpaHeHue. B
yactHocti, H.H.be3pykoBeIM B [16], mpemioXeHbl YeThIpe KATETOPUU TaKUX
CpPEeICTB, B 3aBUCMMOCTU OT CJIEAYIOLIMX BUIOB 3aTPyIHEHUIA:

- 3aTpyOdHEHMS NOpU OTKPBLITUM BHUpPYca B MNOpaxeHHbIX ¢daitnax. K
JAHHOM KaTeropuM OTHOCSTCSI CJICAYIOILIME CpEeACTBAa: KOAWPOBAHME BHpYyca
WJIM €ro COCTAaBHbIX 4YacTeil; HCIIOJb30BAaHME MeXaHM3Ma MyTalluM; 3aIlucCh
TeJa BUpPyCa B HEMCIOJb30BAaHHBIX OOJIACTSIX MOPAXEHHBIX (PAIOB, YTO HE
NPUBOJIUT K YBEJIMYEHWIO JUIMHBI IIOCJIEIHUX; MAaCKMpPOBKA YBEIUYECHMS
JUTAHBI MOPaXXEHHbIX (paitnos C HCIIOJIb30BaHUEM repexnara
COOTBETCTBYIOLLIMX (DYHKUMIA U Ap.;

- 3aTpygHEHUSI TIpU OTKPHLITUM BHUpyCa B OIEPATUBHOM IaMSITHU, YTO
00€eCIeunMBaeTCs  HMCIOJb30BAHMEM  CIEAYIOLIMX CPEACTB. MAaHUMNYJISLIUS
KOHTPOJIbHBIMM OJIOKAMM MaMSITH; CIIELIMAJIbHBIE METOIbI MTepexBaTa BEKTOPOB
NpepblBaHUI; OTUHAMMYECKAsT KOPPEKTUPOBKA oOObeMa CBOOOAHON ITaMSITH;
IUHAMUYECKOe KOAUPOBAHKWE BUpPYCa B MaMSTU U Jp.;

- MAacKMpoBKa TIIpoliecca MOpaxeHusl MporpaMM C  ITOMOLIbIO
CJIEAYIOLIUX METOMIOB: COKPBHITUE OPUTMHAJIBHBIX IMPOTrpaMM; MCHOJIb30BaHUE
COOTBETCTBYIOLLIMX IPEePbIBAHMI 1 MOCIEAYIOLIETO MPSIMOro OOpallleHUs K UX
agpecaM s o0Xxoda CpelCcTB MPOrpaMMHON 3allUThI;

- HCIIOJIb30BAaHME METOIOB KOAWPOBAHMS, KOTOPBIE 3aTPYIHSIOT
TPAaCCUPOBKY U JOu3acceMOauvpoBaHue. Bupycbl, MCOOJB3YIOIINWE JAaHHBIC
METO/Ibl KOAMPOBAHMUS MOJYYMJIM Ha3BaHUE "OpOHMPOBAHHBIX'. K AaHHBIM
CpelICTBaM OTHOCST: JAWHAMUYECKOE JeKOAMPOBAHME BMPYCOM WHCTPYKUUMI
HEIIOCPEACTBEHHO IIepell WCIIOJHEHWEM W MOCIEAYIOIIMM KOAUPOBAHUEM;
KOJAMPOBAHUE HECKOJbKHUX YPOBHEH C MCHOJb30BAHUEM HECKOJIbKUX METOIOB
U KJIIOYEH; HCIOJb30BAaHMEM BMPYCOM CTAHIAPTHBIX MHpEpbIBAHUIA, KOTOPHIE

UCITOJB3YIOTCA IIporpaMmaMm TpaCCHUPOBKH.
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HexoTopbie cnenmanucTbl CKJIOHBI OTHOCHUTb K JAHHOM TpYMIIE BCE
BUPYCHI, MCHOOJB3YIOIIME [BE€ U 0ojiee Tpyln IEepeyruCIEeHHBIX CpeacTtB. B
yacTtHocTH, @.CKynaaccoH, aBTOp M pa3pabOTUMK Haubojiee MOIIHOIO |
MOOMIBHOTO aHTMBUpycHOro Taketa F-PROT, B kadectBe Kpurtepus
BBIIEJISIET CJIECAYIOLINE IBA YCIOBUS:

- €CJIM MOPAXEHHbIA OOBEKT SBASACTCS (paiioM, TO IPU MIPOCMOTPE €ro
COIEpXaHWSI M AKTUBHOM BHpPYCE B ONEPATUBHOM ITaMITH HE OTMEYaeTcs
yBeJIMUYeHMEe OJIMHBI (paiiia;

- IIpUM MPOCMOTPE IOPpaXEHHOro ¢aijla WU MpU AKTUBHOM BHUPYCE B
OIEpaTUBHON MaMsATU OOBEKT OCTAETCSI BU3YAJIbHO HEIMOPAKEHHBIM.

ITogoOGHBIe KpUTEepUr, MO HAlleMy MHEHUIO, HE BCErJa MOTYT SIBJSITbCSI
OCHOBaHMEM JJIsI OTHECEHMSI TOTO WJIM MHOIO BUpyca K JaHHOU rpymie. Bo-
MEPBLIX, €CJAU pacCMaTPUaBTh 3arpy304YHbIE BUPYChHI, TO OHU peaIuU3yIOT JBa
MNPUBEAEHHBIX  YCJIOBUSI, MOCKOJbLKY  (PYHKUMOHUPYIOT Ha  YPOBHE
OINEpallMOHHON CHUCTeMbl M BHMMATEJILHO OCYILIECTBIISIIOT KOHTPOJb 3a
MOCTYyNalIIMMM  3asiBKaMM  JOCTylla K  OPUTMHAJIbHOMY  CEKTOpY
MepBOHAYAJIbHOM 3arpy3ku. Bo-BTOpbIX, OOJBIIMHCTBO (PAailJIOBBIX BUPYCOB
peanu3yoT UMEHHO MEPBOE YCIOBUE.

r) 3arpyso4Hsle (OyTOBBIE) BHPYChI - BHEIPSIIOTCS B 3arpy304HbIi
cektop aucka (boot sector) mnm B cekrop Master Boot record BuHuectepa. B
JUTEepaType 3a JaHHBIMU BUPYCaMU 3aKpeNUIOCh Ha3BaHUE “OakTepuu’ .

bakTepuu B KauecTBe cpelbl OOUTAaHUSI M Pa3MHOXEHUSI HCIIOJb3YIOT
KOMIIOHEHTbI ONEPAllMOHHOM CHUCTEMBI: CEKTOp MNEpBOHAYAJIILHOM 3arpy3Ku,
KOMaHIHBIN MPOLIECCOop U p.

- 10 crIOCOOy MOPakeHHs pa3IndaroT BUPYCHI.

a. pe3MAeHTHhIC - TIOCJIE 3aIlyCKa OCTalOTCS B ONEPATMBHOM MaMSTU
KOMIIbIOTEpA 1 3apaXkaloT Apyrue MporpaMMbl;

©. Hepe3ugeHTHpIE - TIOPAXAIOT MpPOrpaMMbl M BBIIOJHSIIOT Jpyrue
HECAHKLIMOHUPOBAHHbIE AEUCTBUSI TOJBKO B MOMEHT MX 3aIlycKa.

- 10 1eCTPYKTUBHBIM BO3MOXHOCTSIM W3BECTHbI BUPYCHI:

a. OYeHb OINacHble - TPUBOAAT K COOSIM B CHUCTEME, YHMYTOXKAIOT

JAaHHbIEC U TIpOrpaMMbl CUCTCEMDI.
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6. oracHble - IPUBOJST K COOSIM B KOMIIBIOTEPHOI CUCTEME;

B. 0e3Bpe/qHbIe - HE BBIMNOJHSIIOT HMKAKOT0 WHOIO AEWMCTBUSI, KpPOMeE
HEKOTOPBIX BUIEO MU 3BYKOBBIX 3((MEKTOB M caMoOpacIpOCTpaHEHMsI, TeM
caMbIM, YMEHbIIasi CBOOOAHYIO MTaMSITh KOMITLIOTEPA;

T. I10JIE3HbIE - PEAU3YIOT pa3IMUHbIEe MOJe3HbIe ASUCTBUSI, HAIIPUMED,
apXuBUpoOBaHue, JedparMeHTaLnO (ailjaoB U T.1.

- 110 crIocOOy OpraHHU3aluH ObIBAIOT.

a. “ByjibrapHble BHPYChI” - TIPOrpaMMBbl MOJOOHBLIX BUPYCOB HaIMCAHbI
eAVHbIMU OJIOKAMM M MPU MOPAKEHUU MX MOXKHO OOHAPYXUTh, JIOKAIM30BaTh
1 YHUYTOXUTh B CAMOM Hauajie 3MUIEeMUMN;

0. “pazapobiieHHBIE BHpYchl” - TIpOrpaMMa JIaHHOTO BHpYyca pasiejicHa
Ha YacTW, Ha TEPBBIMA B3MJISIA HE MMEIOIIME MEXIy COOON CBSI3U. DTHU 4acTu
colepxXaT HMHCTPYKLMM, KOTOpPbIE YKAa3bIBalOT, KaK coOpaTb HX BOEIMHO,
YTOOBI BOCCO3AaTh U Pa3MHOXUTH BUpYC. TakuM 00pa3oM BUPYC HAXOIUTCS B
“pacrnipeieICHHOM ™~ COCTOSIHMM, JIMIIb Ha KOPOTKOE BpeMsl CBOE pabOThI

C06I/Ipa$ICb B ¢AMHHOC LICJIOC.

2.2.2 [Ipyrue KOMIbIOTEPHBIE 3JI0YIIOTPEOIeHU

C pa3BUTMEM TEXHOJOrM 00pabOTKM MH(OpMAUMK  MOJY4YUIU
pacnpocTpaHeHUE u  Japyrue BUIbl  3JIOYNOTPEOJICHUIA. CaMbiMu
pacnpoCTpaHEHHBIMU MOXHO CUMTATh CJICIYIOIIKE:

1. "Orka3br B o06cykuBaHUN" - HECAHKLIMOHVMPOBAHHOE MCIIOIb30BaHUE
KOMITBIOTEPHOM CHUCTEMbl B CBOMX LeJsIX (Hampumep, miIsi OecIUIaTHOro
pellieHus CBOUX 3ajad), JMUOO OJIOKMpOBaHME CHUCTeMbl [JIsI OTKasa B
OOCIIyXXMBaHUM  JPYyrMX  T[OJb3oBaresied. Jlng  peaqm3anmm — Takoro
3JIOYNIOTPEOJIeHUST UCIIOJB3YIOTCS TaK Ha3blBaeMble 'KagHble MPOrpaMMBbI" -
MporpaMMbl, CIOCOOHBIE 3aXBaTUThb MOHOIIOJBHO OMPEACICHHbIN pecypc
CUCTeMbl (MpUYEM HEOOSA3aTEIbHO LIEHTPAJIbHBINA Mpoueccop). Cremyer
OTMETUTh, YTO OTKa3 B OOCIY>XMBAaHMM IIOJb30BATEI0, 00JaAAIOIIETO
JNEUCTBUTEIbHBIMIA MpaBaMM JIOCTYIIa, MOXET SIBUTbCS OJIHUM U3 PE3yJbTaTOB

»

KIIMOHUPOBAHUI TaKUX IIPOTrpaMM, KakK “TpPOSHCKHE KOHU , “MIOKU ~ U
b bl

Ipyrue.

17



2. “Pabora mexny ctpok (between lines)”. COCTOUT B MOAKJIIOYEHUU K
JUHUSIM CBSI3UW M BHEIpeHME B KOMIblOTepHyi cucremy II3 ¢
HCIIOJIb30BAaHMEM IPOMEXYTKOB B JCHMCTBMUSIX 3aKOHHOTO MoJib3oBarenst [58 u
ap.]. Ilpu MHTEpaKTUBHONM pabOTe IOJb30BATEIsI OOpa3ylTCs CBOEOOpa3HBIE
“OokHa” (HampuMep, OTKJIMK CHUCTeMbl OIlepexKaeT AEUCTBUSI I10JIb30BaTes,
KOTOPOMY HEOOXOOMMO BpeMs JIsI OOAYMBIBAHUS ITOCIEAYIOLIMX ICUCTBUIA).
OTn "oKHA" BIIOJIHE MOTYT ObITh MCIOJb30BaHbl HapylIUTeJIeM IJis1 paOdOThI C
CHUCTEMOI MOJ MacKOi IOJb30BaTesl.

3. “Anamu3 Ttpaguka (trafic analysis)” 3akiaoyaeTcsi B TOM, YTO
nporpamMma  “3axBaTYMK’ aHaJM3UpPYyeT 4YacTOTy U METOAbl KOHTaKTOB
noJsib3oBaresier B cucreme [58, u ap.]. Ilpu 3TOM MOXHO BBISICHUTH IIpaBUJa
BCTYIJICHUSI B CBSI3b, MOCJIE YETO MPOM3BOJUTCS MOMBITKA BCTYIMUTh B KOHTAKT
110l BUJIOM 3aKOHHOTO I10JIb30BaTE/IS.

4. “ Mackapan (masquerade)”. Ilporpamma “3axBaTuMK” MCIOJb3YET IS
BXOJa B CHUCTEMY CTaBIIyIO €l WM3BECTHOM WASHTU(MUKALUID 3aKOHHOIO
nosib3oBaTess [58, u ap.].

5. "HoxaknaneiBaHue cBuUHbH (piggback)” - HapylUTeNlb MOAKIIOYACTCS
K JIMHUSIM CBSI3U YW WMMUTHUpPYET pabOTy CUCTEMbI C LIEJbIO OCYLIECTBJICHUS
HE3aKOHHbIX MaHuUmyasiuuii. Hampumep, oH MOXeT MMUTUPOBATH CEAHC CBSI3U
U TIOJYYUTH JAHHBbIE MOJA BUIOM JieTaJIbHO moJjib3oBarensi. Ilonb3oBaTesib, He
nomo3peBasi 00 3ToM, IepegaeT MHGOPMALMIO W/WiM NojaydaeT ee. Takum
0o0pa3oM  MOXET OCYLIECTBJISITbCSI HE  TOJBKO  IUMMOHAX, HO U
ne3uH@opMalysi, YTO TakKxKe OTpULATeIbHO cKa3biBaeTcsi Ha padore AMUC u
00beKTa yIpaBjJIeHUS B LIEJIOM.

6. “IloBropHOoe wHcroIb30BaHHe OOBEKTOB (object reutilization)”.
CocTOUT B BOCCTAaHOBJIGHMM U TOBTOPHOM MCHOJb30BAHUU YAAJIEHHbBIX
OOBEKTOB CHUCTEMBI.

I[TIpumepoMm peanuzanyy NOAOOHOTO 3J0YIIOTPEOJICHUS CIIYKUT yaaJdeHue
(aitnoB onepammonHoi cucremoil. Korma OC BblgaeT cooOlleHHe, 4YTO
HEKOTOphIi (paitn  ygajeH, TO 9STO HE O3HayaeT, 4To WHGoOpMaLus,
colepxXalllasicss B JaHHOM (aiijie yHMYTOXEHa B IIPSIMOM CMBICJIE CJIOBa.

HaHHOG COO0I1IEeHNE O3HAa4YacT, 4TO CUCTEMA ITOMCETUIIA 0J10K1 InaMATH, paHEC
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COCTaBJISIIOIIME COACPXMMOE (paitna, creuraabHbIM (DJIAKKOM, TOBOPSIIMM O
TOM, 4YTO JAaHHBIA OJOK HE BXOAUT B COCTaB KakKoOro-amobo ¢aitma m MOXeT
OBITb MCIIOJb30BaH IS pa3MelleHus B HeM aApyro mHpopmanuu. Ha camom
nene MH@opMalMs, KoTopas Oblla B JaHHOM OJIOKE HMKyJa He McYe3aeT 10
MOMEHTa 3alMCy Ha 3TO MECTO Apyroi nmHpopmanuu. TakuM oOpa3oM, eciiu
MpoYeCTh coJepKaHMe O0JoKa, MOXHO MOJY4YUTb JOCTYI K "ydaJIeHHON"
nHpopmauumn (maxe cpeacteamu OC). OgHMM U3 Pa3HOBUIHOCTEM
MMOBTOPHOIO HCIIOJIb30BAHUSI OOBEKTOB SBJSETCS padoTa C KOMIIbIOTEPHbIM
”MycopoM”. KOMOBIOTEpHBIM “MycOpOM” SBJSIIOTCS JaHHBIE, OCTaBIIMECS B
MaMsITU KOMIIbIOTEpPA MOCJe 3aBeplueHus1 padoTbl. OcyluecTBiasgss cOop
KOMITBIOTEPHOIO “Mycopa” ¢ MOMOILbIO CHELUaTbHBIX ITPOrPpaMMHBIX CPEACTB,
HapyluuTeJIb  MMEeT  BO3MOXHOCTb  IIpOaHaJU3UMpOBaTh  COAEpKAHUE
MHMOPMALIMOHHOM JIeSITEIbHOCTU MOJIb30BaTE/ICH.

7. 3amyck “BozayiuHoro 3meqg”. Jlng peanu3alid  MOAOOHOIO
MIPOrPaMMHOTO 3710ynoTpeOIeHUS HCIIOJIb3YeTCS cleayrouas
MOCJAeA0BaTeIbHOCTL JeicTBUil. B aByx wmiam 0Oojiee GaHKaX OTKPBLIBAIOTCS
cueta. JleHexXHbIe CpeAcTBa MEpeBOASATCS W3 OAHOro OaHKa B JPYrou cC
MNoBbIIIAOIIMMHUCS pazMepaMu. CyThb 3J10yIIOTPeOJCHUST 3aKIIIOYAETCS B TOM,
YTOObl 3aMacKHUpPOBATh HEOOECIIEUEHHBIN AEeHEXHBIMU CPEICTBAMM II€PEBOI.
JlaHHBI LMK MOBTOPSIETCSI MHOTOKpPATHO, MOKAa Ha KOHKPETHOM CUeTe He
ocaaer 3HauuteabHad cymma [15]. Ilocie 3TOro JgeHexHble CpeacTBa
CHMMAIOTCSI U omepauuu ImpekpaiaioTrcsa. Ciaeayer OTMETUTb, UTO AaHHOE
310ynoTpedjaeHue  TpeOyeT  TOYHOrO  pacyera M CHHXPOHHU3aLUU
MOCJIeA0BATEJAbHOCTU JICUCTBUN HAPYLLIUTEJICH.

Hecmotpsi Ha TO, 4TO HOaHHOE 3JIOYNOTpeOJEHUWEe HE OTHOCUTCSI K
“UUCTO” KOMITBIOTEPHBIM, OHO MOATOTABIMBACTCS M PEATU3YETCS C MOMOIIbIO
KOMIIBIOTEpA U IIPOrpaMMHOIo odecrieyeHusi. B 1aHHOM cliydae KOMIIOHEHTHI
MHPOPMALIMOHHBIX M KOMMYHMKALIMOHHBIX TEXHOJOIMI MCITOJb3YIOTCS B
KauyecTBe CPEeACTBAa MOATOTOBKU U CPEACTBA peaju3aliiy MPeCTyIICHUS.

8. “PazgeBaresin”. C pa3BUTUEM DPBIHKA “NEpPCOHAJIbHBIX” TEXHOJIOTUI,

IMMPOKOEC  paCIIpoOCTpaHEHUC  IIOJYYMJIO TaKO€  3JIOYIIOTPE OneHue , Kak
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HeJIerajbHOe  pacrpoCTpaHEeHHe,  MCIIOJIb30BaHHEe  H/MIM  H3MEHEHHE
nporpamMmHbIx cpeacts [153].

Ilon HesnerajbHBIM pacrpoCTpaHeHHEeM IMOHHMAETCS IIpoaaxa, OOMeH
HIH OecIuiaTHOe pacrpoCTpaHeHHe IPOIrpaMMHOIO IIPOAVKTA, aBTOPCKHE
IpaBa Ha KOTOPbI¥ MNpUHALIeXAaT TPeTheMy JIULY, 0€3 ero COIJIacHAl.

HeseranpHoe wMCHOJIb30BaHHE - 3TO MCHOJb30BaHHWE MPOrPaMMHOIO
MpoaykTa 0e3 corjacusi Biajaeliblia aBTOPCKUX MpPaB.

HeseraipHoe H3MeHeHHe - 3TO BHECEHHE B KO IIporpaMMbl WU
BHEIIHUI Bua (MHTepdeiic) M3MEHEHMId, He OIOBOPEHHBIX C BJIAAEIbLEM
aBTOPCKUX TIpaB, C TeM, 4YTOObl M3MEHEHHBId MNPOAYKT He Iomnagaia IO
JIEMCTBUE aBTOPCKUX IIPaB.

CnenyeT OTMETUTb, YTO IIpoOjeMa HEJeTaIbHOIO KOMNWPOBAaHUS U
pacIpoOCTpaHEeHUsI MPOrPaAaMMHOI0 OO0eCIIeUeHUsI SIBISIETCS aKTyaJlbHOM. HDTO
BbI3BAHO BJIMUSIHMEM psila OOBEKTUBHBIX U CYOBEKTUBHBIX (PAKTOPOB
(coumManbHbIX, BKOHOMUYECKHUX MU Ap.). B ycloBusIX 3apoxIeHMs1 pbIHKA
c(OpPMUPOBAJIUCH TPYIIbl  CHCLMAJKUCTOB, BBIMOJHSIONMIMX PaObOThI IO
BCKPBITUIO CPEACTB 3allMThl MPOrpaMMHbBIX MPOAYKTOB U HEJIETAIbLHOMY HX
pacnpoctpaHeHuo. Kpome Toro, HekoTopas 4YacTb MpPOrpPaMMHOTIO
obecrnieyeHUs1 He 00JagaeT CpeACTBAMM 3alllMThl MM OHM HACTOJBKO CJ1albl,
YyTO UMX yCTpaHEeHMe TpeOyeT MUHMMAJbHBLIX 3HAHMK B  00JacTH
MHMOPMALIMOHHBIX TE€XHOJIOTUIA.

B uensx 3ammThl mporpaMMHBIX OPOAYKTOB OT HECAHKIIMOHUPOBAHHOTO
konupoBanus (HCK), Havyanu pa3BuBaTbCsSd METOAbI M CPEACTBA 3allUThI,
OCHOBHBbIE U3 KOTOPBIX paccMoTpeHnsl B [120,121,55,130].

OnHOBpeMEHHO ¢ 3THUM, Ha pbIHKE MOSBWIKCH CHELMaJbHbIE CpeACTBa
s peanuzaunn HCK u “B3noma” cucrem 3awmuthl [153,152,154 w ap.].

I'pynina cnemuanbHBIX  CPEACTB, KOTOpbie  IpeJHa3HAuyeHbl ISl
peammzanymun HCK wu cHatug 3amutel B [120] HasBaHa “pasgeBateiieM’.
“PagneBatesip” - KOMIUIEKC CIIELIIMAJbHO pa3pabOTaHHBIX MPOrpaMMHBIX
CpEICTB, OPMEHTUPOBAHHBLIX Ha WCCAeIOBaHME 3allUTHOIO MeXaHu3Ma

nporpammHoro npoaykra or HCK u ero nmpeonmosieHue. B gaHHylo rpyminy

20



BXOIST  CJEAyIOIIMe MporpaMMHbIE  pa3pabOTKM, MCHOJb3yeMble IS
“BCKpBITUS” 3alIMTHI [121]:

* OMYJISITOPBl Cpelbl, IpeldHa3HaueHHbIC I TIOANEJKM Cpelbl, B
KOTOpOM paboTaeT 3alluilaeMasl mporpamma;

*

cuMyJisiTop Mukpomnpoieccopa 8088;
* crelyanabHble OTJIaAUUKU I padOThl B 3alLMILEHHOM peXUME IS
386-ro MuUKpoIIpolieccopa.

9. B cBsI3u C pasBUTUEM CPEACTB CBSI3U U 3JIEKTPOHHOM IIOUTHI
BBIACJICHO 3JIOYNOTPEOJeHUE, KOTOPOE OTHOCUTCS K KJIACCy “KOMITBIOTEPHOIO
XyJIUTaHCTBA” W B JIUTepaType MNOJYyYWIO Ha3BaHue “mmHaHue” (pinging).
CyTb JaHHOrO 3JIOYNOTPEeOJeHUST 3aK/J4YaeTcsd B TOM, UYTO MCHOJIb3YS
CTaHIAPTHBIE WM CIELUAJILHO pa3paboTaHHbIE MPOrpaMMHBIE CPEACTBA
3JIOYMBILIEHHUK  MOXET BbIBECTM M3 CTpOsl  DJIEKTPOHHBIM  aapec,
OoMmOapaupysds  €ro  MHOIOYMCIEHHBIMM  MOYTOBBIMM  COOOIICHUSIMM.
CnenctBueM  “IMHAHUY”  MOIYT CTaTb OCJIOXHEHMSI UM  BO3MOXHOCTb
HeMmpeagHaMEPEeHHHOI0 UTHOPUPOBAHUSI MOJYYEHHON 2JIEKTPOHHOM TTOUTHI.

HeoGxomumo OTMETUTb, 4YTO TIpU IUIAHUPOBAHMM U pa3pabOTKe
3I0yOTPeOJeHUIA ~ HapylIMTEJSIMU  MOTLYT  CO3[aBaThCs  HOBBLIE,  HE

MpUBEAEHHbIE B HaHHOW KiaccU(UKaLMM, a TakKxXKe IPUMEHSITbCS JII00bIe

COYCTaHUA OIMMCAaHHbIX 3HOYHOTpe6HeHHfI.
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