1.3. KoHulemius MocTpoeHNUsI CUCTeMBI MHGOPMAaIlMOHHOM 6€30II1aCHOCTH
Hecmotps Ha Gonbllioe KOJIMYECTBO IMyOJMKAILMI IO paccMaTpuBaeMOM

npooneme [20], K COXaJleHUIO, OO0 HACTOSIIETO BPEMEHU OTCYTCTBYET
eIUHHBIA TIOAXOA K pa3paboTKe KOHUEMLMM CUCTEMbl MH(MOPMALMOHHOM
oe3zonacHocti (CHUB) AUC. CrnoxuBlieecss IOJOXEHME B JaHHOM BOIIPOCE
UMEET MHOXECTBO OOBSICHSIOIIMXCS MNPUYMH, CPEeAud KOTOPbIX OCHOBHBIMU
SIBJISIIOTCS CJIEAYIOILIME:

a) He oTpaboTaHa eIWHHAas METONOJIOTUSI TOCTPOCHUSI CUCTEMBbI
nHdopMaLmoHHoi 6e3omacHoctu AUC,;

0) OTCYTCTBYET KOMIUIEKCHBIN aHAINU3 MOTEHUMAIbHBIX YTPO3 U CTEIIEHU
pUCKa TIpU peai3alliy MPOrpaMMHBIX 3JIOYIIOTPEOICHUI, U,

B) OTCYTCTBYeT €AWHBIA  TOAXOJ K  OMNpeAesieHUI0  YPOBHS
zamuieHHoctu AWUC.

B ocHOBY wucciienoBaHusl BbIIEJAEHHBIX MPUYMH M 3adady MOCTPOECHUS
CHDB moryt ObITH 3a50XeHbI padotsl [139,65,98,10,7,37,38,79,92,102, 101,58,
113,127,40,23 u ap.].

B cBere  u3JI0XEHHOro OCTaHOBUMCS  0Oojee  IOApPOOHO  Ha
CYLIECTBYIOIIME TIOAXOAbl K KOHLEMNLMM IIOCTPOEHUSI paccMaTpUBaEMOM
cucteMbl 6e3omnacHoctu AWUC.

Tak, B padore [65] aBTOpBI BBIICISIOT YETHIpE 3Tana ee MocTpoeHus: 1)
omnpeaeJeHUe HeoOXoauMoro Habopa (GYHKUMIA 3allUThl IS KaxKIou
cnenudukanyu;, 2) BBIOOP COOTBETCTBYIOLIUX MEPONPUSITUM [JISI KaXKAOIO
Habopa (GYHKLMK 3aluuThl; 3) BHIOOp M/WiM pa3paboTKa CpeIcTB 3alllUTHI,
HauOosiee TIOJHO YIOBJETBOPSIOIIMX YCTAaHOBJIEHHBLIM TpeOoBaHUsIM; 4)
o0beIMHEHNE pa3paOdOTaHHBIX WKW BBIOPAHHBLIX CPEACTB  3alUUThl B
MOIYMHEHHYIO OOIIEMY YIIPABJIEHUIO CUCTEMY.

AHanu3upysi JaHHbIA MOIXOM CJAECAYeT OTMETUTb, UTO OH OPUEHTUPOBAH
Ha o0ecrieyeHre 0e30MacHOCTHU JIOKaAbHOTO KomnoHeHTa AVC u peanuzanuio

MEXaHU3MOB IMPOTUBOCTOSIHUSI yIrpo3aM KOHKPETHOM HampabjieHHocTU. Ilpu



BTOM, He IpeayCcMaTpUBAETCSl aHalMW3 pUCKa U onpenaeeHue 3¢hEHEeKTUBHOCTU
HCIIOJIb3YeMBbIX CPEACTB 3allUThl MH(OPMALIVH.

ABTrop [98] wuccinemyer 3agaum obecrieyeHUsT ~ MH(MOPMALIMOHHOM
o6eszonacHocty AMC Ha 3Tamax MOpOeKTUPOBAHUS M IKCIUIyaTalUuUd U
BbIJIEJISIET:

a) Ha 92Tafne MNPOEKTUPOBAHWUS: ONpeAe/ieHUE MEepeuyHsI U CTOUMOCTU
JAHHBIX, TIOJICXKAIIMX 3allMTe; aHaJM3 CUCTEMbl KaK OOBEKTa 3alllThl U
omnpeAcaeHUe MOJACIN MOBEACHUS MOTCHLMAIbHOIO HAPYIUUTENsI, BO3MOXHBIX
KaHaJIOB HECAaHKILIMOHWPOBAHHOTO JOCTyNna K MWH@OpMalUMM U BO3MOXKHBIX
BO3IECWCTBUIA  CJIydalHOTO  XapakTepa; pa3paboTKa CpeacTB  3allUTHI,
MEepPeKPhIBAIOIINX BbISIBJIEHHbIE KaHa/lbl HECAaHKLIMOHMWPOBAHHOIO JIOCTyMNa U
oOecneynBamIIMX  3aJaHHbIi  YpOBEHb  0€30MacHOCTU  MHQOpMAalUU;
pa3paboTka CpEICTB (pbyHKILIMOHAJILHOTO KOHTPOJIS CUCTEMBI
LICHTPAJM30BAHHOTO  YIIpaBJIeHUS  0€30MacHOCTbIO;  OLIEHKA  YPOBHS
oxugaeMoi 3p(MEeKTUBHOCTU 3alUTHI;

6) Ha 9Tane  IKCIUIyaTalUu: KOHTPOJIb ¥  MOAIEepXKa
(byHKUIMOHUPOBAHUSI CUCTEMBI 0€30MaCHOCTU MHMOpPMAaLIMUM B KOMIIbIOTEPHOI
CUCTEME;, CBOEBPEMEHHOE MpeaynpexaeHue, OOHapyXeHue Hu OJOKMpOBKa
HauOojee BEPOSITHBIX yrpo3 C  HauOOJbIIMMHU  MaTepuaibHBIMU U
SKOHOMMYECKMMM MOTEpSIMU; perucTpauuss U y4eT oOpallieHuil K
3alluilaeMoil MH@opMaluu, AOKYMEHTUPOBAaHUE, BEACHUE CTAaTUCTUKU U
MMPOTHO3UPOBAHME HAMOOJIee BEPOSITHBIX YIPO3.

B [10] KOHLEIUMS  3allUThI chopmynMpoBaHa B BUJIE
MOCJI€A0BATEIbHOCTU 3TAIOB TE€XHOJOTMUYECKOMN LIETTOUYKU:

1. AHaiu3 0OBEKTA M BBIICJICHUE SJIEMEHTOB, TPEOYIOLIMX OOECTICUEHUS
X 0€30MaCHOCTHU.

2. OnpeneneHre BO3MOXHBIX YIPO3 BbIACJAEHHBIM 3JIEMEHTaM, OlIEHKa
BEPOSITHOCTM MX MOSIBJIEHUMSI U (OPMUPOBAHUE TIepedyHsi TpeOOBaHUIl II0
3allUTE.

3. Boribop u pa3paboTKa aleKBaTHBIX Yrpo3aM Mep U CPEACTB 3allUThI

SJIECMEHTOB U (1)OpMI/IpOBaHI/I€ CHUCTEMDBI 3allIUThl KOMITBIOTEPHBIX CUCTEM.



ABTOpBI [139] paccMaTpuBaloOT KOHLICMTLIUIO 0e30MacHOCTH,
MpeIHA3HAYEHHYIO0 Ui pa3pabOTKM CUCTEMBI OOecredyeHus Oe30MacHOCTHU
nHOpMaALIMM Ha TMPEAINPUSITUSIX BOEHHOM KOHBepcuu. B pamkax paHHON
KOHILIETILIMM pacCcMaTpUBAIOTCS  CJEAYIOIIME OTallbl: IIOCTAaHOBKA 3aJa4u
obecneyeHus1 Oe3omacHoct uMHPopmauuu (OBM) Ha KoHBepcupyemMom
MpeaNpusITUM;, CO3JaHUe Ha Mpeanpusatun padoueil rpynnel OBU; ananuz
(pMHAHCOBBIX M PECYpPCHBIX OorpaHnyeHMii Ha co3gaHue ODBMU; ompeneneHue
obomeir xkoHuenuuu ODBW Ha npeanpusTUM;, BBISIBICHUE KaHAJOB YTEUYKU
nHGoOpMaLlMM 1 ompeAeceHue 3alminaeMbix 00bekToB AMC; paspabotka u
YTBEPXKIECHUE CUCTEMBI KpUTEpUEB OLIEHKM 3(deKkTuBHOCTU cpeacts ObU,;
pa3pabotka MeTtomoB U cpeactB OBW; aHanu3 creneHUW pucka; pa3paboTka
NpoLeayp OOHapy>KeHUSI IOMNbITOK HECAaHKIIMOHMPOBAHHOIO IOCTyIla U obpa—
00OTKM cOObITHI; pa3paboTka BapuaHToB Ipoekta COBU mnpuMeHUTENbHO K
KOHKPETHOMY MPeanpUITUIO; aHaau3 MpoeKTa o KPUTEPUIO
“a(ppekTuBHOCTL/CTOUMOCTL” M yTBepxXaeHue; peanuzauuss COBMU,
TeCTUpOBaHMEe M pa3paboTka gokymeHtauuu; ceptudukauus CODBU; BBox
CObBM B skcrutyatauuio; pazsutue CObU npu Moaudukauny UCHIOJIb3yeMbIX
HT.

CrnenyeT OTMETUTb, UTO NMPUBEASHHBIM aBTOpaMM MOAXOA OPUEHTUPOBAH
Ha CO3JaHME CHUCTeMbl oOecrnedyeHus] MHEPOPMAaLMOHHOM Oe30MacHOCTA Ha
KOHBEpPCUpYEMOM  TMpeanpusITuuM U npeanonaraercsi, u4to AMWNC  yxke
CYILIECTBYET, YTO BUAOU3MEHSIET MPOOIeMy.

ABTOpHI [92] paccMaTpMBaIOT CTaAMKA CO3JAHUSI CHUCTEMbI 3allAThI
MH(GOpMaLIMK B CeAyolleil MoCaeA0BaTeIbHOCTU:

1. IlpeamnmpoexTHass cTagus: aHAJIM3 COCTaBa M  COJAEpKaHMS
KOH(MUAECHIMAIBHOW WH(MOpPMALMK, OMNPEACICHUE €€ LIEHHOCTU, OIMCAaHUE
00bEeKTa 3alllUThl, €ro 3JEeMEHTOB: paboyux MeCT, NOMEIICHUH, 3JaHUi,
TEepPUTOPUU, CPEIACTB O0O0pabOTKM WH(POpPAMIIMM, CBSI3M, CUTHAIM3ALIUU,
MMEIOLIMXCSI CPeACTB 3alluThl MHMopMauuu. M3mepeHue XapaKTepUCTUK

3JIEMEHTOB OOBEKTa 3alLWTHI.



2. Ctagusa texHuueckoro npeajioxenus / 3amaHus (13): popmynupoBka
LeJde CUCcTeMbl 3aluuThl MH(popMauuu KoHKpeTHo AMC, TpeOGoBaHuii u
OTPaHUYCHUIA.

3. DCKU3HOro / TEXHUYECKOIro IPOEKTa.

4. Paboyero nmpoekra.

5. UcnibITaHUIA.

6. DKCITyaTaluu.

IIpn paszpabotke T3 Ha KoMmIuiekcHywo 3amuty AWMC pemarorcs
BOIIPOCHI, CBSI3aHHBIE C TPEOOBAHUSIMM 3ALIMIIEHHOCTU 00BEeKTOB. Ilpu 3TOM,
OCYIIECTBISIOTCS HayYHO-UCCIEN0BATEeIbCKUE U  OINBITHO-KOHCTPYKTOPCUKE
paborst (HMOKP), B pamMkax KOTOpbIX IPOBOISTCS cHeLUaIbHbIE
UCCJIENOBAHMSI, pe3yJbTaThbl KOTOPBIX HAXOAUT CBOE€ OTpaXXeHue B
TeXHUYECKOM 3aJaHUU.

TunosBbie BoOmpockl, paccmarpuBaembie B pamkax HWMP mo oueHke
3alllIIeHHOCT o00bekToB OBT wm  pa3zpaborke Mep IO uUX 3alluTe,
cJIeIyIOLINeE:

1. OueHka cTeneHUW COOTBETCTBUSI YCJIOBMIA OO0BEKTa TpeOOBAHUSIM
peraaMeHTHPYIOIINX JOKYMEHTOB T10 3allUTe 00BEKTOB OT BO3MOXKHON YTEUKHU
obpadateiBaemoil cpeactBamu DBT (CBT) mHdopmaluu 3a cueT nepexsaTa
MOOOYHBIX 3JIEKTPOMArHUTHLIX U3JydeHuir U HaBonokK (ITDMUH);

2. OueHka creucBoicTB (pa3mMepnl 30H 1 u 2, ypoBHen
MHMOPAMTUBHBIX CMTHAJIOB B OTXOASIIMX TIpoBogax u Kabensix) CBT,
yCTaHABJIMBaeMbIX Ha O0O0beKTe (IPOBEACHUE BBIOOPOUYHBIX CHELMUATbHBIX
uccnegoBanuii CBT - He MeHee 3-4 sk3emiuisipoB CBT kaxmoro tuma);

3. HM3mepeHue peajlbHOro 3aTyxaHUSI CUTHAJIOB B TOKOIIPOBOASIILIMX
KOMMYHUKAIUSIX, MMEIOILIMX BBIXOA 3a IIpelesibl OXpaHSeMOl TeppUTOpUHU
00BEeKTa;

4. Pa3paboTka BapMaHTOB 3alllUThl OOBEKTa C YyKa3aHUEeM I1OJHOM
CTOMMOCTH IIpeIJIaraeMbIX Mep 3allUTHhI;

5. Beibop u cornacoBaHue ¢ 3aKa3uMKOM OKOHYATEJIbHOIO BapuaHTa

3allUThI;



6. MHccnegoBanue  HameXHOCTM  CHCTEMbl  3alluThl.  Pacuer
MEPUOINYHOCTU KOHTPOJISI 3alLMILEHHOCTU O0BEKTa.

Tumnosble Bonpochl, pelaemble B paMkax OKP mo nmoctpoeHuio 3alluThl
oobekToB DBT, cinenyiomme: mnpoBeneHue MHAMBUAYyanbHOU 3amutbl CBT
(mopaboTkKa) 10 YpOBHS 3alIMILIEHHOCTU, COOTBETCTBYIOLIETO BbIOpAHHOMY Ha
sranne HWP BapuaHTy 3alluThl; TMPOBEIEHME CIIELMATbHBIX HCCIeI0OBaHUIA
nopaboraHHeix CBT u Bblgaua nOpeanuWcaHuMii Ha WX OKCIUIyaTalulo;
MOCTPOCHUE OOBEKTHOW CHUCTEMBI 3alIUTHI COIIACHO BbIOPAHHOMY BapUaHTY;
MpoBeleHMEe  KOHTPOJsI  OOBEKTHOM  CHUCTEMbl  3allluThl;  pa3paboTka
MpeanrcaHus Ha 3KCITyaTaluio OObEeKTa.

CnenyeT OTMETUTb, YTO JAHHBIM IOIXOJ OPUEHTUPOBAH, B MEPBYIO
ouepelb, Ha TIOKPBITUE, TEXHUYECKMX KaHaJIOB yTeUku MHPopmMmaluu, B
yacTHocTh, 3a cyer nepexBara [IODMWH. Ilpu 3TOM, OCHOBHOI aKIIEHT
CTaBUTCSI Ha obecrneyeHue KOH(PUACHLUMAILHOCTM WH@OpMaLUM, 4YTO B
oosbuieii  crerieHu cootrBeTcTBYyeT CHUDb rocymapctBeHHbix AWMC.  [dnsa
kommepueckux xe AMC peanmzanusa takux CUDB gBiasieTcsi 5KOHOMMYECKU
HELIEJIeCOO0pa3HOM  M3-3a  OOJBIIOKM  CTOMMOCTM  COOTBETCTBYIOLIETO
00OpyIOBaHUSI U APYTUX BUAOB oOecreueHUs.

JpyruMm BaxkHbIM MOMEHTOM SIBJISIETCSI U TO, 4TO B KoMMepueckux AUC
Ha TIEpBOM MECT€ CTOUT BOIPOC 00 OOecIieyeHUM LIEJTOCTHOCTU JTaHHBIX, YTO
MEHSET KOHLEMILMI BbIOOpAa MEXaHM3MOB UM CPEACTB oObOecnedyeHus
MHOOPMALIMOHHOM 0€30ITaCHOCTH.

ABtopnl [101] paccMaTpuBarOT KOHLEMLIMIO 0O0ecreyeHnsT 0€30I1acHOCTU
MHMOPMALIMOHHBIX TEXHOJIOTUIA C BBIACJICHUEM CICAYIOLIMX BUIOB padoT:
aHaJIu3 YSI3BUMBIX D2JIEMEHTOB OOBEKTA; aHaJM3 BO3MOXHBIX YIpo3; OlLIEHKa
pUCKa; BBIOOP HEOOXOOAMMBIX (OYHKUMIA 3allUTbI; OMNPEACICHUE METOI0B
peanu3auuu (GYyHKLUI 3al0UThI, ONpele/ieHue CPEeACTB 3alUUThl U CUCTEMbI
3alIMUTHI; MOAAepKKa 0€30MaCHOCTU Ha 3aJJaHHOM YPOBHE.

B pamkax maHHOro mnoaxoja M3 IMOJSI 3pEHUS BBINAAAIOT BOIIPOCHI,

CBA3AaHHBIC C SKOHOMHNYCCKUMMU aCIICKTaMH PIH(i)OpMaHI/IOHHOﬁ 6630HaCHOCTI/I,



KoTopble Wis1 KomMmepuyeckux AMC gBiIsitoTCS BecbMa BaXXHbBIMU U JIOJIKHBI
paccMaTpuBaThCsl B MEPBYIO OUEpE/b.

B [102] nmpennaraioTcsl cleaylollue 3Tallbl MOCTPOSHMUSI KOMILIEKCHOM
CUCTEMBI 3alLUThI nH(pOpMaIIH, peaquzyeMble B caeayooluei
MOCJI€10BAaTEeIbHOCTHU:

1. ITpoBeaeHue nmpeaBapUTEIbHOTO OOCIEA0BAHUS COCTOSIHUSI OOBbEKTa U
opraHus3auuy 3amuTel  KWH@opMmauuu. OrnpenejieHUe ¢GaKTOpPOB, aHaIu3
YCJIOBUIM M OCYIIECTBJICHUE BbIOOpa M OOOCHOBAHHWSI TPEOOBAHMIA IO 3aLLUTE
nHoOpMalIMM Ha 3aJaHHOM OOBEKTE.

2. OnpeneneHue QYHKUMA 3allMTHI, OOECIEYMBAIOIIMX TpeOyeMbIi
YyPOBEHb B IIOTEHLMAJbHO BO3MOXHBIX YCIOBUSIX (PYHKIIMOHUPBOAHUS
00BEeKTA.

3. OmnpeaelieHMe MNOTEHLMAJIBHO BO3MOXHBIX Yrpo3 HMH(oOpMaluu u
BEPOSITHOCTEM MX MOSIBIICHUS.

4. OOocHOBaHHWE TIepeYHS 3agad 3allyUThl UWHQPOPMALUU, MX
Kiaccupukauuu M ASPPEKTUBHOCTA UX peaju3aldu C TOYKUA 3peHUs
MpeaoTBpalleHuss BO3MOXHbIX cooeB ANC.

5. OnpeneneHre 3(P@PEKTUBHOCTA 3alUUThl MH(POPMALIMM C TTOMOIIBIO
OLICHKM CTENEeHHU €€ 3alluileHHOCTU. CpaBHEHME MOJYYEHHBIX PE3YJIbTAaTOB C
TpeOyeMbIMU U aHAJIW3 CTOMMOCTHBIX 3aTpaT Ha 00eCIieueHue 3allUTHI.

6. KoppekTpoBKa, yTOUHEHMSI, U3MEHEHUE 3aIlUTHI.

7. OOoOCHOBaHME CTPYKTYpbl W TEXHOJOIMU (PYHKLIMOHUPOBAHUS
KOMIUIEKCHOM CHUCTEMBbI 3amuTtbl uHMopMauuu. OrmpeneneHUe COCTaBa
TeXHUYECKOTO, MAaTEeMaTU4YeCKOro, MHpPOrpaMMHOTO, WH(MOPMALMOHHOIO U
JIMHTBUCTUYECKOTO obecIieueHusi, HOpMaTUBHO-METOIMYECKUX TOKYMEHTOB U
OpPraHU3allMOHO-TEXHUUYECKMX MEPONPUITUI 10 3alluTe MHOOPMaLUMN.

8. OmpenereHue TEXHUKO-9KOHOMMYECKMX OLIEHOK pa3paboTaHHOTO
npoekta. Ha »ToM 3Tame OLIEHMBAIOTCS: HAAEXHOCTb BCEX KOMIIOHEHTOB
KOMIUIEKCHOI CHUCTE€MBbI 3alllMThl MHMOpPMALMM W HAAEXHOCTb BBIIOJIHEHUS
(byHKUMIA 3allUTBI; XUBYYECTh CHUCTEMBbI 3alIMThI, YKOHOMMUYECKAs OLIEHKa

KOMITJIEKCHOM CUCTEeMBbI 3allUThl MH(pOPMaLIUU.



9. OtpaboTtka OpraHMU3allMOHHO-ITPABOBBIX u HOPMAaTUBHO-
METOAUYECKUX BOIIPOCOB 3alllMThl MH(poOpMamuu, pa3paboTKa MOpaBuil
BBINIOJIHEHUSI TIPOLEAYp M MEpONPUITUA MO 3aliuTe MHMOpMaLuu,
omnpeAcjeHUe TpaB M O0SI3aHHOCTE Mmoapas3nejeHUi U JIML, YYaCTBYIOLIUX B
paboTe KOMIUIEKCHOM CHUCTEMBI 3allMThl MTH(MOPMALMK. YCTAaHOBJICHUE MpPaBUI
U NOpsiAKa KOHTPOJISI pabOThl CUCTEMbI 3a1LUTHI.

10. BHenpeHue.

ABTOop [57] paccMaTpuBaeT METOIOJOTHIO IIOCTPOEHUSI O€30IMacHbBIX
MPOLIECCOB 00pabOTKKM MHMOPMALMY U MpeaiaraeT CAeaylollue STarbl:

I. OnpeneneHue OpPraHMU3ALMOHHO-IITATHOM  €IMHWULBLI, KOTOpas
OTBEYaeT 3a 0e30MacHOCTb, €€ TEXHMYECKHWE M ONEpaTUBHbIE BO3MOXKHOCTH,
MECTO B cucteMe o0paboTKu MHMOpMaLIUN.

2. @opMupoBaHUE TIOHATUS “0e30MacHOCTU”.

3.  OmnpeneieHue 30H JOBEpUsI W HEAOBEpUSI C  IMO3ULMNI
c(POpPMYJIMPOBAHHOIO MOHATHUS “O€30ITaCHOCTh .

4. IlpoBepka COBMECTMMOCTM TEXHMYECKHX W  ONEPATUBHBIX
BO3MOXHOCTEI aAMMHUCTpaTOpa 0€30MacHOCTU C OIpeAeJeHHbIMU 30HaMU
JIOoBepUst U HemoBepus. IIpy 3TOM HOMKHBI OBITH JaHbl OTBETHI Ha CJIEAYIOLINME
BOIIPOCHI: JIOCTATOYHbI JIM CPEIACTBA, BbIACJAEHbIE AIMWHUCTPATOPY IS
BBIITOJIHEHMS TIOCTABJICHHBIX 3a4a4; OyAeT U 0OecIieurMBaThCsd O€30MacHOCTh
nHpoOpMaLIMM MpU YCJIOBUM, YTO OHA MEpPeJacTCs 4Yepe3 30HY HEAOBEpUS;
COOTBETCTBYIOT I XapaKTepUCTUKU TeXHUYECKUX CpeICTB u
OpPraHM3allMOHHO-METOANYECKUE XapaKTEePUCTUKU aIMUHUCTpATOpPa
CUTyallUsIM, KOTOpbI€ MOTYT BO3HUMKHYTb B pe3yJbTaTe€ BO3ICUCTBUS Ha
nHPOPMALIUIO.

5. B ciaydyae  HECOBMECTMMOCTM  MPOBEPSIOTCS  BO3MOXHOCTU
KOPPEKTUPOBKM  COCTaBa  TEXHUYECKMX  CPEICTB UM  ONEpaTUBHBIX
BO3MOXKHOCTEI oIepaTtopa, KOPPEKTUPOBKM TMOHATUI “0e30I1acHOCTh’ B
npeaeaax BO3MOXHOIO, MepeoIpeieicHUEe 30H JOBEpUS U HEITOBEPUSI.

IIpencraBieHHass METOHNOJOTMSI OPUEHTHPOBAHA Ha oOOecleYeHue

0€30ITaCHOCTU OTHEJBHBIX MpoueccoB. /[l KOMIUIEKCHOrO oOecnedyeHUs



nHpopmMmaliMoHHOi  6e3omacHoctu  AMC  HeoOxomumMo  pa3paboTaThb
KOMIIJIEKCHBIM MOIXO/I.

b.N. CkopoayMoB aHalIu3UPYyeT 3apyOeKHYIO IPAKTUKY pa3pabOTKU U
peanmu3aluy IJIaHOB 0e30ITacCHOCTU M BBIAEISIET cleayoliue pasaensl [127, c.
23-24].

ITOJIMTUKA 6C3OHaCHOCTI/I;

TeKyllee COCTOSIHME aBTOMAaTU3UPOBAHHON CUCTEMBI;

peain3danmia CUCTEMBI 6630HaCHOCTI/I;

OPraHMU3alIMOHHBIC ITOJIOKECHUA U MCPOIIPUATHUA,

BHEJIPEHME M CEPBUCHOE OOCTYKMBaHUE CPEACTB 3alllUTHI;

- pa3BUTHE U YTOUHEHUE ILJIaHA.

B pab6ote [113] paccmaTpuBaloTCsl YeThIpe 3Tara pa3pabdOTKM CUCTEMBI
3alIUTHl UH(OPMAaLIUU:

1. IlIpoBeneHue aHanutuuyeckoro oocienoBaHuss AMUC. OcyliecTBasgercs
C 1LEJbI0 OLEHKM BO3MOXHOM ySI3BMUMOCTH OOpadaThIBa€EMO B HeM
KOH(pUIeHIMaAbHOM MHPOpPMalM M BbBIPAOOTKM HEOOXOAMMBIX TpeOOBaHUI
10 ee 3allluTe.

2. IlpoexThpoBaHME CHUCTEMBbI 3allUThl WHopmauuu. B mpouecce
MPOEKTUPOBAHUSI HAa OCHOBAHUM YCTAHOBJIEHHBIX TPeOOBaHMIA I10 3allUTE
nHpoOpMaLlMM  OT  HECAHKLUMOHUPOBAHHOTO  JOCTyna 1 IOOOYHBIX
BJIEKTPOMATHUTHBIX U3JIyYEHUI M HAaBOJOK C y4eToM ycyioBuil pabotel AUC u
3aJaHHbIX COOCTBEHHMKOM (BiadesblieM) WHMOpMaALMM OTpaHWYECHUId Ha
(bvHaHCOBBIE, MaTepualibHbIC, TPYAOBbIE U IPYTUe€ Pecypchbl OCYILECTBIISIETCS
HaOop WJIM/M pa3paboTKa KOHKPETHBIX METOJOB U CPEACTB 3allUTHI.
PesynbTaToM  JaHHOTO  3Tama  SBJISIETCSI  3aKOHYEHHBIM  KOMILJIEKC
cepTU(UILUPOBAHHBIX CPEJACTB M METOJOB 3allUThl MHGOPMALIMU, WMo
COOTBETCTBYIOILLYIO  HEOOXOAMMYI0  IIPOEKTHYIO M  DKCIUIyaTalMOHHYIO
JTOKYMEHTALIUIO.

3. Tlpuemka cucteMbl 3alllMThl B 3KCIUlyaTauuio. Ha paHHOM 3Tame
OCYLLUECTBJISIETCSI BHEApPEHME CPEACTB U METOJOB CHUCTEMbI  3allMUThI

nHpopmauuu B AMC, uX KOMIUIEKCHAsI MpoBepKa M TECTUPOBAHUE,



HEOOXOoIUMOe O0y4YeHME U OCBOCHUE TTEPCOHAIOM. YCTPAHSIOTCS BBISIBJICHHBIE
B Mpoliecce MPOBEPKU U TeCTUPOBAHUS HeAocTaTKu. Pe3yabTaToM 3TOro 3Tamna
SIBJISIETCSI 0O01LIasl aTTecTalysl CUCTeMbl 3alUThl MTH(MOPMALIUU.

4. Dkcrutyatalldsi CHUCTEMBbl 3allUThl MHopMaluu. B mpolecce
skcrmyarauum AMC 1mpoBOIMTCSI peryasipHblii  KOHTPOJb 3((EKTUBHOCTH,
MpuU HEOOXOAMMOCTU OCYIIECTBISIETCS O0paboTKa B YCIOBUSIX M3MEHEHUS
CcOCTaBa IIPOTPAaMMHO-AMNIIApaTHBIX CPEACTB, OMNEPATUBHOM OOCTAHOBKU U
okpyxxeHus1i AUUC. KOHTpoaMpyloTCsl U aHAJIM3UPYIOTCST M3MEHEHMsI COCTaBa
ANC u cucrem 3awmuThl MHopMauuu. OTKIOHSIIOTCS Bce MoauduUKaLyu
AUNC, cHuxamwllre YCTaHOBJICHHYIO 3(P(PEKTUBHOCTh 3alIUThl WH(POPMALIUU.
Ilepuognyecky MNPOBOAUTCS KOHTPOJIb Ha COOTBETCTBME HOPMATUBHO-
TeXHUYECKUM TPeOOBaHUSIM.

HauGonbiuas geranu3auust U MpopabOTKa KOHUETLUN CUCTEMbI 3alLUThI
nHdopMa xapaktepHa misg pa6or B.A. I'epacumenko [34,36,38,40 u np.].
Hanpumep, B paGorax [34,38 w np.], npeanaraercd yYHUPUIIMPOBAHHAs
KOHLICMUMS 3allUThl MH(GOpMALUMKA B aBTOMATU3WPOBAHHBIX CHUCTEMAaX
o6padotku gaHHbIX (ACO/).

B pamkax [gaHHOro mojaxoJa paccMaTpuUBaeTCsl B3aUMOJEUCTBUE
CJEIYIOIIMX KOMIIOHEHTOB: KOHLEIIMS IMocTpoeHusd U akcrayarauuu ACO/I;
METOHO0JI0TUsl CTpyKTyprupoBaHHoro onucaHusi ACOJI; cucrtema mokasaTesieit
VSI3BUMOCTH  (3aLUMILEHHOCTU) MH(MOPMALMK; CUCTeMa OeCTaOMIU3UPYIOLINIX
(bakTOpOB; METOHOJIOTMSl  Ompele/ieHus]  IMoKasaTejdeil  ysI3BUMOCTHU;
METOMOJIOTMS OIpeIeICHUSI TPEOOBAaHUM K 3allMTE; CUCTeMa KOHLIENTYaJIbHbBIX
pelleHMid, C BblACAeHUMEM QYHKIWAN 3al0UThl, 3aday 3allWTbl, CPEICTB
3alllMThl, CUCTEMBbI 3alllUThl; TPEOOBAaHUSI K KOHLENTYaJIbHBIM pEIISHUSIM;
CUCTEMA YCJIOBMIA, CHOCOOCTBYILIMX MOBBILIEHUIO 3(PPEKTUBHOCTUA 3ALUTHI.

OpHuM u3 mnoaxomoB K ¢dopmupoBaHuio kKoHuenuuu CHUDB Moxer
cayxurb Meton “OPSEC” (Operation Security) [79], BkiIoYamoluii
HECKOJIbKO 3TaIlOB.

Ha nepBoM »Tame QOaHHOrO MeETOJAa IMPOBOAUTCS aHaIM3 OO0bEeKTa

3alliUTbl C BBIACIICHUEM CJICOYIOLIINX HaHpaBHCHHfII YCTaHOBJICHHUE COCTaBa
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MHOpPMALIMM HYXIACIOLIKIACS B 3allldTe; OIpeAcieHue Haubosiee BaXKHBIX
DJIEMEHTOB  (KPUTMYECKME) 3alluiaeMoi MHEPOpMalMu; CPOK XKU3HU
KpUTUYECKO uHPoOpMaLuKU (BpeMsl, HEOOXOAMMOE KOHKYPEHTY IS
peanu3auuu J00bITOM MHEMOPMALMK); KIIIOUEBBIX 3JIEMEHTOB WH(MOpMaLIUU
(MHOAUKATOPOB), OTPAXAIOLIMX XapaKTep OXpaHSEMBbIX CBEACHMIA; MPOBEACHUE
KJaccupuKauuu WHIUKATOPOB o (byHKLIMOHAJILHBIM 30HaM
(TTIpOU3BOACTBEHHO-TEXHOJOTMYECKME ITIPOLECCHI, CHUCTEMAa MaTepUalbHO-
TEXHUYECKOTO O0eCleYeHMs, MoApa3acaeHUs YIIpaBlIeHUsS U T.1.).

Bropoii 3Tan Metoma mpearoyaraeT “BbISIBJICHUE Yrpo3” B cleayiollei
MOC/IEeN0BAaTEeIbHOCTU:  OIpeaessieTcss, KOro  MOXeT  3alHTepecoBaThb
3aliuiaemMass  MHQoOpMalLMs;  OLEHMBAIOTCSI  METOJbI,  MCIIOJIb3yEMbIC
KOHKYpEHTaMU IJIsl  TIOJIydeHUs1 OToi  MHEPOpPMALMU; OLIEHMBAIOTCS
BEpPOSITHBIC KaHaJlbl YTeUYKW MHGOpMaLMU; pa3pabaTbiBaeTcsl CUCTEMa
MEPONPUATUIA 1O MEPEeCEUYCHUIO NEUCTBUI KOHKYPEHTA.

B pamkax Tpetbero stama aHaausupyeTcsl 3POEeKTUBHOCTb MPUHSITHIX U
MOCTOSIHHO JIEMCTBYIOIIMX MOACUCTEM OOecreyeHUss Oe30MacHOCTH, B TOM
yucie TakKuxX, Kak ¢usndeckass 0€30MacHOCTh JOKYMEHTAlMU, HaaeXHOCTb
rnepcoHana, 6€30MacHOCTb MCIIOJb3yeMbIX IJIs Tepeaayu KOH(UIeHIMaIbHO!
nHOpPMALIMU JIMHUIA CBSI3U U T.1.

Ha  ocHoBaHMM  MOpPOBEACHHBLIX  AHAJUTUYECKUX  MCCIeIOBaHUIA
MNPEAbIAYIIMX TPEX BTAIllOB OIPEIC/SIIOT HEOOXOAMMBIE Mepbl 3allUThl, YTO
COCTaBJISIET colepkaHKWe padoT YeTBEPTOro ATara.

Ha mgrom stame paccMarpuBarOTCs IPEACTABICHHBIE IIPEATIOIOXEHUS
M0 BCEM HEOOXOAMMBIM MepaM O€30MaCHOCTU, OMNPEAEISIIOTCS CTOMMOCTb U
3(pPEKTUBHOCTb.

IIecToii aTan npeaycMaTprBaeT peann3anuio MPUHSTBIX
JOMOJHUTEIbHBIX Mep 0€30ITaCHOCTU C YYETOM YCTAaHOBJIEHUSI IPUOPUTETOB.

3aK/IIOUUTENbHBIM  (CeaAbMOI) 3Tall  CBOOUTCS K  OCYILIECTBICHUIO
KOHTPOJISI U IOBEJAECHMIO 10 MepCOHAja peaan3yeMbIX Mep 0€30IIaCHOCTH.

B xauectBe ocHOBbI I TniocTpoeHuss KoHuenuuu CHDBb caenyer

paccMaTpuBaTh, Tpexe BCETO, IpeTHaMepeHHbIe yIPO3bI -
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HECAHKLIMOHUPOBAHHOE IOJyYeHHe MH@OpMalLlMM M HEeCaHKIMOHMpPOBAaHHAasI
MaHUIMYJISIIUST JTaHHBIMUM, peCypcaMUi M CaMUMU CUCTEMaMU.

IToctpoenune koHuenuuu CHDBb Tpebyer pa3paboTKu CIeLUabHOM
METOHOJIOTMM, TMO3BOJISIIONIE HE OrpaHUYMBAThCS MPOCTBIM  BLIOOPOM
TeXHUYECKMX UM OpPraHM3allMOHHBIX PEILICHUI, a KOHLIEHTPUPOBAaTh BHUMAaHUE
pa3pabOTYMKOB M II0JIb30BATEIE€l HAa TaKWX COCTaBJISIIOLIMX, KaK IMpPaBOBOE,
OpPraHM3allMOHHO-TEXHUYECKOE U TEXHOJIOTUYECKOE O0ECIICUYECHUE.

B ocHoBy cuctembl MH(pOPMALIMOHHOM O€30IMaCHOCTU JOJDKHBI OBbITh
MOJIOKEHBI 1M, ONpeAcCHHbIE B 3aKOHOAEIbYECKMX aKTaX TroCyaapcTBa,
KaK Harpumep, B 3aKoHoe “O0 mH@opmauuu, MHEEOpMATU3aLUKU U 3alIUTE
uHdopmauuu” [140]:

- IpeaoTBpallieHUe YTeUKU, XUILEHUSI, UCKAXKEHUSs, MOMIE/IKH;

- obecrieyeHre 0€30MaCHOCTU JIMYHOCTU, OOLIECTBA, TOCYIAapCTBAa;

- MpeaoTBpalleHE HECAHKLIMOHUPOBAHHbBIX IeCTBUIA o
YHUUTOKEHWIO, NCKAXXEHUIO, OJIOKMPOBAHUIO MH(POPMALIVH;

- 3alIUTYy KOHCTUTYLIMOHHBIX IpaB TpaxIaH Ha COXpPaHEHUE JIUYHON
TallHbl U KOH(PUIEHUMATLHOCTU MePCOHAIbHBIX JAHHBIX;

- COXpaHEHME TOCYJApCTBEHHOM TalHbI M KOH(MPUACHIMUATbHOCTHU
nHMOpMaLIMHN.

ITo HamemMy MHEHMIO, JaHHBIA 3aKOH HE IIOJHOCTbIO OXBaThIBAET
BOIIPOCHI MCITOJIb30BaHMsI MH(MOPMALIMOHHBIX pecypcoB. Takoil BbIBOA CAEIaH
Ha OCHOBAaHUM TOTO, YTO IIOJ €r0 AEWCTBME HE IONagarT BOMPOCHI 3aLLUThI
HEIOKYMEHTUPOBAHHON MH(poOpMauuu. IpyruM BaxKHbBIM MOMEHTOM SIBJISIETCS
HE3aKOHHOE MCII0JIb30BAHUE BBIYUCIUTEIBHBIX PECYPCOB U T.II.

B pabGore [106] ocHOBHBIe 1eau WHGOPMALMOHHON OE30ITaCHOCTH
c(OpMyIUPOBAHBI U CBOASATCS K IBYM MOMEHTaM:

- obecreyeHHe LIEJTOCTHOCTA KOMIMBIOTEPHOIM MH(OpMaALMM KaK B BUJE
JaHHBIX (MAacCMBHAsl 4YacTb), TaK W IporpamMMm, oOO€CHeYMBAIOIINX UX
00pabOTKyY (aKTMBHAas 4acThb);

- obecneyeHue KOH(PUACHUMATIBHOCTU KPUTUUECKON MH@OpMaLu

COCTOSIIIEH M3 JaHHBIX, TPOTpaMM MX O0paOOTKM U 3alLMTHI.
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Kak BuaHO, moaxo mpecjeayeT TOJbKO LU CUCTeMBbl 3alUThl JAHHBIX
AHNC, B CBI3M C 4Ye€M, €ro BaXHO JOIOJHUTbL TaKUM KOMIIOHEHTOM, Kak
obecriedeHUe JOCTVIIHOCTH AaBTOPH3UPOBAHHBIX I10JIb30BATEJ€H KO BCEM
cocTaBHbIM 4yacTtsaM MP.

ITo Hamemy MHeHuio, B [115] ompenensiercs miaBHasi 1Liedb 3alllUThI
nHpopMaLuu - obecrieyeHUe €€ KOH(MUIACHUMUATbHOCTA U YCTOMYMBOCTU K
WHTEJIEKTYaJIbHBIM “IMBEPCUOHHBLIM~ BO3JEWCTBUSIM B IIpoOliecCe Iepeaadw,
00pabOTKM U XpaHEHMUSI.

M3noxeHHOe JaeT OCHOBaHMWE YTBEPXKAaTb, YTO PACCMOTPEHHbBIE IO CUX
MOp MOAXOABI HE MCUYEpNbIBAIOT Bce onpeaeneHus ueiaeit CUb, a ux mmpoxkuit
COCTaB, YTO OOYCJIOBJIEHO XapaKTepoOM MX MHOIOYPOBHEBOI CTPYKTYPHI,
KOTOpble MOTYT ObIThb pazaejieHbl [111,145] (puc. 4): Ha mepBOM YpPOBHE -
obecrnieyeHe 0e30IMaCHOCTU MHMOPMALIMOHHBIX pecypcoB KOHKpeTHbix AUC,
00YyCJIOBJIEHHbIE (PU3NYECKOM M JIOTMYECKOM LIEJIOCTHOCTbIO M JOCTYMHOCTBIO;
Ha BTOPOM YpPOBHE - OO€CIIEYEHME TEXHOJOTMYECKOM W OpraHM3allMOHHON
neiaoctHoct AMC, 0OBEKTOB ympaBJIEHWST M MX IapHEPOB; Ha TpeTbeM
(mocnegHeM) ypoBHe - UMHQPOpPMaLMOHHas 0e30MacHOCTb OOllecTBa U
rocygapctBa. [Ipy mpoeKTUpoOBaHMM CUCTEMbI 0€30MaCHOCTM MHMOpMaLUU B
KaueCTBE OCHOBHBLIX HEOOXOAMMO IIpUHMMATh LEJM MEepBOrO U BTOPOIO

YPOBHEMN.
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OKoHOMHUYeCcKasd,
IMOAUTHYECKAS U
conaAbHAas CTaOMABLHOCTD
IpOIeccoB B 00IIeCTBe

OpI‘aHI/ISaﬂ;I/IOHHaH II€eAOCTHOCTH

TexHoAoOTHUECKAS IIeAOCTHOCTD

Qusuueckas IIEeAOCTHOCTH Aornueckad IHeAOCTHOCTB

Puc. 4. Hepapxuueckas CTpyKTypa LeJied HHGOPMAaLMOHHOH 6€30MaCHOCTH.

JIst  OOCTMXKEHMSI  PaCCMOTPEHHBIX — LieJieli  JO/DKHBI  pelLIaThCs
clenyroolue 3agayu [2 u ap.]:

- 3allMTa DBJEMEHTOB BBIYMCIMTEIBHOM Cpeabl, C obOecrneyeHUeM
LIEJIOCTHOCTU JaHHBIX, MpoLeayp o0padbOTKU, CEKPETHOCTU MH(pOpMaLI1u;

- KOHTPOJIb D3JIEeMEHTOB ornepauuoHHOW cpeabl (OCp) (BHELIHUX
KoMnoHeHTOB OCp; LEJOCTHOCTH BHYTPEHHUX €€ KOMIIOHEHTOB; CEMaHTUKU
JaHHBIX;

- 3alllMTa 3JE€MEHTOB BbLIUMCIMTEJBLHONM Cpeabl, 3a CYeT oOecCleyeHUs
LIEJIOCTHOCTA U KOH(PUACHLUMAIBHOCTU KPUTUYECKUX JAHHBIX; XPaHUMBIX
IporpaMm Mx oOpaOdOTKU U 3alUTHI;

- KoHTposub sneMeHTOB OCp, (3agaya KOHTPOJS LEJIOCTHOCTA MU
CEMaHTUKM: TIIporpaMM - BHEIIHUMX W  BHYTPEHHUX KOMIIOHEHTOB;

HCIIOJIb3YEMBIX TAHHBIX);
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- periaMeHTUpOBaHUE MPOU3BOACTBA, noTpebieHUs u
pacripocTpaHeHuss HWHQPOPMALMKU U KOMIIOHEHTOB MH(MOPMALMOHHBLIX U
KOMMYHUKALIMOHHBIX TEXHOJIOTUMA.

B ocHOBYy mnOpoekTMpoBaHMS U (PYHKUMOHUPOBAHUS  CUCTEM
6e30mMacHOCTA MHMOPMALIMK JOJKHBI ObITh MOJIOXEHBI CICAYIOLIMEe OCHOBHBIE
npuHuummsl [38,65,10,7,37]:

- OIPUHLUI 3@KOHHOCTH - 3aKJII0YaeTCs B COOTBETCTBUM MPUHUMAEMBbIX
MEp 3aKOHOAATEJbCTBY O 3allUTe WH@OpMaALMM, a IpUu OTCYTCTBUU
COOTBETCTBYIOILLIMX 3aKOHOB - JPYIMM TOCYAAapCTBEHHBIM HOPMAaTUBHBLIM
JTOKYMEHTOM IO €€ 3allluTe;

-  [OpUHLUIN KOMIUIEKCHOCTM - C TO3ULMIA  NpedoTBpallleHUSs
Pa3HOILJIAHOBBIX YIrpo3 M MCHOJb3YEMbIX METOAOB. MMeeTcss BBUAY IOJIHOTA
3alllMThl II0 COOTBETCTBYIOLIEMY METOAY M MO MEPEYHIO Yrpo3; a TaKxKe
B3aMIMOBJIMSIHUE METOJOB U CPEACTB 3aLLUTHI;

- NPUHLUUN MHHHMAJIBHOH JOCTATOYHOCTH COCTOWUT B MCHOJb30BAaHUU
Habopa CpeacTB, 00ECIIEUMBAIOIIMX BBIIIOJHEHUE KOMILIEKCA YCTAaHOBJIEHHBIX
TpeOOBaHMM 10 3amUTe WHGOPMALMKA TIPU 3aJaHHOM CTENEHU pPHUCKA €€
HapywieHus. [Ipu 3ToM HeoOxoauMa yBsi3Ka (PYHKLIMOHUPOBAHUS PA3TMUHBIX
CPEICTB 3alllMThl IO MECTy M BpPEMEHM, XpaHEHUs U IIpeoOpa3oBaHUS
nHPOpMALINU;

-  nOpuHUUMO  obocHoBaHHocTH. Ilog  Ha3BaHHBIM  IIPUHLIMIIOM
MOApa3yMeBaeTCs HaJauuue JOCTaTOYHBIX JOKA3aTeJIbCTB  aKTyaJbHOCTU
BbIIBUHYTBIX TpPEOOBAaHWI WJIM OLEHKA pHUCKA HapyLIEHWUS  3allUThI
nH(opMaLIMH;

- NOPUHUUIT TAKTHYECKOM OpraHHU3alMHd 3alllUThl - TIpeayCcMaTpUBaeT
HeoOXOAUMOCTb YNPEeXAarolUIHX AeHCTBUI B BUJIE METOAOB MpPeAOTBpallCHNS,
a HE OrpaHWYeHUs IIOCACACTBUI (UCKIIOUEHME MeToda “IepBOi aTaku’);
CaMOpPEryJIupyeMocCTb CJIOKHOCTH 3AalIIUTBHI, COCTOSIIIAS B ce
CTPYKTYPUPOBAHHOCTH, TO3BOJISIONIECH MCIIOJb30BaTh 00Ji€e IPOCTHIE METO/bI
IJ1s1 ONIePaTUBHOIO KOHTPOJISI M HapalllMBaHUSI PeCypCOB MPU BO3ZHUKHOBEHUU

yIpo3bl  JISI €€  MakKCHMMAaJbHOIO  OTpaxXe€HWsl;  aBTOTECTHPYEMOCTb,
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npeaycMaTpuBaroast OCYILECTBJICHUE KOHTpPOJISI MPaBUJIbHOCTHU
(byHKUIMOHUPOBAHUSI  CHUCTEMBI  3alllUTHI; BO3MOXHOCTb CaMOOOYYEHMS,
rnojapasyMeBasi €€ aJanTaluio; CTelNeHb MOASIUPYEMOCTU CUTyalldil, TO €CTb
cucTeMa 3allluThl JOJKHA CTPOUTCS IO TEXHOJOTMU HCCKYCCTBEHHOTO
nHTeNeKkTa (0a3a 3HaHWA, MalllMHA BbIBOJA, MOJCUCTEMA COBETUMK);

- NPUHLUI HENPEPhIBHOCTH COCTOSIHUIA BO BPEMEHU M IIPOCTPAHCTBE,
MPEAIoJIaralolinii  HEBO3MOXHOCTh  (DYHKIIMOHMPOBAHUS  OOBEKTA MpU
HUCKJTIOYEHUHN 3a1IUTHI (HEOOXOAMMOCTb PE3EPBUPOBAHUS CUCTEM 3alLMTHI).

ITo HamemMy MHEHMIO K PacCMOTPEHHBIM MpPUHLUIIAM, CJIEAyeT
N00aBUTh TIPUHLIMIT BOCCTAHOBJIEHHS HOPMAJIbHOH paboThl, TIpeanojararoinmi
obecrnieyeHWe BOCCTAHOBJEHME HopMajbHOU pabotel AMWMC B ciydae
peaim3aly yrpo3bl.

AHaln3 TIpUBEACHHBLIX IIOJXOJOB IO3BOJISIET CAEAATh HECKOJbKO
OCHOBHBIX BBIBOJIOB, COCTOSIIIUX B CIAEAYIOLIEM:

I. OOGecrneyueHne 0Oe30MacCHOCTM WMH(OPMALMKU HOJKHO TIPOBOIUTCS
CUCTEMHO M KOMIUIEKCHO Ha BCEX 3Talax MPOEKTUPOBAHWSI, BHEAPECHUS U
sKkcrutyatauuu ANC.

2. Cucrema obecrnieyeHMs 0€30MacHOCTU MH(opManyu PyHKIIMOHAIBHO
JOJKHA  TepeKpbiBaTb  BCE€  CYIIECTBYIOIIME  YIpoO3bl  0€30MaCHOCTHU
nHpopmauuu B AUC.

3. Cucrema obecrieyeHust 6e3onacHoct MH@opMaluuu B AUC poirkHa
OBbITh OPMEHTUPOBAHA HA TAKTUYECKOE OMEpPeXeHUE BO3MOXHBIX YIpo3.

4. B cucreme Oe3onacHocti AMC nomkHBI OBITH pa3pabOTaHbI
MEXaHM3Mbl BOCCTAaHOBJIEHMsSI HOpMajbHOi padotel AMC B ciayyae
peaiusaluu yrpos.

HUcxonga w3 pe3yabTaToB aHaAuW3a CYLIECTBYIOLIMX TIOAXOIOB U
MPUBEAEHHBIX BBIBOJOB CUMTAEM HEOOXOAVMMBIM MPEAJIOXUTH OOLIYI0 CXEMY
MOCTPOeHUsI cucTeMbl O0e3onacHocTH MHPopmaumu AMC, koTtopas BKIIIOYaeT
ST MOCJEA0BaTEIbHBIX 3TAIOB (pHC.d):

- NOATOTOBUTEJIbHbIN;

- AQHAJIUTUYECKUM;
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- UCCJICAOBATEIbCKUIA;

- PEKOMEHIATEJIbHBIN;

- 9Tan BHEAPEHUSI.

Ha moarotoBUTEIbHOM 3Talie BHIOMPAIOTCS MU OOOCHOBBIBAIOTCS OOBEKT
(AUC B uenoMm, OTIOeNbHbIE KOMIOHEHTBI, MOACUCTEMBI), LIEAU U 3a4a4u,
o0111as1 KOHLIEMNIMSI CUCTeMbl O€30ITaCHOCTH.

OcHOBHOM  3ajgaveil aHAJIUTHUYECKOTO  9JTama  SBISIeTCS  cOop,
cucTemMarusauusi M obpaboTka MHEMOpMALMKU O MNOTCHUMAIBHBIX Yrpo3ax,
KaHajlax yTeuyku MHQPOpMalMK, a TaKXKe pa3padoTKa 3TAJIOHOB U KPUTEPHUEB
3(pPEKTUBHOCTU 3alllUTBl MWHQPOPMALMM, PACCMOTPEHUE XapaKTEPUCTUK
CYLIECTBYIOLLMX aMIlapaTHO-IPOTPAMMHBIX CPEJACTB 3allUThI.

Ha uccnemoBaTeIbCKOM 3Tare OnpeaessieTcsl NoJuTHKa 0e30MacHOCTH,
JOMyCTUMasl CTeNeHb pucKa, HaObop IMpoLeayp U METOAOB WCKIIIOYEHUS
HeCaHKLIMOHMPOBAHHOTIO JocTymna K pecypcam AUC.

ConepxxaHue peKOMEHIATEJIBHOIO JTalla 3aK/JIIYaeTcs B JabHEHIIEH
npopaboTKe BapUaHTOB pa3MEILEHUS BJIEMEHTOB CHUCTeMbl MH(MOpPMALIMOHHON’
6e3onacHoct AVC, BBIOOpP ONTUMAJIBHOIO IO KpUTEPUIO “3(PPEeKTUBHOCTb-
CTOMMOCTB JTOKYMEHTHPOBAHUE, odopmIeHUE OKOHYAaTEJIbHBIX
PEKOMEHIALIMI K BHEIPEHUIO.

Dran BHEOPEHHS BKJIOYAaeT paboThl MO OOY4YeHMIO IIepcOoHala,
JaJbHelIIee pa3BUTHE W TOOJIEPXKKY COCTaBHBIX 4YacTeid  CUCTEMBI
MH(OpPMALIMOHHOI 0€30ITaCHOCTU, a TakKXKe PeryJisipHoe TeCTUPOBaHUE.

PaccmoTpum nmoapoOHee coaepKaHue MPUBEICHHBIX 3TAIOB.



17

IlonroroButenbHbIi. Ha naHHOM sTane MpoOBOASAT CUCTEMHbIA aHAIU3

pecy
o0pa
coje

OITHN(

OATOTOBHUTEABHBIN 3Tall

I

Ananu3 uH(GOPMAIMOHHBIX, BEIYUCAUTEABHBIX, (PHHAHCOBEIX U ADYTHX
PecypcoB U OrpaHU4YeHUN

AHaAM3 apXUTEKTYDHI CYIIeCTBYIONeN UAK

npoektupyemoit AVIC
|

OnpepeneHue IieAel, 3apa4, (PYHKIUN cUCTeMbl HH(OPMAIMOHHON
6e30macHOCT! ¥ pa3paboTKa O0IIell KOHIIENIUY OCTPOSHHST CHCTEMBI
6e30macHOCT UHMOPMAIIN

U "
n
1ICTCA

MITNEC

ANTIYX®

DY MMITTIATIIIMATIYL YITOA YT IZAONAAAXNTIFITIVZAIIITIANAIIITIA T MAVIIIIIZAO®

TITNATNARL

HOC

KaTe

obec

AHaAn3 BO3MOKHBIX U oInpeAeAeHre IIOTeHIIMAABHBIX YTPO3

AHaAM3 BO3MOYKHBLIX U BHISIBACHUE TOTEHIUAABHBIX KAHAAOB YTEUKU I/IHCpOpMaHI/H/I n

OIlpeAeAeHue 3alluiaeMbx 006eKToB AVIC

|

AHaAUTHYECKHUH STall

Onpeperenne kputepues oneHku 3¢ dexrusHoctu CHb

AT KOHKpeTHOM AVIC, aHaAW3 U IPUHATHE CYIIECTBYIOINX METOANK HX OLIEHKH U /HAU pa3paboTKa

HOBBIX

I

Amnanu3 CyIecTBYIOIUX CTAHAAPTOB, UX IPHHATHE/A0PabOTKa U/UAK
paspaboTKa HOBBIX

1

AHanu3 XapaKTepHCTHK CYIIeCTBYIONUX alllapaTHO -IIPOrPaMMHLIX CPEACTB 3al[UTH HH(MOPMAIUU

MccaepoBaTeAbCKUHT
3Tan

AHaAM3 CTeneHu pucka

Pa3paboTka MOAUTHKY 6e301aCHOCTH

PazpaboTka IpolLeAyp U METOAOB OOHAPYKeHUs

HeCaHKIIMOHUPOBAHHOIO AOCTYIa, 06paboTka COOBITUH U (hopMUPOBaHUE IIAAHA

BOCCTAHOBAEHHUSI PeCypCcoB

PekoMeHAATEABHBIN 3TAll

Pasmemenue sremenToB CUB B y3rax AVIC

Anaau3 BapuaHTOB pa3MelleHus sneMeHToB CHbB o Kpureputo
3(pheKTUBHOCTh/ CTOUMOCTh

‘ TectupoBaHue

‘ Pacuet oxxupaemoro addekra

‘ AOKYMQHTI/IPOB&HI/IQ

OTan BHEApPEeHUS

‘ BHeApeHI/Ie U OIIBITHAS 3KCIIAyaTallusd

OOyueHne NlepCOHaAQ, AMHAMUYECKUHM aHaAU3 CTaTyca IIOAb30BaTeAel

HOpMaJ\bHdﬂ OKCIIAQYyTallUs

Peryasproe tectuposanue CUB u
BBISIBA€HHE HOBBIX YIPO3

Pasputne u noppepxka CUB npu MmopuduKauy UCIOAB3yEeMBIX
nH(GOPMAIMOHHBIX
Y KOMMYHUKAIMOHHBIX TeXHOAOTUH

Prc. 5. Obmiasg cxema nocTpoeHHUS CHCTeMbl HHPOPMAILIOHHOH 6€3011aCHOCTH
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Ha ocHOBaHMM NOpOBEAEHHOIO aHajauM3a pa3padaTbiBaeTCs OOILIas
koHuenuuss CHWDb, omnpenenstorca  uenud, (QOPMUPYIOTCS  OCHOBHBIE
TpeOOBaHUSI, YYUTHIBAIOIIME HE TOJbKO TEKyIIUEe IMOTPEOHOCTU, HO U
nepcnektuBy pasputusi AMC B 1enoM, a TakxKe TEXHOJIOTUIA 00pabOTKH,
XpaHEHUS U Mepeaadyn JaHHBIX.

AHaIUTAYECKWI 3Tan. BBISBISIOTCS BO3MOXHBIE YIPO3bl CUCTEME, C
BbIICJICHUEM MOTECHIIMAIbHBIX. Onpenensarorcs KaHaJIbl
HECAHKILIMOHUPOBAHHOIO JOCTyNa W YTeUYKM HHQAOPMALMKU, U BBIACISIOT
Kareropum oObEKTOB, Toajexaluux 3ammrte. Ilpu  3TOM  cledyer
paccMaTrpuBaTh HE TOJIBKO KaHaJibl yTeYKM WHGOpMaluu, OOYCIOBIEHHBIE
CBOMCTBAaMU TEXHUYECKUX CPEACTB M HECOBEPLICHCTBOM MPOrpPaMMHOIO
o0ecrieueHus, HO U BO3MOXKHOCTbIO OCYIIECTBJICHUSI HECAHKLIMOHUPOBAHHOTO
JOCTyIla W peaju3alydy MPOrpaMMHBIX 3J10ynoTpebjeHuid. Takoil moaxod K
BBISIBJICHUMIO MOTEHLMAJIbHBIX KAaHAJOB HECAHKIMOHMPOBAHHOIO JOCTyIa U
yT€UYKM HMHQPOPMALIMU  OMNPEAENIsIeTCS  HEOOXOAMMOCTbIO  KOMILJIEKCHOTO
peuieHUs1  OpoOJieMbl  3allMThl  MHOpPMalMM, BKJIO4Yass OopnOy ¢
MPOMBIIJIEHHBIM IIMUOHAXKEM.

IIpyu aHanu3e BO3MOXHBIX M TNOTEHIUAIbHBIX YIPO3 OCHOBHOE
BHMMaHWE JOJDKHO VYIENSITbCSI CTEIIEHUM IIOJIHOThI U JOCTOBEPHOCTU
nH(GOpMaLIMM, TOCTyNamplleid u3 BHeEUIHEel cpedabl (puc. 6). DTo CBsI3aHO C
HEOOXOIUMMOCTbIO pa3pabOTKM KOMILJIEKCA MNEPCIEKTUBHBIX MEPOIPUSITUI,
OCHOBHOI 1LIEJIbI0 KOTOPOIO SIBJISIETCSI YINIYOJI€HME TeMaTUKU MCCIIEIOBAHUMA,
pacripeicIeHUe PeCcypcoB, MOArOTOBKA METOAMYECKOro obOecneuyeHus u
KaJpOB, MOHUTOPUHT MPOrPaMMHO-TEXHUYECKUX CPEACTB U T.I.

IIpoBepka cTenmeHM JOCTOBEPHOCTM CBEIEHMII O HOBBLIX YIrpo3ax
BKJIIOYAeT OLIEHKY MCTOYHMKOB WH(MOpPMALlMM UM OLEHKY JOCTOBEPHOCTHU
(pakTorpacpuueckoit uH@opmanuu. OlLeHKAa MCTOYHMKOB MpeArogaraet
puKcaluio U aHaJaIu3 COOOIIEHU, HAllleAIIMX OTPaXXEHUE B:

° INEPUOOANYCCKUX UN3NTAHUAX (CHeHI/IEU'II/BI/IpOBaHHI)Ie ra3€Tbl H

XYpHaJIbI);
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) BbICKA3bIBAHUSIX JIUIEPOB HAyUHbIX HaAIpaBIeHUN (MaTepuasbl
Hay4YHBIX U MpaKTUYECKUX KOH(PEPEHUMMU, “KPYIJIbIX CTOJOB”, Mpe3eHTaAlui 1
ap.);

. MyOIUKALUSAX BEAYIIMX HAyYHBIX LIEHTPOB IO OCHOBHBIM
npobyjeMaM 1 NepcrieKTUBaM,;

o COOOILLIEHUSIX SNEKTPOHHON MOYTHI;

) HETPAaJULIMOHHBIX UCTOUHUKAX MH(POPMALIMU.

Bo BHUMMaHMe NMPUHUMAIOTCI TAKXKE COOOILIEHUS O KOHMIMUKTAX, cOOsIX
" 3aaepxKax, otTMedeHHbIX B AUC (BHYTpeHHSsISI CTaTUCTUKA).

B xonme aHanuza M cUHTE3a MOCTYNUBILIEH MHMOPMALIMKM ONpPEAEIsSIeTCS
€e JOCTOBEPHOCTh (HM3Kas WIM YIOBJIETBOPUTEIbHASI) C MCIIOJb30BaHUEM
IIMPOKOTO cHekTpa (QopMadbHbBIX M 3KCHEPTHBIX MeTomoB. IlociemHue
peaM3yl0oTCsl Ha OCHOBE pPa3HOOOpa3HOIo cocTaBa oIllepaluii 1o o0padoTke
nHOpMaLIMKU: KOHLIEHTpauusi, (QuibTpalus (BbLICJICHUE), KIacCU(pUKaLWS,
paHXXUpOBaHUE, CcUCTeMaTtu3aluss W 1Op. [Ilpy HaauMuuum JOCTOBEPHOM
nHpopMauuu (GopMUpPYyeTCss KOMILIEKC OLIEHOYHBIX IToKasaTelieil (Hampumep,
CTaTUCTUYECKME, TIPOTHO3HbIE W T.O.) W pa3pabaTbIBAeTCsI KOMILIEKC
MEPOIIPUITUIA.

B ciyyae OuEeHKM BO3MOXHOCTM TIepexoja BO3MOXHBIX YIrpo3 B
MOTEHLMAJIbHBIE MPEACTABIISIETCSI HEOOXOAUMBIM Pa3BUTb, IPEICTABICHHBIA B
[1] momxon aHanuW3a OLEHKU IIPUBJIECKATEJIbHOCTU peaIM3alMU KOHKPETHOM

yIpo3bl (MM KJlacca yrpo3) JJisl MOTEHIMAIbLHOIO HAPYILIUTEIS.
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TTpoIecc OleHKH AOCTOBEPHOCTH

Brixop

Bremnas cpepa

Creluarr3upOBaHHEIe
U3)AHNS, TyOAUKaLHH,
BEICKA3BLIBAHKS B II€YATH

Coobjenns 3AeKTPOHHOR
TOYTEI

Herpaaurionssie
UCTOYHUKH HH(OPMAIAN

BuyTpeHHS1 cpepa

KocBeHHE € MIPU3HAKH YTPO3

KoupAukTH, 6oy,
3aAePXKKH (BHYTPEHHSA
CTATUCTHKA HapYIIeHHH)

[IpsMBe IPU3HAKK yIPO3

‘ AHaAM3 ¥ CHHTE3 NOCTYTIUBIIEH MH(OPMALUH ‘

(DOPMBJ\I:HLIE METOABI

IKCTPANOASLIUS
y

VHTEPIIOAAUA

Y
MOP(OAOTHUECKHH

‘ aHA\M3 ‘

Y
CHTYAIVIOHHBIN aHAAU3
Y
MaTpPUYHEN aHaAM3

y

‘ CeTEeBOW aHaAM3 ‘

)’

OKCIIepTHBIE METOAL

HU3Kasg AOCTOBEPHOCTh
AOCTOBEPHOCTB

YAOBAETBOPUTEAb-HAS

DopMIpOBaHUE U pacyeT KOMIAEKCA OIEHOYHBIX
TIOKa3aTeAeit

‘ [TporHo3st ‘

]

‘ Texuuueckue ‘

]

‘ CraTucTiyeckue ‘

Y

‘ (DaxropHEIe ‘

]

‘ TexHOAOTHYECKHE ‘

Paspa0oTka KoMIAeKca MepOIpUATHI

‘ [TpaBoBbIe IPEAAOIKEHHS

v

‘ OpraHn3anuoHHbIe ‘

L]

‘ Texuuyeckue ‘

]

‘ OKOHOMUYECKHE ‘

Puc. 6.

DyHKIIMOHATbHASA cxeMa 010Ka “AHaIu3 BO3MOXHBIX U ITOTEHLHA/IbHBIX YIPO3~.
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HMcnonp3yem cienyroime 0003HAYCHUS:
Co - BBIMIPBIII HApYLIUTES OT peajn3alun yIpo3bl;

B - 3aTpaThbl HAPYIIUTEIIA OJIA ITIOATOTOBKU U pC€ain3allv YIPO3bI.

Puc. 7. KpuBble npUBIEKATEIbHOCTUA YIPO3.

CrnenoBaTeIbHO MOXHO yTBepXKAaTh, YTO 4YeM OOJblle 3HaYeHUE
otHowueHus1 C,/ B, >1 (puc. 7), TeM OoJibllle SKOHOMMYECKMX OCHOBAHMIA JJISI
peanusaiyy yrpo3bl.

(1-P"*G,

Torma, v="",4 - moOKaszaTeJb NPUBICKATCIBHOCTU YIPO3bI sl
0

HapyluTeasi, rae P"” -BepoSITHOCTb OOHapyKeHUsSI Yrpo3bl CHUCTEMOit
MHOOPMALIMOHHOM 0€30ITaCHOCTU U MPOTUBOCTOSIHUE.

Beipaxxenune (1— P") - omnpenensieT CpeaHIO MEPY yCIlexa pealn3alui
YIPO3Bbl.

IIpencraBieHHBIM  TOAXOHN  SIBJISIETCSI ~ MHOIOMTEPALIMOHHBIM U
OCYILLECTBIISIETCSI IS KaXXIOi yrpo3bl C pacCCMOTPEHMEM BCEX BO3MOXKHOCTEI
peaiu3aluuu yrpos.

B pamkax aHaJIMTUYECKOIrO 3Talla OINPEACsSIOTCS TakKxKe KpUTEepUu
appektuBHOCTH CHUDB, B MX 4YucCie BBIICASIOT:  LIEJEBbIC; TEXHUUYECKUE;
3(pPEKTUBHOCTU XKWU3HEHHOIO 1IMKJIA; BSKOHOMMYEcKHE; 3SPEPEKTUBHOCTU

yIpaBJIC€HHUA, COIMAIbHBIC.

Ha anamutuueckoM 3rare OIIPCACTIAIOTCA  TAKXKE - OOIIYCTUMBIC

OrpaHWYEHUSsI, HaKjJaJblBaeMble CUCTEMOI MH(POPMALIMOHHON 0e30IacHOCTH
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Ha KOMMBIOTEPHYIO CUCTEMY (HampuMep, YMEHbIICHHE IPOU3BOAUTEIbHOCTU
arrmapaTHOM u IpOorpaMMHOI COCTaBJISIOIINX, OTpaHUYCHUSI
aIMUHUCTPATMBHO-OPTraHM3allMOHHOIO TUIaHa U JIp.).

IIpu  pa3paboTke  3TaJIOHOB  MH(POPMALMOHHOM  OE30MaCHOCTHU
OIPEACSIIOTCSI OCHOBHBIE TPeOOBAHUSI C TOYKU 3PEHMS MPOU3BOIUTEIbHOCTH.
K HuM oTHOCAT TpeOOBaHMS TEXHUUYECKOTO, MPAaBOBOTO U 3KOHOMHUYECKOTO
Xapakrepa.

B xauectBe TeXHMYECKMX TpeOOBaHUI paccMaTpuBarOT 3(P@PEKTUBHOCTD
CHUCTEMBbI 3alUThI, BpEMSI pearupoBaHusl Ha HapylLIeHUe U T.1.

K mpaBoBbIM TpeOOBaHMSAM OTHOCST COOJIIOJCHME MPABOBBIX AKTOB M
3aKOHOB, OTHOCSIIMXCSI K O00JacTM 3allMThl MH@oOpMaluMu M 00paboOTKu
OaHHbIX. K 5KOHOMMYECKMM TpeOOBaHUSIM OTHOCST HMapaMeTpbl COOTHOILIEHMS
“CTOMMOCTb-TIPOM3BOAUTEILHOCTL , 3aTpaTbl HA CO3JaHMEe, IOAACPKKY MU
skcmiyatauuio CHUDb, HegonoaydeHHYO TIPpUOKLIb.

IIpu aHaJIn3e XapaKTepPUCTUK CYLLIECTBYIOLIMX anraparHo-
MPOTPAMMHBIX CPEACTB 3alUIMTHI OIPEACISIIOTCS T€, KOTOPbIE YIOBIECTBOPSIOT
TpeOOBaHUSIM pPa3pabOTAaHHOIO JTaJoHAa MH(MOPMALMOHHON 0€30MacHOCTH.
OnpenensdoTcss CUCTEMBI MMM POBAaHUS, MCIIOJb3yeMble MpU 00padoTKe,
npueMe-Iiepenadye M XxpaHeHU MHMOpMaliu B CUCTEME.

BaxxHO OTMETUTB, UYTO 4YeM OOJIbllIe OXBAaT pacCMaTpUBAEMbIX CUCTEM U
METOJIOB, TeM HajexHee OymeT (yHkuuoHuponaTb CUB. Ipyrum BaXHBIM
MOMEHTOM  SIBJSIETCSI ~ COBMECTMMOCTb  pacCMaTpMBAaeMbIX CPEACTB C
(byHKUIMOHUMpYIOLLIEH CUCTEeMOW (B T.4. almapaTHasi 4acTb, OIl€palMOHHAs
cucTeMa, MPUKJIAIHbIE TPOTrPaMMBbI).

HUccnenoBatenbckuii  stanm. Ilpu aHanm3e CTeneHM puUCKa U
OIpele/IeHU BEJIMYMH BO3MOXHBIX MOTEPb B  Cliydya€  HapylIeHUs
regoctHoctd CYb nmpoBoAUTCS aHAIM3 COCTOSSHUSI CUCTEMBI M OLIEHKA BUIOB
yIrpo3, ¢ y4eTOM MMEIOIIMXCS MEXaHM3MOB 3allUTHI.

PazpabaTbeiBaloTcsl crielMaibHbIE IIKAJIbl OLEHOK AOIYCTUMbBIX IOTEPH B
HaTypaJbHOM W JI€HEXHOM 3KBMBaJEHTaX. DTO OOYCJIOBJIEHO TEM, 4YTO B

kaxnaoit AUC, n B KaxIoM y3je, CYIIECTBYeT CBOSI I'paHUIlIA "MTOMyCTUMOCTH"
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MoTepb, OImpeaeaseMasl LIEHHOCTbIO MH@OpMAaLMM, MacluTabamMu pa3paboToOK,
OIODKETOM W MHOXECTBOM JPYTMX TMOJUTUYECKUX, OPTaHU3ALMOHHBIX,
DKOHOMMYECKMX M 3TUYECKUX (pakTopoB. B ciyyae, ecim moTtepu MeHbIlE,
yeM 3aTpartbl, TpeOyeMble Ha pa3paboTKy, BHEApPEHWE M OSKCILIyaTalluio
CpPeICTB 3allluThl, U €ClIU C TOuku 3peHUust uHTrepecoB AMC BO3MOXKHBIN
HECAHKIIMOHUPOBAHHBIN AOCTYN HE MPUBEAET K CYLIECTBEHHbIM M3MEHEHUSIM
B paboTe, TO TaKOW PUCK CUMTAETCS AOIMyCTMMbIM. OgHAKO, HEOOXOAUMO
YUUTBHIBaTh, YTO B OOJILIIMHCTBE CJy4yaeB MCKIIIOYAeTCs Adaxke He3HauMTeIbHast
yTeyka HHGOpMaLMU, KaK Hanpumep, Korga MAET pedyb O CoAepKaHUU
KOHUASHLMATBHOW WHGOPMALIMUA, CBSI3aHHOW C aHaJIM30M KOHBIOKTYPhI
PBIHKA, HOBBIX T€XHOJIOTUI WJIM OPUTMHAJbHBIX TEXHUUECKUX PEIICHUIA.

CunuTtaeM HEOOXOIMMBIM OTMETUTb, UYTO aHaJAW3 PUCKA U BO3MOXHBIX
MoTepb HamJIexalluM o0pa30oM OCHOBBIBAETCSI Ha CJIEAYIOIIMX OCHOBHBIX
dakTopax:

1. OnpeneneHue CTPYKTypbl OpPraHU3alMOHHBIX, TEXHUYECKUX,

IIporpaMMHBIX 1 S9KOHOMMNYCCKUX CPCIACTB HpOTHBOﬂGﬁCTBHH.

2. CoznaHue COOTBETCTBYIOLIMX PE3EpPBOB M pa3padOTKON Ij1aHa
BOCCTaHOBJICHMSI.
3. JlocTixeHre HeoOXOAMMOM KOMIIETEHTHOCTU MEPCOHAIA.

Kpome Toro, mpu cozmanuu CHDB craeayeT BbIIEHATh CAEAYIOLIME
yIpaBjsieMble BUIbI PUCKA:

1. @uHaHCOBHBIH. JlaHHBIN BUJ pUCKa SIBISIETCS OCHOBHBIM. CIUILIKOM
BbICOKWUII (DMHAHCOBBIA PUCK JAOMNYCTUM TOJBKO B Cjydae YHMKaJbHOCTHU
amuaemMoit mHpopmaumuu. CraeayeT OTMETUTh, 4yTo He 1 Bcex AMC
(maxke rocygapCTBEHHbBIX OpraHu3aluii U yupekAeHUI) MOTYT ObITh BbIIEIEHBI
JOCTAaTOYHO OOJIbIIME JEeHEXHbIe WU MaTepuajbHble CpPeICTBA Ha CO3JaHUE U
noaaepxky CHbB. CHuxeHue (UHAHCOBOIO pHUCKAa AOIYCKAeTCsS 3a CYeT
yIpaBjieHUsT JOpyTMMM BMAAMW pUCKA W CBEAEGHMUS UX 3HAUYEHUM K

MUHNMAJIBHO OOITYCTUMbIM.
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2. TexHmYeckH¥. DTOT BUI pUCKA TIPUCYTCTBYET IIOBCEMECTHO U
pacIIpoCTpaHsieTCsl Ha BeChb CIIEKTp almapaTHBIX M TIPOTPaAaMMHBIX CpPEICTB
3aLLUThI.

3. IlpoektHbBri. TexHuueckass CJIOXHOCTb TIipoekTtupyemoir CHUD
JOKHA  COOTBETCTBOBaTb  KBaIM(UKAUMKW M OIbITY IepcoHajla U
o0ecrneunBaTh 3aBEPIICHHOCTb U LIEJIOCTHOCTh CUCTEMBI.

4. DyaknmoHaapHEIH. [1pn 3aBepiienun npoektupoBanust CUb moxker
0KazaTbCsl, YTO (PYHKILIMOHAJbHOE HAIlOJIHEHME HE COOTBETCTBYET 3aJaHHbIM
TpeOboBaHUsSIM. B pe3yabraTe BO3HMKAET MNOTPEOHOCTh B JOMOJHUTEIbHBIX
HUCCJIENOBAaHUSIX UM pa3padoTKax TII0 YTOYHEHMIO M COBEpPIIEHCTOBAHUIO
(byHKILIMOHAJILHOTO HAIIOJHEHMUSI.

5. CucremHbp#. Eciin cucteMa CIpoeKTUPOBAHA TaKUM OOpa3oM, UTO
OHa OTBEYaeT OCHOBHBLIM TpeOOBaHUSIM OKpYXKalollieil cpeabl U oOecIieuruBaeT
COXpAaHHOCTh MH(pOPMALIMU U PECYpPCOB OT HECAHKIIMOHUPOBAHHOIO JOCTYIIA,
WCIIOJIb30BAaHUSI M PACIPOCTPAHEHUsS] M BCe IMpeaBapUTEIbHbIE IOMYILLIEHUS
OTHOCUTEJIbHO OCHOBHBIX (MyHKUMI BbeimoaHuMbI, TO CHMb cumuTaercs
3akoHUYeHHOI. CieyeT y4uThbIBaTh, UTO CHUCTEMa JOJKHA ObITh OTKPBITOH IO
OTHOLIIEHNWIO K HOBOBBEJICHMUSIM B 00JaCTM BBIYMUCIUTEIBHON TEXHUKU,
KOMMYHUKAIlUA W  MPOrpaMMHOIO OOEeCIleYeHHUs, a Takxke 3allUThbl
nHOpMaLIMK, OJHOBPEMEHHO C 3THUM, HEIOIYCTUMbl YacThle U paJuKaJIbHbIE
M3MEHEHUSI CUCTeMbl MH(MOPMALIMOHHOI 0€30IMacHOCTH.

Pesynbrarhl aHanM3a puUCKa CIOyXKAaT OCHOBOM M CIIOCOOCTBYIOT
BBINOJHEHMIO cieayommx padort nmo peanudaunu CUB[30]:

. VIAydlIeHHUe OCBEIOMJICHHOCTH  IIePCOHAJIA. OO6cyxneHue
BOIIPOCOB 3alIMTHl MOXKET IIOBBICUTb MHTEPEC COTPYAHMKOB K JaHHOM
npooysieMe M TPUBEAET K 00J€€ TOYHOMY BBINOJHEHUID MMM TPEOOBaHUM
MOJUTUKA O€30MaCHOCTH,;

. ornpenejeHue CHJIbHBIX M CJa0bIX CTOPOH CHCTeMbl KOHTPOJIA.
MHorue 3KOHOMMYECKME areHThl He MMEIOT IOJHOM MH(pOpMaLMU O CBOEH

BBIYUCJIMTEbHON 0ase M ee caadbIX CTOpPOHax. CucremMaTuyeckuii aHaius
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MO3BOJIUT C(POPMHUPOBATH BCECTOPOHHIOK MHGpOPMALIMID O COCTOSIHUM
BBIUMCJIUTEILHOM CUCTEMBI U CTEIIEHU PUCKa;

. IMOATOTOBaH M IIPUHATHE PELICHHUH MO0 BbIOOPY CPEACTB KOHTPOJIA.
CucremMa KOHTPOJS CHMWXaeT IPOU3BOAUTEbHOCTh CUCTEMBI U BHOCHUT
JOMOJHUTEIbHBIE OTpaHWYEHMsI B paboTy IoJib3oBaTesaeil. HekoTtopble BUAbI
KOHTPOJISI JOCTaTOYHO CJIOXHBI U MX MPUMEHEHUE HE MOXKET OBbITh OIpaBIaHO
TEeMM MOPEUMYIIECTBAMM, KOTOpPbliE OHM oOecrieunBaroT. C Npyroid CTOPOHHI,
CYLIECTBYIOT HACTOJIBKO CEpPbe3HbI€ BUIbl PUCKA, YTO TMOMCK M pa3paboTKa
HOBBIX, 0OoJiee 3(PPEeKTUBHBIX CPEACTB KOHTPOJS SBISIETCS HEOOXOAMMON
Mepoil. B moboM ciydyae BbIIBIIEHHAs CTEIEHb pUCKA OMNPEAEISeT YPOBEHbB
HEOOXOAMMBIX CPEJICTB KOHTPOJIS;

. ornpeleJieHHe 3aTpaT Ha OpraHHU3alHIo 3alluThel. Peanmuzanuys
MEXAaHM3MOB 3alllMThl TPeOYET NOCTATOUYHBIX PECYpPCOB U MX paboTa CKpbITa OT
MoJIb30BaTesIeil. AHAJIM3 PUCKa MOMOraeT OINpeae/iuTh IJIaBHbIE TPEOOBAHMS K
MexaHu3MaMm 3aiuTel. [Ipy 3TOM HEOOXOOMMO OTMETHUTH, YTO YEM MEHBIIE
3aTpaThl HA OPraHMU3alMIO 3alLUThI, TEM BBIILLIE PUCK MOTEPU MHPOPMALIUU.

OnHMM M3 OCHOBHBIX M Be€CbMa CJIOXHBIX BompocoB cozganHusi CUDb
SIBJISICTCSL pa3padoTKa M IPUHITHE MOJUTUKM Oe3omacHoCTU. Iloa moauTtukoi
0€30ITaCHOCTM  ITOHMMAIOT KOMILUIEKC 3aKOHOB, MpPaBWJI M IMPAKTAYECKUX
peKOMeHAalluMii, Ha OCHOBE KOTOPBIX CTPOMTCS yOpaBjleHUEe, 3alluTa |
pacnpeneneHue kputnyeckoir mHpopmauuu B AMC. OHa go/kHa OXBaThbIBAaTh
BCE€ OCOOEHHOCTH ITpolecca oopaboTKu MH(OpMaLM, ONPEeAesITh ITOBEACHUE
CUCTEMBI B PA3JIMYHBIX CUTYaLIUSIX.

IIpu pa3paboTke NOIUTUKM O€30MaCHOCTM B TEPBYID O4YEpelb
OMPEAESIETCS CIOCO0 YMpaBJIEHUS TOCTYIIOM, ITOPSIAOK HOCTYIIa CYOBbEKTOB
CUCTEMBI K OOBEKTaM.

BaxxHbIM MOMEHTOM SIBJISIETCSI pa3paboTKa MEXaHM3MOB OOHapyXeHUS
MOMNBITOK HECAHKIIMOHMPOBAHHOIO JOCTyNa K 3alllMIIAaeMbIM pecypcaMm,
KOTOpbIE MOIYT 0a3upoBaThCsd Ha OKCIEPTHBIX CUCTEMax M BKIIIOYATh
perucTpalmio, pacno3HaBaHUEe U 00pabOTKY COOBITHIA, CBSI3aHHBIX C JOCTYIIOM

K uHoOpMauMMU, a TakxKe IIPOBEPKY B pealbHOM MaciuTabe BpeMeHM
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COOTBETCTBMSl BCEX YCJIOBUM gocTyna, OpuUHITBIX B KoHuenuuu CHUB u
3alIMUTHI JaHHBIX.

IlocnenHuM 11aroMm, peaJM30BaHHOM Ha JAaHHOM DJTale SBISIETCS
pa3paboTka u/WIM ajanTauysi [Opoueayp M METOIOB  OOHapyXeHUs
HEeCaHKILIMOHUMPOBAHHOTIO JOCTyIa, oopadoTku codniTuii B AUC.

B pamkax paHHoro sTama paspabaTbiBaeTCsl IUIaH BOCCTAHOBJICHUS
HopMasibHOM paboTel AVC B ciiyyae peanuzalvyd yrpo3bl HAPYILIUTEIIEM.

PexoMeHnaTeabHbBIM 3Tan. BhINMOIHSIETCS KOMILIEKC pabOT, CBSI3aHHbBIM
¢ pasMemieHueM anaemeHToB CHUBb B  y3nax AMWMC 1no Kpurepuio
3 HEKTUBHOCTL/CTOMMOCTD. [IpoBOAUTCS aHAIM3 MOJIYYEHHBIX PE3YyIbTaTOB.

OcHOBHOE BHUMAaHME yaeIseTcs TECTUPOBAHUIO CHb c
HCIIOJIb30BAaHMEM KOMILIEKCAa MHOTO(MYHKIIMOHAABHBIX TECTOB ITOKPBITHUS,
o0ecrieunBamIlMX  IpeaoTBpalleHUE MIPOHUKHOBEHMUSI MIPOrpaMMHBIX
3710yNOTpeOJeHUIM, a TaKKe CHMXKEHUS MOTEHLMAJIbHOW OIACHOCTU IIOTEpU
pPECypCOB.

B pamkax pa6or mo TtectupoBaHuio CHUDB peanusyercss KOMILIEKC
CJIeIyIOLIMX OCHOBHBIX paboT (puc. 8):

- omnpeaeeHe KOMIIOHEHTOB U OOBEKTOB, MOIJIEXAIIUX TeCTUPOBAHUIO
Ha 3aJlaHHbIM TPeOOBaHUSIM 0€30MaCHOCTHU;

- OmpeAeieHWe BPEMEHHBIX, TPYAOBBIX M (PMHAHCOBBIX PECYPCOB U
OrpaHUYEHUI Ha MpOBEeACHHE PpadOT IO TECTUPOBAHUIO (MCXOAsI U3 PEeCypCoOB

1 orpaHnyeHui Bcero npoekrta CHUDB);
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- Ha OCHOBaHMM aHaju3a pecCypcoB U OTPaHMUYEHUI OIpeaesieTcs

(CIKCOK KOMIIOHEHTOB 1
OmnpepereHre KOMIIOHEHTOB 1 o0wekToB CUB,
—p 00BEKTOB TOAAEIKAIINX ) TIOAAEKAIITHX
TECTHPOBAHMIO TECTUPOBAHUIO
OmnpepereHre BDEMEHHEIX, Crncox OTPAHMIEHHH 1
TPYAOBBIX ¥ (DMHAHCOBBIX TpeOOBAHUH K pecypcam
PeCypCoB U OTpaHUYEHNUN \}\
[ IpearioAaraeMeIn
AHanu3 11eAeco00pa3HOCTH aq)qxl: Ao ohee
KT OT ITPOBEACHHUS
TPOBEACHNS TECTOB AAS > POBEA
KOHKDETHOTO 00BeKTa MpeaTiordraensie
| 3aTpaThl pecypco AUC
Ananus, popaboTka -
< CYLIECTBYIOUIX H/1H MeTOAMKY COCTaBAEHHS,

pa3paboTKa HOBBIX METOAVK U QHAAM3a U TIPOBEACHHUS
METPHK TeCTHPOBAHUS TECTOB

| \/\

Pa3paboTKa KOMIIAEKCA TeCTOB AN CucTeMa TecToB AAS
KOHKPETHOT0 00BEKTa KOHKPETHOro 00beKTa

\/_\

Pe3yAbTathl
TECTUPOBAHUS

\_/_\

OTuert 0 IIPOBEACHNH
’ TeCTUPOBAHUA
KOHKPETHOTO 00BeKTa

Peanm3anus mporeayp
TECTUPOBAHUS

AHanu3 pe3yAbTaToOB U
(DYHKIIMOHAABHOM TTOAHOTEL
IPOBEACHHBIX TECTOB

Puc. 8. CtpykTypa paboT 1Mo TECTUPOBAHUIO CUCTEMbl MHPOPMALIMOHHOMI

0€30ITaCHOCTH
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- TIPOBOAUTCS aHajlu3, AOpadOTKa CYILIECTBYIOLIMX M/WJIM pa3padoTKa
HOBBIX METOIUK U METPUK TECTUPOBAHUS I KOHKPETHBIX OOBEKTOB,
MNPUHKUMAs BO BHUMAaHUE COBOKYMHOCTb PECYPCOB M OrpaHUYCHUIA;

- paspabaThiBalOTCSl (PYHKLUMOHAJbHBIE TECThl IOKPBLITUS I BceX
OOBEKTOB;

- IPOBOAWUTCS  aHaJM3  JOCTUTHYTBIX  pPE3YyJIbTaTOB,  KOTOpPbIA
oopMiisieTcss B BuAE CHeLMaJbHOTO oTyeTa. B ciydae, eciu pe3yiabTaThl He
COOTBETCTBYIOT OXHUIAHUSIM, OIpeaeisieTcss KayeCTBO ITPOBEIEHHBIX TECTOB,
IOCJIE YEero MOIYT OBbITb peajlrd30BaHbl pPadOTHI IO J0pPAabOTKE METOMUK
TeCTUPOBAHUS U/WIN CAMUX TECTOB.

Ha ocHoBe oTyera 00 WCHOBITAHUSIX MPUHUMAETCS pelleHue 00
UcMob3oBaHUU 00beToB CUDB, uiu pelieHue o 1opaboTKe/3aMeHe.

CrenyolmnM 1aromM sIBJIsIeTCs pacyeT oxupaeMoro 3dd@ekra oT
ucnoab3oBaHus KoHkpeTHoii CHMb. Ho ocHoBe pacueToB IpUMHUMAETCS
pellieHrue 00 MCIOJb30BaHMM,/I0Pad0TKe KOHKpeTHOU KoHpurypauuu CUD.

IlocnenHuM 1IaroM B paMKax MCCIIeIOBaTEbCKOIO 3Tama SIBJISIeTCS
nokymeHtupoBanue CHDB, corosimmii B pa3paboTKe  KOMILIEKca
METOAUYECKMX U MHCTPYKTUBHBIX MaTepHajoB, OIMMCHIBAIOIIUX peaJu3aliiio
CHUD u copepxaluuii cienyromue pasaein [112]:

- IIOJIMTMKA - OIIMCAaHWE KOHEUHBIX LIeJeil 3alluThl M MOATOTOBKM
repcoHaja, a Takxke Mep, HallpaBJIeHHBIX Ha JOCTMXKEHHUE liejieil 3alluThl U
oOecrneynBamIIMX aJeKBaTHYIO 3alluTy (TpeOoBaHMS K 3allluTe U ee
CTOMMOCTb  JOJDKHBI ~ COOTBETCTBOBaTb  LIEHHOCTM  oOpabaThiBaeMOit
nH(opMaLun);

- TeKyllee COCTOsSIHHE - OIMCaHue cTaTyca OOBEeKTOB, CYObEKTOB U
MEXaHM3MOB 3allIUTHl B MOMEHT COCTaBJIEHUS IJIaHa;

- PEKOMEHJAlMH - ONWCaHWEe OCHOBHBIX 1LIAroB s JOCTUKEHMS Liesieit
3alllMThl, OOECMEUMBAIOIIMX [IOCTMKEHHUE liejdel MOJUTUKU O0e30ITacHOCTH,

CIIOCOOOB 1 MEXaHMU3MOB €€ pcajin3aii B KOHKpGTHOfI CUCTEMCE,
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- OTBETCTBEHHOCTb - CIIMCOK  JIUII, OTBETCTBEHHBIX  3a
(yHKUMOHUpPBAHME CPEACTB 3alllMThl, a TakXe YCTAaHOBJIEHUE 30H
OTBETCTBEHHOCTU;

- pacrnucaHue - OIMcaHue Topsianka paboTel MexaHusmoB CHD,
BKJIIOYasi Mepbl KOHTPOJIS;

- HepecMOTp - ONMWCAHWE IIOJIOXKEHUI IJIaHAa, KOTOPbIE IEPUOIUYECKU
MOJBEPralTCsd  MEPECMOTPY, a TaKxXe  coIepXaHWe  KOHKPETHBIX
OpPraHU3allMOHHO-TEXHUYECKUX MEPONPUSTUMA.

- IUVIAH BOCCTAHOBJIEHHS - OIIMCAaHUE KOMIUIEKCa JEMCTBUM II0
BOCCTaHOBJIEHUIO pecypcoB ANC.

Beon CHUDB B 3kcmuryatanuio. B pamkax 3ak/IIOUMTEIBHOIO 3Tama
peanmusyeTcsl BHeApeHUe U onblTHas skcryatauuss CUB.

Peanusyercs  koMmIuieKC paboT 1o  oOOy4yeHMIO IIepcoHala U
IWMHAMWYECKOMY aHaJM3y UX CTaTyca.

TectupoBanue CHUD O0KHO TIPOBOAMTCS PETYASIPHO HAa MNPOTSKEHUU
BCEro €€ XM3HEHHOTO LMKJA IS BBISIBJIEHUMS HOBBIX BUIOB yIpO3, KOTOPBIE
He ObUIM IpeaycMOTpeHbl Mpu pazpadotke CUDB.

Ha ocHoBe wuH(poOpMaluMM O HOBBIX YIrpo3ax WM KaHajdax yTeyKu
nHdpopMaluuy, MOoIUPUKALUMKA WHPOPMALMOHHBIX MW KOMMYHUKAIIMOHHBIX
TEXHOJIOTM JOJKHA MPOBOAUTHLCS CBOEBpEMEHHasi MOAU(UKALIUS U Pa3BUTHUE
OTIEJIbHBIX KOMNOHEeHTOB MJin Bceii CUDB.

PacmotpenHas cxema mnioctpoeHuss CHMDb, comepxaHue mNpUBEIEHHBIX
9TAIOB, MO HAIIEMYy MHEHMIO, MOXET SBUTBHCS JOCTATOYHOM OCHOBOW IS
pa3BepThIBAaHUS  pabOT MO  OpraHuM3alvyd  MOPOCKTUPOBAHUS  CUCTEM

0€30MaCHOCTA KOHKPETHBIX MH(MOPMALIMOHHBIX CUCTEM.
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