I'maBa II. Yrpo3sl 6€30I1aCHOCTH aBTOMAaTHU3NPOBaHHBIM
nHopMannoHHBIM cucteMaM (AUC)

2.1.Knaccudukanusa yrpos
Poip wuHGoOpManmy B KU3HM OOLIECTBA 4YEPE3BBIYAHO BBICOKA.

AneKkBaTHOE MOBEACHUE KaXJOro 4wieHa oOOIlIecTBa BO3MOXHO TOJbKO IIpuU
HaJIMYMU TIOJIHOM M JOCTOBEPHOI MH(OpPMALIMU O Cpelie ero ACATEIbHOCTU U
MpeIMeTe  ero  yCTpeMJIEeHWid, TNpud  OJHOBPEMEHHOM  OOecrneyeHUu
KOH(UACHLIMAILHOCTU WHGOPMALIMKU, HAXOASIIEKHCSI B €ro pacropsiKeHUM.
CoOOTBETCTBEHHO, W BBIMOJHEHWE BO3JIO0XEHHBIX HA AV C QyHKIMIT BO3MOXHO
Mpu COOJIIOACHUN MOAOOHBIX YCIOBUMA.

CoObITHE, KOTOPOE MOXET BBI3BaTh HapylleHue (PYHKIIMOHUPOBAHUS
ANC, BkiIwYasi HWCKaXEHUE, YHUUTOXEHUWE WIM HECAaHKLIMOHUPOBAHHOE
HCIIOJIb30BaHMEe OoOpabaTbhiBaeMoOii B Heil MH(OpMaLu, HA3bIBACTCSl YTPO3OH.
Bo3moxHocTte peanuzauuu yrpo3 B AMC 3aBucutr oT Haauuyusg B Hel
ys13BUMBIX MecT. CocTaB M crienuduKa ySI3BUMbBIX MECT OIpPEAesIeTCs] BUIOM
pelraeMbIX 3agad, xapakTepoM oOpabdaTbiBaeMO WMHMOpMaLMM, armapaTHO-
MPOrpaMMHBIMU OCOOEHHOCTSIMUA CUCTEMbI, HAJIUUMEM CPEACTB 3alIUThI U UX
XapaKTepUCTUKAMU.

COBOKYITHOCTb ~ yrpo3 0€30MacCHOCTM  pacCcMaTpuBajiach pPas3HbIMU
aBTOpaMu BO MHorux pao6ortax [35,36,54,30,152,58,100,16,122,73,30,186,146 u
ap.]. OcCHOBBIBasICb Ha HMeElOIIEMCcsl OImbiTe (yHKUMoHUpoBaHuss AUWC, a
TakKKe€ aHaJau3e pe3yJIbTaTOB HaydyHbIX ucciaegoBaHuid [38,73,117,2] wu
MpakTUIeCKNX paspadborok [186,130,6,32,128,26,95,103,8,67 u ap.], ciaemyer
BBIIEJIUTH IBa TUIIA YyTPO3:

- HelnpeJgHaMepeHHble HJIM CJIyYaiHble ACHCTBHS, BbIpaXalolluecsl B
HeaJeKBaTHOU IMOAACPKKE MEXaHU3MOB 3alllUThl U OLIMOKAMU B yIIPaBICHUU;

- I[IpegHaMepeHHbIE YIPO3bl - HECAHKLUMOHUPOBAHHOE IIOJYYEeHUE
nHOpMALIMM M HECAaHKIIMOHMPOBAHHAS MAaHMITYJISILUSI JaHHBIMU, pecypcaMu

n cCaMMMU CUCTEMAMMU.
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Puc.9. Kiraccugukanus yrpo3 HHoOpMalHOHHOM 6e3ornacHocT AUC




BoinmeneHue OBYyX TMIIOB YIpo3 SIBASIETCSI HEIOCTAaTOYHBIM U TpeOyeT
netamuzaunu. Knaccudukanus yrpo3 6e3omacHoct AVC nipuBegeHa Ha puc.
9 u BKIIIOUaEeT pa3dreHue C y4eTOM BHYTPEHHUMX U BHEIIHUX (haKTOPOB.

MHOXeCTBO HeIpeaHAMEPEHHBIX YIrpo3, CBSI3aHHBLIX C BHEIIHUMU (110
otHowmieHMtio K AMC) dakropamu, 0OYCIOBICHO BIMSIHUEM BO3ACUCTBUIA
HEMOoAJaloIIMXcsl mpeackazaHuio. K HMM OTHOCSAT yrposbl, CBSI3aHHBIE C
CTUXUITHBIMU OenCTBUSIMH, T€XHOT€HHBIMMU, MOJIMTUYECKHAMU,
SKOHOMMWYECKUMU, COLIMAIIbHBIMU (paKTOpamMu, pa3BUTHEM MHOOPMALIMOHHBIX
A KOMMYHUKAUIMOHHBIX TEXHOJIOTUI, IPYTUMU BHEILTHUMU BO3ACUCTBUSMM.

K BHYTpeHHUM HeIpegHaAaMEpPEeHHbIM OTHOCST YIpPO3bl, CBSI3aHHBIEC C
OTKa3aMM BBIYMCIUTEbHOH M KOMMYHMKALIMOHHON TEXHUKU, OLIMOKaAMU
MporpaMMHOro  obOecrneyeHusi,  IepcoHaja,  JAPYTMMM  BHYTPEHHUMM
HenpeaAHAMEPEHHbIMU BO3IECUCTBUSIMM, KOTOpPbIE MOIYT ObITb MCTOYHMKAMU
yrpo3 HopMajibHOI paboTel AUC.

ITpoGnembl obecrneuyeHus HaJeXXHOCTHU (pyHKILIMOHUPOBAHUSI
TEeXHUYECKUX CPEICTB U MPOTPAMMHOIO 00€CIeYeHUsI MMOCTOSIHHO HAXOAUJIUCh
B  LIEHTpe BHMMAaHHUSI  CHELUaJIMCcTOB. B 4YacTHOCTM,  BONPOCHI
OTKA30YCTOMYMBOCTH BBIYUCIUTEIbHON TEXHUKM JI€TaJlbHO PACCMOTPEHBLI B
paborax [150,42,96], rme wWcciaeoylOTCSI BUAbI OIIMOOK, IIPUYMHBI UX
BO3HUKHOBEHUS, CIIOCOOBI OOHAPYXXEHMS, a TaKXe BONPOCHI TECTUPOBAHUS U
T.0.

Bompochl  HameXXHOCTM M OTKA30yCTOMYMBOCTU  MPOrpaMMHOTO
obOecrieueHnsI, pacCMOTpeHHBbIe B pabotax [96,33], cBSI3aHBI C JIOTUYECKUMM
OlIMOKAMM B TIOCTAaHOBKE 3agay (HaImpuMEp, HECOBEPIIECHCTBO CaMOTO
MPOEKTA), a TAKXKE HENMPaBWJIbHOM KOIMPOBKOM, SKCIUTyaTallMed U JIPYruMU
(pakTopamu. Kak ormeueHo B [33], oOTaeabHyO Tpyrnmny (OPMUPYIOT
HEIpeIHAMEPEHHbIE OIIMOKM IIepCOHaJa IIpM SKCIUTyaTallud TEXHUYECKUX
CPeICTB UM IPOrpaMMHOIO OO€CIeYeHHUsI, YTO B CBOIO O4Yepeldb BIMSIET Ha
nHOpMaLIMOHHYI0 Oe3omacHoCTb. HemnpegHamepeHHble OLIMOKKM MepcoHasa
0O0YCJIOBJIEHBI CIAEAYIOIIUMU IrpynnaMu (GakTOpOB:

e HEIOCTAaTOYHOU MPOodeCCUOHATBHOM MTOATOTOBKOIMA;



e BProHOMMYECKMMM (paKTOpaMM;
e HENpaBWIbLHON MHTEepHpeTalueil JaHHbIX BBUAY HEMOHUMAHUS UX
crieuM(pUKU.

B pamkax MHOXecCTBa IIpeIHAMEPEHHBIX OIIMOOK MOXHO BbIICIUTH
yrpo3bl, Bo3HUKawliue 3a npegesamMmu AMC wu  yrpo3bl BHYTPEHHETO
xapakTtepa. CiaeayeT OTMETUTb, YTO JaHHOE JIeJICHUE SIBJISIETCS YCJIOBHBIM, T.K.
WCTOYHMK YTPO3 MOXET OBbITb Pa3HbIM.

K pacnpocTpaHEeHHBIM MpeaHaMEPEHHbIM MHOOPMALIMOHHBIM
HapylieHusIM oTHociT [89,58,30 u ap.]:

o HECAaHKIIMOHUPOBAHHBIN JOCTYN K MH(MOpPMALIMM, XpaHSIIEHCS B
MaMsITU KOMIIbIOTEpPA M CUCTEMbl C LEJbl0 HECAHKIIMOHUPOBAHHOTO
HCIIOJIb30BAHMS;

o pa3paboTKa CHeUMaJbHOIO IPOrpaMMHOI0O  oOecnedyeHus,
KCIIOJIb3YEMOIO IS OCYIIECTBJICHUS HECAHKLIIMOHUPOBAHHBIX JOCTyNa WU
JIPYTUX IE€VCTBUM;

o OTpULIAHWE AEUCTBUI, CBSI3aHHBIX C MAaHUIOYJIMPOBAHUEM
nHopMalMeit, U Ipyrue HeCaAaHKIIMOHUPOBAHHBIE NCHCTBUS;

o BBOJ, B IIpOrpaMMHbI€ TTPOAYKTHI M MPOEKTHI "JIOTMYeCKUX O00MO",
KOTOpbIE CpabaThiBalOT MPY BBIMOJHEHUM ONPEACACHHBIX YCJIOBUN WM IO
WCTEUCHUM OIIPEICHHOTO II€pUOJa BPEMEHM, 4YAaCTUYHO WIM IOJHOCTHIO
BBIBOJSIT U3 CTPOSI KOMITBIOTEPHYIO CUCTEMY;

o pa3paboTKa M pacIpoCTPpaHEHUE KOMMBIOTEPHBIX BUPYCOB;

o HEOPEXXHOCTh B pa3paboTKe, IMOMIEPXKKE M IKCIIyaTaluu
MPOrPaAMMHOIO  OOECIIEYCHHUSI, MPUBOASIIME K Kpaxy KOMIBIOTEPHOM
CHUCTEMBI;

) W3MEHEHUE  KOMIIBIOTEpHOU MHOpMaLMM U TOIJENIKa
BJIEKTPOHHBIX MOIIMKUCEN;

o XMIIEHWE UMHGPOpPMALMKA C TIOCAEAYIOIIEM  MAaCKUPOBKOM
(Hampumep, MCOOJb30BaHUWE  MACHTU(dUKATOpa, HE  MOpUHAMJIEXKAIIETo

MOJIb30BaTeN10, ISl MOJYy4YeHHUs JOCTyIa K pecypcaM CUCTEMBbI);



) MaHUMYJSIUUS AAaHHBIMU (Hampumep, HeCaHKIMOHMpPOBaHHasl
MoauduKaLus, TpUBOIIILIASI K HAPYLICHUIO LEIOCTHOCTUA JTaHHbIX);

o nepexsar (HampuMep, HapylleHWe KOH(MUIeHUMATbHOCTU
JaHHBIX U COOOILIEHUI);

o OTpULIAHUE NEWCTBUM WM YCIyrM (OTpULIAHME CYILLECTBOBAHMS
yTEePSTHHOM MH(MOPMaLNN);

o OTKa3 B MPEAOCTABJIICHUMM YCIAyTM (KOMIUIEKC HapYILICHUA,
BbI3BAHHBIX CHUCTEMHBIMU OILLIMOKAMM, HECOBMECTUMOCTbIO KOMIIOHEHT U
OLLIMOKAMM B YIIPaBJICHUMN).

HMHuTepecHbIM SBsIeTCI noaxod aBTopa [87], KOTOpbii pasnensieT
MpeaHaMEPEHHBIE YIPO3bl O€30ITACHOCTHU Ha:

. du3uyeckne, K KOTOPHIM OTHOCAT XWILEHUsI, pa30oiHbIe
HamnaJaeHusi, YHUYTOXEHUE COOCTBEHHOCTU, TEPPOPUCTUIYECKUE aAKLIMU, IPYrue
yepe3BblYaliHbIE O0CTOSITEIbCTBA;

. TEXHAYECKHUE, K KOTOPbIM OTHOCAT MepexBaT HHGOpPMALIUU,
paguopa3BedKy CBSI3M UM YIOpaBA€HUsI, MCKaxeHue  MH{OopMaluu,
YHUUTOXEHME MH(POpPMALMK, BBOJ JOXHOW WH(pOpMaLINK;

. WHTCJIJICKTYaJIbHBIE -  YKJIOHEHME OT  00s3aTeJIbCTB,
MOILICHUYECKHWE ONepalryd, areHTypHas pas3BeldKa, CKpPbITOe HaOII0IeHuE,
TICUXOJOTMYECKOE BO3AECUCTBUE.

Ilon  HecankumonupoBanHbiM  goctyriom (HCJ) kK  pecypcam
MH(POPMALIMOHHOM CHUCTeMbl TMOHUMAIOTCS AEUCTBUS IO MCIIOJb30BaHMIO,
W3MEHEHUIO W YHUUYTOXEHMIO HCHOJHSEMbIX MOAYJE€HA M MAaCCHUBOB ITAHHBIX
CUCTEMBI, MPOBOAMMBIC CYOBEKTOM, HE HMEIOILIMM IIpaBa Ha I0J00HbIE
nevictBus [154].

Hns nonydeHust goctyna K pecypcaM AMC 3710yMbIIIEHHUK OOBIYHO
npuoeraeT K CIEAYIOLIMM HENPAaBOMEPHBIM JICCTBUSIM:

o OTKJIIOYEHUE WIA BUIOU3ZMEHEHHE 3allMTHBIX MEXaHU3MOB;

o KCIIOJIb30BaHME HEIOpabOTOK CHUCTEMbl 3alllMThl IS BXOda B

CUCTEMY;



) BXOJ, B CHUCTEMY MOA MMEHEeM M C MOJHOMOUMSIMU pPeajibHOTO
MOJIb30BaTEISI.

B nepBom ciayyae 370YMBIIUJIEHHUK BUIOU3MEHSIEUT 3allUMTHBIE
MEXaHU3Mbl  (HalpuMmep, OTKJIIOYAET IporpaMMmy  3arpoca  IapoJiei
MOJIb30BaTeIeil), BO BTOPOM - M3y4aeT CUCTeMY O€30ITaCHOCTU WH(OpMaLUu
Ha MOpeaMeT Haluuus  HEJOKYMEHTHPOBAHHBLIX  BO3MOXHOCTEW WU
HeJOopaOOTaHHBIX MEXaHM3MOB 3alllUThl M, B TPEThEM - BBISICHSIET WINU C
MOMOIIbIO OIPENEJICHHBIX IeACTBUI MOAAEIbIBAET UACHTU(MUKATOP PeaibHOTO
MoJIb30BaTesIsl (HarpuMep, MOACMOTPEThb Mapojib, BBOAMMBIN C KJIaBUATYPHI).

IIpy aHanM3e MCTOYHMKOB Yrpo3 BaXHO MMETh B BHUAY U pPa3IUYHbIC
Pa3HOBUIHOCTU HapyLIUTENIEH, KOTOPbIE MOIYT ObITh CUCTEMATHU3UPOBAHLI B
cleayolIme rpynsl [62]:

- mepBas rpynma - TaKk Ha3bIBAEMbIE€ XaKKEPHI;

- BTOpasl TpyIIa - IPECTyIIHUKHU, Ipeceayioliue liead oOoraiieHus
MMyTeM HEeMOCPEACTBEHHOIO BHEApeHUS B (PUHAHCOBBIE CUCTEMBl WIU
MOJyYEHUs] KOMMEPYECKOW U Jpyro wuHGOpMaUMU IS OpraHu3aluu
JIEMCTBUM YTOJIOBHOI'O Xapakrepa,

- TPETbsl TPYIIIA - TEPPOPUCTBI U NPYIrM€ SKCTPEMUCTCKUE TPYIIIIHI,
HCIIOJB3YIOllMe BHEApeHUE B MHMOPMALIMOHHBIE CUCTEMBI IJISI COBEPLICHUS
ycTpallalolnxX AelcTBuid, maHtaxa. CiemyeT o0co00 OTMETUTb, YTO C
pazButueM KommnbioTepHbIX ceTeii INTERNET co3gaercst momnomHuUTEIbHOE
KMOEpHpPOCTPAHCTBO, B  KOTOPOM  MOTYT  MPOU3BOAUTCS  pa3IMUHbIC
HECAHKLIMOHUPOBAaHHbBIE AEUCTBUSI, U MOTYT OCTABaThCsl HEPACKPBHITHIMMU;

- yeTBepTasl TIpylna - pa3jiIM4YHble KOMMeEpUYeCKue OpraHu3aluuud u
CTPYKTYPhI, CTpPEMSILMECS BECTUM MPOMBILIJICHHbINA IIIMOHAX W OOphHOYy C
KOHKYpPEHTaMM IIyTeM JO00bIYMM WIA MCKaXEHMs KOHQUIACHLMAIbLHOM
(MHAHCOBOM, TEXHOJOTMYECKON, TIPOEKTHOM, peKJIaMHOU U  Apyroiu
WH(OpMaLIUH.

BaxHo yuywuThIBaTh Takke M TOT (paKT, 4YTO CHeLU@PUKA PHIHOYHBIX
OTHOLLIEHUI CHOCOOCTBYET MCIIOJIb30BaHUE 0o0Jiee M30LIPEHHBIX METOAO0B

CKPBITOTO MPOHUKHOBEHUS B (DAiIbl JAHHBIX KOHKYPUPYIOLIUX (PUPM.



Bo Bcex cayuasix HCJI MoxeT ObITh IpeAcTaBiIeH KakK “CcBOe0OpasHyio”
MOJeJIb  ONnocpeaoBaHHOro gaocrymna. IIpy 3TOM NPOHUKHOBEHME B CUCTEMY
OCYIIECTBJISETCSI Ha OCHOBE HEKOTOPOro JEUCTBUS, pealrM30BaHHOIO
MoJIb30BaTeieM WM MOpeABapUTEIbHO BHEAPEHHOU B CUCTEMY HporpaMMoii
JIMOO HECKOJIBKMMHU MpOrpaMMaMMu.

ITo Mepe  pa3BuTUsI  KOMIUIEKCA  OPOrpaMMHO-TEXHUYECKOTO,
TEXHOJOTMYECKOr0,  OpPraHM3allMOHHOTO M  MPaBOBOIO  OOECIIEUYECHUS
COBEpIUEHCTBOBAJIACh W  KOHLEMUMS WH(MOPMALMOHHOK 0€30MacHOCTH.
OnHoBpeMEeHHO pa3BUBaJIMCh M cpeacTBa mias peanuszauuu HCI u apyrux
HEXXEJIaTeAbHbIX JICHUCTBUIA.

PaccmatpuBasi KOMIUIEKC NPOrpaMMHBIX 3/10YyHOTpPeOJIeHU, KOTOphIe
MOJYYWIM PpaclpoCTpaHEHWE Ha CerogHSIIHUI JeHb M MCCIAEAOBaHbLI B
Pa3IMYHBIX ITyOJIMKALMSIX, HEOOXOAUMO OTMETWUTb, YTO B OTEYECTBEHHOU U
3apyOeXXHOW JIMTepaType, MNOCBsIIeHHON mnpobiaeme Oe3omacHoctu AMC,
MpeaHaAMEPEHHBIE BO3AECUCTBUSI PACCMATPUBAIOTCS C PA3JIMYHbBIX TOYEK 3PEHUS
1 UCTOJIB3YIOTCS Pa3IUYHbIE KAaTETOPHUM.

C.MadTtuk npu paccCMOTPEHMUM MEXaHMU3MOB 3alllUThl B ceTsix DBM
BBIICJISIET TOJIbKO IporpaMMbl TuUHa “TposHcKuAi KoOHb~ [100]. B cBotwo
ouepenb, C.HeakoB, ucmoiab3yeT TEepMUH “HOporpaMMbl HNPOHUKHOBEHUS B
BBIYUCIIUTENbHBIE cucTeMbl” [107].

C nosiBI€eHMEM KOMIIBIOTEpPHBIX BMPYCOB MOJYy4YWJIa PaclpOCTpPaHEHUE
HOBasl KJiaccuduKauus KOMIbIOTEpHLIX 37oynorpedneHuii. H.H. be3pykoB B
[16, 18 u ap.] paccMaTpuBaeT TpeaIIeCTBEHHMKOB KOMITBIOTEPHBIX BUPYCOB -
MporpaMMbl BaHAAdbl W TPOSIHCKWE KOHU, C BBIICJICHUEM B COCTaBe
nocjenHux Jiormdyeckux MuH (logic bomb), MMH C 4YacOBbIM MEXaHU3MOM
(time bomb) 1 nmporpaMMHBIX JIIOKOB (trap doors).

B C.II1.PactopryeB, UCIOJb3yeT TEPMUH ~CPEACTBA  CKPBITOTO
nHpopMalmonHoro BozaeictBuss (CCHMB)”, moHumasi mog HUMU BUPYCHI U
nporpamMmmHubie 3akiaanku [122]. B [73] npemjioxeH TepMMH “pa3pyluaroliue
nporpammusbie cpeactBa” (PIIC), moag KOTOphIMM MOHMMAKOTCSI MPOrpaMMHO-

peajiu3yeMble CpeIcTBa HapylleHUs LEJOCTHOCTM OOpabOTKM U XpaHEHUS



nHoOpMallMM B KOMIIBIOTEPHBIX cucTteMax. [Ipym 5TOM BBIAEISIOTCS TpU
KJ1acca: KOMITbIOTEPHBIE BUPYChI; CPEICTBA HECAHKIIMOHWUPOBAHHOTO AOCTYIIA;
MPOrPAMMHBIE 3aKJIAIKMU.

ABTODHI [6], onuchiBast KoMIieke 3aiuThl 111 AVC ¢ Mcronab3oBaHuEM
0a3 JaHHBIX, B KAYECTBE CPEICTB HECAHKLIMOHUPOBAHHOTO JOCTYIIA BBIACSIOT
cnenuaabHO pa3paboTaHHOE MOpOorpaMMHOE OOecIieueHUe - MpOrpaMMBbl -
IIITHOHEI.

Takum o00pa3oM, B JMUTepaType YAEASETCS BHUMAHHUE TOJbKO Y3KOMY
KpPyTy MpPOrpaMMHBIX 3J10yIOTPeOJIEHMI, OCTaBJISIS 3a paMKaMU MCCJIeIOBAHUIA
JIPYyTUE BUABI 3JIO0YIIOTPEOJCHUI, KOTOPbIE HEMOCPEACTBEHHO CBsi3aHbl ¢ AUC
KOMMEPYECKOr0 Ha3HAYCHMUS.

ABTOpaMK HaHHOW pabOThl pacCMaTPUBAECTCS TEPMMH “HPOrpaMMHBIC
3J10yIIOTpeOJIeHUs1”, KOTOPBIM HauOoJiee TIOJHO C COAEpXKaTeJIbHOM WU
(byHKUIMOHAJILHOM TOYKM 3paHUs OTpaxkaeT MpUPOAy MOAOOHOTO BUIA YIpo3
[186].

MHTepecHbIM SBIISIETCS MOAXOMA K KiaacCU(pUKaUU yrpo3 0€30IacHOCTU
AWC, npeacraBieHHbId B [14] ¥ mpeaycMaTpuBalOIlIUii MX CUCTEMaTU3ALUIO
MO CJEAYIOIIMM OCHOBHBIM IPU3HAKaM Ha CIAEAYIOIINE WX Pa3HOBUIHOCTH:

a) Mo MNPU3HAKY OO0JAaCTU MOpaXe€HWs: yrpo3bl IS MH(MOPMaLMOHHOMN
cpelbl, €€ MOACUCTEM M BJIEMEHTOB; Yrpo3bl UId MPEAMETHBIX O0JacTei
MHMOPMALIMOHHOTO OO0ECIIEYeHUsI - CYOBbEKTOB U OOBEKTOB IMOJb30BAHMUSI;
yIpo3bl JISI BCEM COLMAIBLHOM CHUCTEMbI, MCXOASIIME OT MH(MOpPMaLXMOHHONI
Cpelibl;

0) Mo MpU3HAKY MX CBSA3M C MH(MOPMALMOHHON Cpedaoi OIpeneeHHOM
COLIMAJIBHOM CHUCTEMBI: BHEIIHWE, BHYTPEHHME, WAYILIME OT COLMAIbHOM
CUCTEMbl U €€ D3JEMEHTOB, BHYTPUCUCTEMHBIE - MCXOASIIME OT CaMOM
MH(MOPMALIMOHHOI Cpebl;

B) MO CWJIe BO3ICUCTBUS Ha 00JaCThb MNOPaXE€HUS BBIICISIOTCS:

pa3pylIuTeSIbHbIC; NeCTaOWIM3UPYIOLIMe; Mapau3ylolInue U CTUMYJIUPYIOLINE

YTPO3HI;



I') MO OpPraHM3alMOHHOI (opMe BbIPAXKEHUS M CTENEeHU COLIMAILHOM
OIMACHOCTHU: KOJUIM3UM, KOHMJUKTBI, MPOCTYIIKW, TMPECTYIUIEHUSI, aBapuu U
KaTacTpo@hl.

PaccMoTpeHHasa cucreMa Kiaaccu@uUKalUy yrpo3 pealn30oBaHa C TOYKU
3peHUs1 MH(OpPMALMOHHON 06€30IacHOCTH o01IecTBa M MHMOOPMALIMOHHBIX
MPOLIECCOB, Mpoucxoasiux B HeM. CieayeT OTMETUTh €€ (DYHKLMOHAIbHYIO
HAMOJHEHHOCTb U €MKOCTb.

Haubonee monHag knaccuukamuss yrpo3 06e3omacHoctn AMC
npeacrasieHa B [30]. ABTopbl MoOHOrpadum MpemjiaraloT BblAEJCHUE
Pa3HOBUJIHOCTEN MO CJIECAYIOIIMM TIpU3HAKaAM:

- MO0 Ledd pealu3aluy yIrpo3bl: HapylleHUe KOH(MUIAECHIUATbHOCTH,
HapylIeHUe LEJOCTHOCTU, HApYLIEHUE NOCTYIHOCTHU;

- IO TIpUHLMIIY BO3AEHCTBUS. C MCHOJb30BAaHWEM OOCTyIIA, C
HCIOJIb30BaHME CKPBIThIX KAHAJIOB;

- MO XapaKTepy BO3IECUTCBUS: aKTUBHBIE, ITACCUBHBIE;

- 10 TMpPUYMHE TIOSBJIECHUS  MCHOJb3YEMOM  OIIMOKM  3allMTHI:
HEaJeKBaTHOCTb MOJUTUKM O€30MacHOCTU, OLIMOKM YyHIpaBiIEeHUSI CUCTEMON
3alllMThl, OIIMOKM  MPOEKTUPOBAHUS  CUCTEMbl  3alllMTBI,  OIIMOKU
KOJIMPOBAHMUS;

- IO CIoco0y BO3ACUCTBUS Ha OOBEKT aTaKW. HEIMNOCPEICTBEHHOE
BO3JEUCTBME Ha OOBEKT aTaku, BO3IECHCTBME Ha CHUCTEMY pa3pelleHUN,
OIOCPeOBaHHOE BO3/EICTBUE;

- MO Cnoco0y BO3AECUCTBUS: B MHTEPAKTMBHOM M MMAKETHOM pEXMMAX;

- no oowbekty araku: Ha AMC B uenom, Ha o0bekThl AMC, Ha
cyobekThl AUMC, Ha KaHaibl Nepejauyu JaHHBIX;

- TI0 MCIIOJIb3YEMBIM CpPEACTBAM aTaKu: C MCHOJb30BAaHUEM ILTATHOTO
MNPOrpaMMHOr0  OOeCIleueHUs, C  MCIOJb30BaHMEM  pa3paboOTaHHOIO
MIpOrpaMMHOIr0 00ecrnedYeHus;

- IO COCTOSIHMIO OOBEKTA aTaKu: MPU XpaHEHUM OOBbEKTa, IIpU Iepesaye

00beKTa, IMpU 00pabOTKE OOBEKTA.
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TakuMm 00pa3oM, B HACTOSILEE BPEMsI OTCYTCTBYET €AWHBINA ITOAXOHd K
KJIaccu(pukauum TporpaMMHbIX 3ioynoTrpedaeHuii (I13), mockonabkKy OHM
JIMILIb HEJABHO CTajll OOBEKTOM IPUCTAIbHOIO BHUMAaHUSI M MCCIEIOBaHMUS.
Kpome Toro, mHorooopasue ¢hopM MNpPOSIBJICHUM, pa3iuyusl BO BHYTpEeHHel
OpraHu3alluy, XXU3HEHHBI LIMKJI U cpela OOUTaHUSI - BCE ITO CYILIECTBEHHO
YCJIOXHSIET CO3JaHWe eauMHOro kiaccudukaropa. B cpeme mnoab3oBateleit
nepcoHaibHbIx  OBM  moayymna  pacnpocTpaHeHue — HedopMaabHas
KJaccu@uKalus, B COOTBETCTBUM C KOTOpoil 0oJbIIMHCTBO I13 ompenensieTcs
KaK KOMIIbIOTEpHbIE BUpPYCBI M MM IIpUCBAMBAlOT HaMMEHOBaHUE
MNpEeArnoJaracMoro Mecra pa3paboTKM WM OOHapyXeHMs, JUOO YHCIO,
XapaKTepU3yIlllee IIMHY BUPYCHOTO MexaHu3ma [17].

B kommnbloTepHOIi cpeAe TMOSIBIGHUME BUPYCOB  CBSI3BIBAETCS C
B3aMMOJEMCTBUEM TpEX HaAMpaBICHUI COBEpPIUIEHCTBOBAHUS 37eMeHTOB WMT
[16]:

- pa3paboTKa CaMOBOCHPOU3BOASILINXCS MPOTrPaMM;

- CO3IaHue IIPOTrpaMM [Jis MOBPEXACHUS WM YHUYTOXEHWS APYTUX
MporpamMm;

- OCBOEHHME MAaCCOBOTO MPOU3BOACTBA MEPCOHAIBHBIX KOMIIbIOTEPOB.

Ham npencraBisieTcsi HEOOXOOMMBIM — JOMNOJIHUTL PACCMOTPEHHBIE
noaxoabl K Kiaaccudukamum yrpo3 Oe3zonacHocT AWMC KOHLEHTPUpPYS
BHMMaHWE Ha IMPEeJHAMEPEHHBIX Yrpo3axX - MPOrpaMMHbLIX 3JI0YOTPEOJICHUSIX.
CunTtaeM BO3MOXHBIM IIPEMIJIOXKUTh HOBYIO KIaCCU(PUKALUIO, TPUBEACHHYIO
Ha puc 10 1 npu3BaHHYIO OOMNOJHUTH U PACIIMPUTH TpemioxkeHHbie B [30,14]

KJIacCU(PUKALIMH.
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3A0yIOTpeOACHUST

Puc.

[o cocTaBy 1 MOCAEACTBUAAM

t I

£ I

[To xapakTepy BO3HUKHOBEHUS

IIPECTYTIACHUS MOIIEHUYECTBO XYAUT@HCTBO
ITo Tumy
IPOTPAMMHEIE HeIporpaMMHEIe
[To meAsm
TaKTHIECKHe CTpaTernyeckue

i I

IIpeAHaMEpEHHEIE

HeIlpeAHaMepEeHHEIe

I/IH(I)OpMaLU/IOHHBIe 1 KOMMYHUKAIIMOHHBE TEXHOAOI'MU B KAUeCTBe

? I

£ I

CpeACTBa
00BEKT CpeACTBa CpeAa COBEpINeHus
IIPECTYIACHHS IPECTYIACHHS TOArOTORKH IIPECTYIACHUS
p p IPEeCTYIACHUS p
[To MecTy BO3HUKHOBEHUS
Bosuukatomue B Bosuukatomue Bo
npeperax AUC BHeIIHe! cpepe
[To 00BEKTY BO3AEHCTBHUS
Ha oTaeabHEIE
Ha AUC Brieaom
H snemenTsl AVIC
[lo mprurHe BO3HUKHOBEHUS
HemnpasuasHoe
Cbon HexoppekTHas Hecankimonu- P
. XpaHeHVe apXUBHBIX
000pyAOBaHUS pabora 1O POBAHHBIN AOCTYII AQHHEIX

10 Knaccudukauus ypo3 nHdpopmaunoHHoit 6e3omacHoct AUC.
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Kaxk BuaHo u3 puc. 10, mo cocraBy u nociaeactsusM 113 nmpeacraBisitorcs
B BUIE IIPECTYIUIEHHUH, MOIICHHYECTB M XYJUTaHCTB. B TiocienHee Bpewms
IIMPOKOE PACIpPOCTPAaHEHME MOJY4YMIa TaKKe Pa3HOBUAHOCTb KOMIIBIOTEPHBIX
MPECTYIIEHMI KaK KOMITbIOTEPHOE MOILIEHHUYECTBO U XYJUTAHCTBO.

KomneoTepHoe  MOIIEHHMYECTBO  OTJIMYAETCS OT APYTMX  BUOOB
KOMITBIOTEPHBIX HApyLICHUI TeM, UTO YTO €r0 LIEJbI0 SIBISETCS HEe3aKOHHOE
oOorauleHue HapyLIUTEs.

KommnbroTepHOe XyJIMraHCTBO, Ha MEPBBIA B3I, SIBASETCS O0€300UIHOMN
JEeMOHCTpALMEeld  MHTEUIEKTYaJIbHBIX  CIIOCOOHOCTEH, HO  IIOCJEICTBUS
MOJOOHBIX JACHCTBUIA MOTYT OBITb BECbMa CEpPbE3HBIMM, MOCKOJbKY OHU
MPUBOJSIT K ITOTEpPE JOBEpPHUSs I10Jb30BATEIC K BBIUMCIWUTEIBLHON CUCTEME, a
TakXke K Kpaxe MAaHHBIX, XapaKTEepMU3YIOLIUX JUYHYIO WA KOMMEPUYECKYIO
MH(OpMALIHIO.

[Ton xommbloTepHbIM NpectyiuieHueM (KII) ciemyer moHuMarThb
KOMIUIEKC TTPOTUBOIIPABHBIX I€MCTBUIA, HANIPABJICHHBIX Ha
HECAHKLIMOHUPOBAHHBIN JOCTYII, MOJYYEHUE U PACOPOCTPAHECHUE
MH(GOPMALIMM, OCYLIECTBISIEMbIX C MCIOJb30BaHUEM CPE/ICTB
BBIYMCJIUTEIBHON TeXHUKU, KoMMyHuKauuii u I10.

I'pynna skcneptroB n3 OpraHu3allii 3KOHOMHUYECKOIO COTPYIHUYECKTBA
U pa3Butuss B 1983 1. ompeaenuna, 4yTo MOJ TEPMUHOM ~KOMIIbIOTEpHAast
MPECTYITHOCTh” (MM  “CBsI3aHHAsE C  KOMIIbIOTEpAaMM  MPECTYIMHOCTD )
TPAKTYIOTCS J100ObIe HE3aKOHHBIE, HEATUUHbIE WJIM HEpaBOMEPHBIE NEeHCTBUSI,
CBSI3aHHBIE C aBTOMATMYECKON 00pabOTKOI JaHHBIX U/WIM UX Tepenaudeit [57].
B Toif xe paboTe omnpeneacHbl OCHOBHbIE BHUIbl KOMIIBIOTEPHON
MPECTYMHOCTHU:

1) cBsA3aHHBIE C KOMIOBIOTEpAMM SKOHOMMWUYECKME TPECTYIUICHUS, CPEeIun
KOTOPbIX MOXHO pa3jinyaTh LIECTh OCHOBHBIX BUIOB:

- MaxMHallMM MyTeM KOMIbIOTepHOro MaHumnyaupoBaHuss AUC B uensix
MoJydyeHUs: (PUHAHCOBOW BBITOABI;

- KOMIOBIOTEPHBIN IIITMOHAX U Kpaxka MPOrpaMMHOr0 00eCIieueHusl;

- KOMITBIOTEPHLIE OTUBECPCUN,
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- Kpaxa ycayr (BpeMeHM), HellpaBoMepHoe ucnoiab3oBaHue ANUC;

- HenpaBoMepHbI goctynn K AVC u ux “B3nambiBaHuE”;

- TpagulLMOHHbIE TMPECTyIUIEHUsI B cdepe OuzHeca (I2KOHOMUKMU),
coBepiuaeMbie ¢ nomoubio ANC.

2) HapylleHue JUYHBLIX IIpaB. K Takoro Buaa HapylUeHMUS MOXHO
OTHECTU CJeAYIOoLlIe IeCTBUS:

- COCTaBJICHUE U HCIIOJIb30BAHMUE HEKOPPEKTHBIX JaHHBIX;

- HE3aKOHHOE pPacKpbITUE [JAaHHBIX WJIM HMX MCHOJIb30BAaHHWE HE II0
Ha3HayeHMI0 (JaHHOe MOEMCTBME YAaCTUYHO BXOAUT B cdepy TpaauLIMOHHBIX
MPECTYIJIEHUI, CBSI3aHHBIX C MPOM3BOACTBEHHBIMU CEKpEeTaMU);

- HE3aKOHHLII COOp M XpaHEHUE JAHHBIX;

- HapylueHue (popMaJbHBIX O0SI3aHHOCTEM M MH(POPMALIMOHHOIO IIpaBa
B COOTBETCTBMHU C 3aKOHAMU O YACTHOM TaifHE.

3) KOMIIBIOTEpHbIE  MOPECTYIUIEHWSI  MOPOTUB  “UHIAWBUAYAJIbHBIX
WHTEPECOB, TAKUX, KaK MPECTYIUICHUSI MPOTHUB HALIMOHAJILHOM 0€30MacCHOCTH,
TPAHCTPAaHUYHOTO MOTOKA [AaHHBIX, HEMPUKOCHOBEHHOCTU KOMITBIOTEPHBIX
MpOoLEeIyp U CeTel repegauyu JaHHbIX U JpyTUe;

CnenyeT OTMETUTb, UYTO TIpeACTaBlI€HHAs KiaccUUKaLus SIBISIETCS
YCIOBHOI W JajbHelllee yTOYHEHUE [OJDKHO IIPOBOAUTLCS B paMKax
CYLLIECTBYIOLLMX TIPAaBOBbIX aKTOB.

Ilo Ttuny peaiuzaguu  MOXHO  pa3iuyaTbh  [IPOIPAMMHBIE W
HenporpaMMHbIe 3J10yIOTpeOJIeHUSI. K MPOrpaMMHBIM OTHOCST
3J10ynoOTpeOJeHUsI, KOTOPbIE PEAIM30BaHbl B BUJIE€ OTAEJIHLHOIO MPOrpaMMHOTO
MOOyJAsd WIA MOOydsd B COCTaBe MporpaMMHoro obecneueHus. K
HEMPOrpaMMHBIM OTHOCSIT 3JIOYIIOTPEOJEHUSI, B OCHOBE KOTOPBIX JICXKUT
HUCNOJb30BaHME TeXHUYeCKUX cpeactB AMC s mOArOTOBKM W peaid3alvuu
KOMITBIOTEPHBIX MpeCTyIUICHU (Hampumep, HECAHKLIMOHUPOBAHHOE
MOJKJ/IIOUEHNME K KOMMYHUKAILMOHHBIM ceTsiM, CcbeM MH@opMaluu
MOMOILBIO CITeLMaIbHON anmaparypbl U 1p.)

KoMmnbroTepHbie 3710YMBILUIEHHUKNA TMPECAEAyIOT pas3iuuyHble Lead U

U1 MX pealu3aldy MCIOJb3YIOT ILIMPOKWI HAO0Op IPOrpaMMHBIX CpEICTB.
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HMcxonst U3 3Toro, mpeacTaBIsIeETCs BO3MOXKXHBIM OOBEAMHEHME ITPOrpaMMHBIX
3JI0yIIOTPEOJICHUIA B JBE TPYIIIbL. TakTH4Yeckue M crparerudeckue. K
TaKTUYECKUM OTHOCST 3JIOYNOTPEOJEHUSI, KOTOpPbIE IPECIEeAyOT JOCTHXKECHUE
Omxaiiieit uear (Hampumep, IMOJYYEeHUE Taposisi, YHUUTOXEHUE NaHHBIX U
ap.). K rpynme crpaTermyeckKuX OTHOCSTCS 3J10YyHOTpeOJIeHUs, peau3alus
KOTOpbIX  OOeClneyMBaeT  BO3MOXHOCTb  MOJYyYEHUSI  KOHTpOJsS  3a
TEXHOJIOTMYECKMMU OIlepalvsIMU Mpeo0pa3oBaHus MHQOpPMALIMKM, BIMSHUE HaA
¢dyHKIIMOoHNpoBaHUEe KOMITOHEHTOB AMC (Hampumep, MOHUTOPUHT CUCTEMBI,
BBIBOJI U3 CTPOsI aIlIiapaTHOMW M MPOrpaMMHOM cpelbl U 1p.).

ITo xapakTtepy BO3HMKHOBECHHUSI pa3iuYalOT HENPEAHAMEPEHHbBIE W
IpeaHaMepeHHbIe 3JI0ynoTpedneHus. HenpenHaMepeHHbIE Yrpo3bl CBSI3aHBI C
CTUXUNHBIMU OCICTBUSIMU U JAPYTMMU HEMOMJAIOIIUMUCS TIPEICKA3AHUIO
(phakTopamu, cOOSIMM M OLIMOKAMM  BBIYMCIMTEIBHOW TEXHUKU U
MIPOrpaMMHOTO obecrieueHus, a  Takxe OLIMOKAMM  MepCcoHaa.
IIpenHamMepeHHbBIE  yrpo3bl  OOYCJIOBJIEHBI  JIEWCTBUSIMM  JIIOAEH U
OPUEHTHUPOBAHBI Ha HECAHKILMOHUPOBAHHOE HapylIeHUe
KOH(UAECHIIMAIbHOCTU, LIEJOCTHOCTA ¥/ WM JOCTYIIHOCTM WMH(POpMaLUM, a
TaKXXe MCMOJb30BAHUE PECYPCOB B CBOMX LIEJISIX.

IIpu peanuzauuu  yrpo3  0e30MaCHOCTU  MHMOPMALIMOHHBIE U
KOMMYHUKALIMOHHBIE TEXHOJOTMMW MOTYT BBICTYIIaTh B KadeCcTBE OOBEKTa
MPECTYIUICHUS, CPEACTBA MPECTYIUIEHUSI, CPEACTBA MOATOTOBKU MPECTYILICHUS
WIN Cpelbl COBEPLIEHUS MpecTyruieHus [89].

ITo Mecty Bo3HUKHOBeHMS yrpo3 6e3onacHocti AUC MOXHO pasimyaTh
yrpo3bl,Bo3HMKawomue B 1penenax AMC M yrposbl, BO3HMKAaWIIHAE BO
BHEIIIHEW Cpelie.

ITo 0OBbeKTY BO3AEHCTBUS CJEAYET BBIACISITH YIPO3bl, BO3ACHCTBYIOIINE
Ha AMC B LejioM U yrpo3bl, BO3IeMCTBYIOIINE HA OTIEJIbLHBIEC €€ DJIEMEHTHI.

[Io mprumHe BO3HMKHOBEHUS pa3IMUalOT TaKue Yrpos3bl, KaK cOou
00OpyIOBaHUSI, HEKOppeKTHasg  paboTa  ONEpalMOHHBLIX CUCTEM U

IporpaMMHOTIO O66CH€‘ICHI/IH, HGC&HKL[I/IOHI/IpOBaHHHﬁ JOCTVYII n



15

HEMpaBUJIbHOE XpaHEHWE apXWBHBIX NAHHBIX, BCJICACTBUM YE€TO OHM MOTYT
OBITh YTEPSIHBI (YHUUTOXEHBI).

HecankunoHupoBaHHbIE MaHUNYJISLIMKU C MH(pOpMaLMEN M pecypcaMu
ANC MOrytT npuBOIUTh K CIAEAYIOLIMM Pa3HOBUIHOCTSIM MX ITOCJIE€ICTBUIA:

- yIpara HH@OpMaluM - HEOCTOPOXHBIE [EeUCTBUSI BJIaAejblia
nHdopMmauum, npeacraBieHHO B AMC Ha pasiMYHBIX HOCUTENSIX U B
daiinax, wad JMLa, KOTOpOMY ObLia JoBepeHa WH@oOpmauus B CHIY €T0
opunManbHbIX o0s13aHOocTed B pamMkax AMC, B pesyabrate KOTOPBIX
nH(opMals Obula IOTepsiHA U CTaja JOCTOSHUEM ITOCTOPOHHUX JIMII;

- pAackpbITHEe HMHQOOPMALIMM - YMBILIJIEHHbIE WIM HEOCTOPOXHbIC
NeucTBuUs, B pe3yJibTaTe KOTOPBIX coaepxaHue nH(pOpMaIInH,
MPEICTABICHHONW Ha pPa3JIMYHBIX HOCUTENSIX U B (paiijgax, CTajao M3BECTHHIM
WIN JOCTYIIHBIM JJIsSI TOCTOPOHHUX JIMII;

- Iopya HHQOpMAaLMH - YMBILLICHHbIE WJIM HEOCTOPOXHbIE AEMCTBUS,
MNPUBOASAIINE K IIOJJHOMY WIA YaCTUYHOMY YHUUYTOXEHUIO WHMOpPMaLUH,
MPEACTAaBICHHOM Ha pa3IMYHbIX HOCUTEISIX U B (paitnax;

- Kpaxa HH@opMmaluu - yMbILJICHHbIE IEWCTBUSI, HalpaBjJe€HHbIE Ha
HECAHKIIMOHUPOBAHHOE M3bSITUE MH(POPMALIMUA U3 CUCTEMBI €€ 00pabOTKM KakK
MOCPEACTBOM  KpaXu HocuTeaeid uH@opMaluMyd, TaK MW MOCPEACTBOM
nyoiupoBaHUs MHGOpMaLMU, TIpeacTaBaeHHON B Buae daitioB AUC,;

- IoanejJKa HHQOpMAIMH - YMBILIJICHHbIE WJIM HEOCTOPOXKHBIE
NEeUCTBUSI, B pe3yabTaTe KOTOPBLIX HAPYLIAETCS LIEIOCTHOCTh WH@OpMaLUU,
HaxoAsILIencsd Ha pa3IMYHbIX HocuTensax U B gaiinax AUC;

- OJIOKHpPOBaHHUE HHQOPMALHUHU - YMBIIUIEHHbICE WIA HEOCTOPOXKHBIC
JNEUCTBUSI, MPUBOIMIIME K HEIOCTYIIHOCTM WH@OpMalUMM B CHUCTEME €€
00paboTKU;

- HapyuieHue  pabOTbl CHCTeMbl 00pabOTKH  HH@OpPMALUH -
YMBIIJIEHHbIE WM HEOCTOPOXHbIE MEUCTBUSI, IPUBOIAMIIME K YaCTUUHOMY
WIN TIOJIHOMY OTKa3y CHUCTeMbl OOpabOTKM WM CO3[arollive OJIaronpUusITHbIE

YCJIOBUA OJIA BBITIOJIHEHUWA BBIIICIICPCUYNCICHHDBIX JICUCTBUIA.
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B Tabnuue 1 nmpeacraBiieHbl OCHOBHBIE TPYMITbl HECAHKIIMOHUPOBAHHBIX

NEeUCTBUIA, HApYyIIAOIIMX 0€30MaCHOCTh MH(POPMALIMH.

Taonuma 1

HecankiimoHUpOBaHHEIE JAEUCTBUS IO OTHOIIEHMIO K pecypcaM

AWC n HapylneHHBIE CBOMCTBa 0€30MacHOCTH

Hapymenue Hapymenue | Hapymenue

KOH(pUACHIMATBHOCTHA | HEJOCTHOCTH | AOCTYIHOCTU
YTpara nHpopmauuu + + +
PackpbiTne nHdopmauuu + - -
ITopua nHpopmalu - + +
Kpazka nngopmauumn + - +
IMognenka nHgopmanuu - + -
bnaokupoBanue nHdpopMauu - - +
Hapyienue padorst AUC - - +

Peanuzaums Hapyumurensimu yrpo3 Oe3omacHoctu AMC mnpuBoguT K

HapylIeHUI0 HOpMajbHOro ¢yHKUMOHUpoBaHUS AMC u/uim K CHUXEHUIO

0e30MacHOCTH I/IH(I)OpMaHI/II/I, OIIpCaACJICHHOC

HOEJIOCTHOCTBIO M JOCTYITHOCTBIO.

KOH(i)I/II[eHHI/IEUIBHOCTBIO ,

HMcxond u3 BBIIEU3IOXKEHHOIO HEOOXOAMMO pa3padarbiBaTb METOAbI U

cpeacTBa obecrieyeHrs1 nHPopMauroHHIT0 6e3omacHoct AUC.
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