3.2. IIpaBoBBEIE METOOBl M CpeICTBa obecnmedeHHUsT MHEMOPMAIIMOHHOMI

0€e30ImacHOCTH

bioxk  nmpaBoBBIX  MEXaHM3MOB  MNpHU3BaH  O0OeCHeYUTh  IpaBa
COOCTBEHHMKA WHMOPMALIMM TOCYIApPCTBEHHBIX MPEANPUITUIA M OPraHOB
yIIpaBJeHUs], KOMMEPUYECKUX CTPYKTyp (TIpeanpusiTUii KOJJIEKTUBHOU U
4acTHOM (POPM COOCTBEHHOCTH) U JTUYHOU MHEPOPMALIMKU TPpaXIaH.

B kxonume 70-x rr. MexayHapoaHbIM  coobOuiectBom  OOH
c(OpMYJIMPOBaHbl JIBA OCHOBHBIX IIPUMHIMIIA, HAaIIEAIIUX BIIOCIEACTBUU
OTpaXeHVWE€ B HALMOHAJILHOM 3aKOHOJATENAbCTBE psiga cTpaH. K Hum
OTHOCSTCS:

- YCTAaHOBJICHHWE TIIPENEJIOB BMEIIATEAbCTBA B YACTHYK XW3Hb C
HCIIOJIb30BAHMEM KOMMBIOTEPHBIX CUCTEM;

- BBEIEHME AaJIMMHUCTPATUBHBLIX MEXaHW3MOB 3alllMThl TpaxkgaH oOT
TaKOro BMelllaTebCTBA.

CnoxuBuiasica B ObiBuieM CCCP rocymapcTBeHHasi CUCTEMa 3alllUThbl
MH(GOpPMALIMM  COOTBETCTBOBAjJa  BHOJHE  ONpEAEAEHHBIM  COLIMAIbHO-
MOJIMTUYECKM, SKOHOMUYECKMM M MpaBOBbIM yciaoBusIM. K HuM mnpexnae
BCEro OTHOCUJIUCH:

- MOHOMNOJbHAs COOCTBEHHOCTb TOCyIapCcTBa Ha WMHEAOPMALIMOHHBIE
pPeCypChI CTPaHbI;

- CTporas LieHTpaJIM3alus MeXIyHapoaHOro oOMeHa MH(pOpMalei;

- aIMMHUCTPATUBHO-PENPECCUBHBINA XapaKTep YMOpaBJIeHUS CUCTEMOM
3allUThl UH(pOpMALIUK;

- BO3MOXHOCTb OrpaHMYEHUSI MPAaBOBbLIX OCHOB 3alllUThl UH(pOpMaALUU B
OCHOBHOM MOJ3aKOHHBIMU aKTaMW;

- INPOCTPAHCTBEHHO-BPEMEHHAs JIOKAJM3allMsl BEPOSTHHIX  yIpo3

3aluiaeMoin nHpoOpMalu.



Ecan panblie mnpoOiieMbl MHQPOPMALMOHHONW O€30MacHOCTU  ObLIU
TOJILKO 3a00TON TOCYZapCTBEHHBIX YUYPEXICHUI, KOTOpbie IIPOU3BOIMNIIN,
MOTPEOSZIA M XpaHWIM CEKPeTHY0 MH(OpMaluio, TO B COBPEMEHHBIX
YCJIOBUSIX, KOIJa OOILECTBO CTAHOBUTCS OTKPBITHIM U JIE€MOKPATUYECKUM, HU
OIHO M3 IMEPEUYMUCTCHHbIX YCIOBUI B MPAaBOBOM IOCyAapCTBE C MHOTOOOpa3uem
(opM COOCTBEHHOCTU HE MOXET UMETh MECTa.

JpyruM MOMEHTOM sBisieTcs (PakT, 4To MH@OpMaLUs CTAaHOBUTCS HE
TOJbKO 3aKOHHBIM TOBAapOM, HO TaKXe€ W CpPEACTBOM HE3aKOHHOIO
oOorallieHUsI, Oyaydud OAHMM W3 pbIUAroB YyOPaBICHUS SKOHOMMWUYECKUM
pasBuTeM oOiiectBa. Mcxonss M3 3TOro, BOIPOCHI 3alIUTHl MHEAOPMALIMKU
HayaJu 0o0cyXaaThcs BCEMU 3alMHTEPECOBAHHBIMU CTOpOHAMMU
(mpou3BOAMTEM, TOProOBbIE  OpraHU3allMKU, HayYHO-MCCJIEAOBATEIbCKUE
WHCTUTYTHI U 1Ip.). B Buoy Toro, 4to maHHas IpobjieMaThKa mnepecTtajia ObITh
“mepcoHajbHON”, BOMNPOCHl MHMOPMALIMOHHOM  OE30IIaCHOCTM  Havyalu
pelarbcsl Ha TOCYIapCTBEHHOM ypPOBHE - HayaJlM pa3padarbiBaThCS
HOPMATHWBHBIE aKTbl M 3aKOHbI, KOTOPbIE PETIAMEHTUPOBAIM Obl OTHOILLEHUS
MIPOMU3BOJACTBA, IIOTPEOJICHUSI, MNpPOJaXd UM  XpaHEHUSI  MHQPOPMALIMU.
Hampumep, B Poccuiikoit @enepaliii OCHOBHBIMM 3aKOHAaMU B 00JacTH C
MHOOPMALIMOHHOM NEeATEIbHOCTU SIBJISIIOTCS “3aKOH O KOMMEPYECKOM TailHe”
[70] u 3akoH “O0 mHbopmanmu, nHGopMaTU3aALUM U 3aliuTe WHGopMauun”
[140].

B ocHoBy KoHuenuuu 3akoHa “O KomMMmepyeckoil TailHe” Oblia
MOJIOXEHAa MAeSd IIEPEOPUEHTAlMU  CYILIECTBYIOLIEW CUCTEMbI  3alUThI
nHoOpMallMM Ha OOCTHXEHHE OajaHca WMHTEPECOB YeJOBeKa, OOILlIecTBA U
rocygapcTBa, €€ ajanTaluilo K MPOUCXOISIIMM M3MEHEHUSIM B CHUCTEME
VIIpaBJI€HUSI, B 9KOHOMMWYECKOM, MOJIUTUYECKOM, BOCHHOM M JIpyrux cdepax
KM3HU OOIIECTBa, CO3JaHME MEXaHM3MOB pealu3aluyd IPaBOOTHOLIECHUM,

CIOCOOHBIX Pa3BUBATLCS B HOBBIX YCIOBUSX [12].



HecMoTpsi Ha yBeaMuyeHUE YuMcjlIa HOPMATUBHBIX ITPABOBLIX aKTOB B
MHOOPMALIMOHHONU c(epe M pOoCT MyOaMKaluMii Ha 3Ty TEMY, IOKa €Ile HET
€IMHHOI0, COIJIaCOBAaHHOBOIO IIOAXOJa K peLIeHMI0 3TOM mpobiembl. Kak
oTMeuYaeT aBTop [3], HEMOCTAaTOK IPUHSATHIX 3aKOHOB 3aKJHYaeTCs Mpexie
BCETrO, B JIOKAJbHOCTU INpUMeHeHHUs1. A mo MHeHUI0 B.PybGaHoBa “npuHsITbIE
3aKOHbl OYE€Hb MEIJIECHHO BHEIPSIIOTCS B MPAKTUKYy M “ILIOX0” paboTaloT, a
CUCTEMBI 3alIMThl MTH(POPMALMK BCE €llle U3JIMINHE MUJIUTapru30oBaHbl” [123].

B [77] yTtBepxkmaeTcsi, 4YTO C IIOMOIIbIO MNPABOBBIX HOPM B 00JacTH
MH(GOPMALIMOHHOI 0€30MaCHOCTU AOJIKHBI PellaThbCsl CIEAYIOIIe BOMPOCHI:

o OTHeceHWe HMHQPOpMALMKU K  KaTeropusiM  OTKPBITOTO U

OrpaHUYEHHOTIO JOCTYIIA;

° omnpeacaeHre NOJTHOMOYMI MO AOCTYIy K MH(MOPMALINY;

° npaBa JOJ/DKHOCTHBIX JIMII Ha YCTAHOBJICHUE U M3MEHEHME
IMOJTHOMOYMUIA;

° CcnocoObl U MPOLEAYPHI TOCTYIIA;

° MOPSIOK KOHTPOJISA, IOKYMEHTUPOBAHMS M aHalIuM3a JICHMCTBUMA
repcoHala;

° OTBETCTBEHHOCTb 34 HAPYLICHUE YCTAHOBJICHHBLIX TPeOOBAaHUA M
MIPaBUJI,

° npobyieMa J0Ka3aTeabCTBA BUHBI HAPYLIUTEIS;

° COOTBETCTBYIOILIME KAapaTEIbHbIE CAHKIIUU.

ITo wMHenuro aBtopa [14] neicTBylollee 3aKOHOAATENbCTBO U
HOpPMaTMBHO - MeToauWuyeckas ©0asza, coszjawollas IIPaBOBYIO  OCHOBY
obecrnieueHUs1 MHEMOPMALIMOHHOM 0OE30IMacCHOCTM, a TakXkXe BbIpabOTKa
MpeIIOXKEHUIA IO €€ COBEPLISHCTBOBAHMIO U PA3BUTUIO TPeOYIOT pELICHUS

paga BOITPOCOB METOOOJOTUYECKOIO XapaKTepa, K KOTOPbIM MOXKHO OTHECTU:



) CUCTEMHOE MpeaCTaBICHUE BJIEMEHTOB B cdepe
MHOOPMALIMOHHOM 0€30IMacHOCTM M MX CBI3M B HHPochepe Win
MHOOPMALIMOHHOM Cpefe - OrpaHUYEHHOM MH(pOPMALIMOHHOM MPOCTPAHCTBE;

o omnpeAceHNe COCTaBa UM XapaKTepPUCTUK MPEAMETHBIX oOacTeit
OTHOLLEHUI TI0 CYyOBEKTHO-OOBEKTHOMY IIPUM3HAKy M HX POJU B CUCTEME
0€30ITaCHOCTH;

o BBISIBJIEHME MPaBOBOI (DOPMbI YCTAHOBJICHMS XKEJIaeMOTO ITOpsSaKa
B IIPEAMETHOM 00JIACTU KaXKIOTO 3J1eMEHTa OE30IMacHOCTH;

o CUCTEMHOE peacTaBICHUE 3agay MPaBOBOTO u
OpraHMU3allMOHHOIO obecrneyeHuss U (HaKTUYECKOIO COCTOSIHUSI HOPMATUBHOIO
u OpPraHU3allMOHHOIO MEXaHU3MOB peTyJIMpOBaHUS B cdepe
MHOOPMALIMOHHOMU 0€30ITaCHOCTH.

IIpu pelieHUM AAHHBIX BOIIPOCOB CJIeAyeT NPUHSATH BO BHUMAaHUE
oo1ue MOJIOXKEHUSI rocyJapCTBEHHOI MMOJIMTUKU obecrieueHusI
MHMOPMALIMOHHOM 0e30MacHOCTU, KOTOphie B [28] CBOASTCA K CAEAYIOIIUM
OCHOBaM:

- OrpaHMYEHME N0CTyna K MH(OpMaLMM €CThb MCKIIOYEHHE U3 OOILIEro
MPUHLIMIOA OTKPBITOCTU MHGPOPMALMU U OCYIUECTBIISIETCS TOJILKO Ha OCHOBE
3aKOHOJATEJIbCTBA;

- OTBETCTBEHHOCTD 3a COXPaHHOCTb, 3aCeKpeUYrMBaHNE u
paccekpeurBaHue MHPOPMALIMU TTePCOHUPULINPYETCS;

- JOCTyIl K Kakou-a1ubo wmH@opMalLuMM, a TaKXe BBOAUMbIC
OrpaHUYEHUSIST JOCTYIIA OCYILIECTBIISIIOTCS C YYETOM OIpeAcseMbIX 3aKOHOM
MpaB COOCTBEHHOCTU Ha 3Ty MH(OpPMALIHIO;

- rocyJIapCcTBO (opmupyer HOPMAaTHBHO-IIPABOBYIO 0aay,
perjaMeHTUPYIOLIYI0  IpaBa, OOS3aHHOCTM W OTBETCTBEHHOCTb  BCeX

CYOBEKTOB, JIEUCTBYIOIIMX B MHPOPMALIMOHHOU cdepe;



- IopUaInYeckKre U (pU3NYECUKe JIMLA, COOMparlle, HaKarmiuBallue 1
oOpabaTeIBalOIIME€  MEPCOHAJAbHBIE  JaHHBIE W KOH(MUIACHLMAIbHYIO
MH(MOPMAIIMIO, HECYT OTBETCTBEHHOCTb II€pell 3aKOHOM 3a MX COXPAaHHOCTb U
HCITOJIb30BaHUE;

- TOCYHapCTBO 3aKOHHBIMM CpEACTBAMM  OO€eCIeYMBaeT  3allUTy
oOlIecTBa OT JIOXHOM, MCKaXX€HHOM M HEIOCTOBEpHON WHMOpMaLHu,
MOCTYIAIIEH yepe3 CpeacTBa MacCOBOM MH(OpMALINU;

- TOCyJApCTBO  OCYIIECTBISIET KOHTPOJb 3a  CO3JaHUEM U
WCIIOJb30BAHMEM  CPEACTB  3allUThl  MH(GOpPMALlMM  MOCPEACTBOM  MX
00s13aTeIbHONM CepTUPUKALIMM W JULEH3UPOBAHUS ACATEIbHOCTU B O0JACTU
3allUThl UH(pOpMALIUK;

- roCcyaapCcTBO MIPOBOIUT MPOTEKIIMOHUCTCKYIO MOJIMTUKY,
MOAIEPXKUBAIOLIYIO JIE€STEIbHOCTh OTEUECTBEHHBIX IPOM3BOAUTENICH CpPEICTB
nHOpMaTU3ALMU U 3aLUUTHI MH(GOPMALMKA 1 OCYILIECTBIISIET MEphbI I10 3allUTe
BHYTPEHHETO pbIHKA OT IPOHMKHOBEHHSI HA HErO HEKAYECTBEHHBIX CPEICTB
nHopMaTU3aLIUMU U MTHOOPMALIMOHHBIX MTPOAYKTOB;

- TOCYAapCTBO CIOCOOCTBYET MPENOCTABJICHMIO TIpaxKgaHaMm JOCTyIa K
MHUPOBBIM MH(MOPMALIMOHHBIM pecypcaM, II00aJbHbBIM WHGOPMALIMOHHBIM
CeTsIM;

- TOCYIApCTBO CTPEMUTCI K OTKa3y OT 3apyOeKHbIX MH(POPMALIMOHHBIX
TEXHOJIOTMI 1J11 WH(OpMaTu3aluyu OPraHOB TOCYJApCTBEHHOM BJACTU U
VIIpaBJIEHUSI TI0 MEpe CO3JaHUsI KOHKYPEHTOCHOCOOHBIX OTEUYECTBEHHBIX
MHOOPMALIMOHHBIX TEXHOJOTUI U CPEACTB MHMOPMATU3ALINMN;

- roCyIapCcTBO (dopmupyer rOCyJIapCTBEHHYIO porpaMmmy
MH(MOPMALIMOHHOM 0€30ITaCHOCTU, OOBCAMHSIONIYIO YCUINS TOCYIapCTBEHHbBIX
OpraHu3aluii M KOMMEPYECKMX CTPYKTYp B CO3JAaHUMM €AMHHON CUCTEMBbI

MH(GOPMALIMOHHOM 0€30ITaCHOCTH CTPaHbl;



- rocyiapcTBO  MOpujaraeT  ycwius ISl  [POTUBOJAEUCTBUS
nHpopmamonHonn skcnaHcum CIHIA  w Agpyrux  pa3BUTBIX — CTpaH,
MOAJAEPKMBAECT MHTEPHALIMOHAIM3ALMI0 UHPOPMALIMOHHBIX CUCTEM U CETEH.

Ho ocHoBa OCHOBHBLIX MNOJOXEHWUN TOCYJApPCTBEHHOM MOJUTUKU B
0671acTi MHQAOPMALIMOHHON O€30MacHOCTU (POPMUPYETCS COOTBETCTBYIOLLIECE
MIpaBoOBOE OOECIeueHue.

IIpaBoBoe oOecneyeHre WHOOPMALMOHHON OE30MaCHOCTU BKJIIOYAET
3aKOHo/aTeJlbHoe obecriedeHHEe W IIPABOOXPAHHUTEJIbHYIO MpPakTHKY [133]
(puc.18).

3akoHomaTeapbHOE oOOecliedeHHMe - STO 3aKOHOIATeJbHBIE aKThI,
KOTOpBhIE  pErJaMEHTUPYIOT IpaBuiaa OOpabOTKM M KCIIOJb30BaHUS
MHMOPMALIMM U KOMIBIOTEPHON TEXHUKM, OMPEACSIIOT KaTeTOPUU OTKPBLITOIO
MU OIrPpaHMYECHHOrO [OCTyNa, MpaBa M OOS3aHOCTU JOJDKHOCTHBIX JIMIL Ha
YCTAHOBJIECHME UM  H3MEHEeHME  MOJHOMOYMWI, TMOpPSAOK  KOHTpPOJI,
JTOKYMEHTHUpPOBaHUSI M aHanmi3a padotel AMC w®  ycTaHaBIMBAIOT MEpPHI
OTBETCTBEHHOCTHU 3a HAPYILIEHWE JAaHHBIX MPaBUII.

Llens  3aKOHOTBOpPYECKOM  pabOThl  COCTOMT B  KOMILJIEKCHOM
(opMupoBaHMKM UM peaJM3allMd  3aKOHOJATeJbCTBA IO  MmpodiemMam
obecneyeHus1  MHGPOpPMALIMOHHOM  Oe3omacHoctu. [y peanuzauuu
KOMIIJIEKCHOTO TIOAXOAa K JaHHBIM padoTaM HEeOOXOOUMMO MNPOBOAUTH
clenyroliye meponpusitus [88]:

- TLIATeJbHasl OpraHu3alMOHHAs U 3aKOHOMPOEKTHAsl MOAr0TOBKA;

- cucremaruueckas padbora mo (pOpMMpPOBAHHUS IIPABOCO3HAHUSI B 3TOU

o0JiacTu;



< I'lpaBoBoe o6ecnevenne unpopmaunonnoit 6esonacnoctn AHMC >

‘ BakoHozaTeabHOe obecrieyeHHe npaBDOxpaHMTe}\bHaﬂ TMpaKTHUKa

CrienmarbHble TIPaBOBbIE aKTbI IO MpobGieMaM Meponpusitus o
3aKOHOZATEAbCTBA [peI0TBPAILEHHIO

I'lpaBoBble akTbl B 06AaCTH MHPOPMALIHOHOR
— — MeponpusTus rno BbIABAEHHIO
ZLesITEABHOCTH

Ipasa, 06s3aHOCTH M OTBETCTBEHHOCTb CyGBEKTOB Meponpusitisi 10 HCIIOAHEHHIO U
HH(OPMALMOHHOH /IeSITEABHOCTH ZL0Ka3aTeAbCTBY

npaBDBhle aKTbI TI0 PEryAHPOBAHUIO OTHOLUEHHUH,
— MEPDI‘IPHHTKS{ 10 HaKa3aHHIO

— OTHOCHUTEAbHO CO3JaHHs, HpeOGpaBOBaHHﬂ Hu

norpebAeHNs UHQPOPMaLMH

Puc. 18. CocraB npaBoBoro ooecrie4yeHus1 UHGOPMALIMOHHOM

oe3onacHoctu AUC

- CO3JaHME MEXaHU3MOB, KOTOpbIe OO€CIEYMBAIOT MNPUMEHEHUE U
peannu3almIo IMIPUHSTHIX 3aKOHOB U MHBIX HOPMATUBHBIX JTOKYMEHTOB.

Cnenyer OTMETMTb, 4YTO B TIIOCJedHEe BpeMs CPOpMUPOBAIMCH
clieylolIre HampaBIeHUsI, TPeOYIole 3aKOHOJATEIbHOMW MOAAEPKKMU:

- 3allMTa MePCOHAIbHBIX JaHHbBIX;

- Oopnba C KOMIIBIOTEPHOI IMpPECTYITHOCTHIO, B MEPBYIO O4Yepeab B
¢uHaHCcoOBOI cdepe;

- 3alMTa KOMMEPYECKOM TaiHbl M O0€CHeYeHME OJIarONpUSTHBIX
YCJIOBUM 1JIs1 IpeANpUHUMATEILCKON AeSITeIbHOCTHU;

- 3allMTa rOCyJapCTBEHHBIX CEKPETOB;

- CO3JaHKWE CHUCTEMBbI B3aMMHBIX (PMHAHCOBBIX PACYETOB B 3JICKTPOHHOM

(dopme ¢ smemeHTaMU UMQPOBOI MOAINCH;



- obecnieueHne OeszomacHoctu ACY  moTeHUMaJbHO  OMNACHBIX
MMPOM3BOJICTB;

- cTpaxoBaHue MH(OpMaLUM U MH(GOPMALIMOHHBIX CUCTEM;

- ceptuduKauus U JIMLUEH3WpoBaHME B o0jacTu 0e30MacHOCTH,
KOHTPOJISI 0€30MaCHOCTU MH(POPMALIMOHHBIX CHUCTEM;

- opraHM3auMsi B3auMOAEHCTBUSI B cdepe 3alluThl JaHHBIX CO
crpaHamMu-yieHamu CHI' u gpyrumm rocygapcTBaMmu.

CornacHo [84] 3akoHO#aTeabHOE oOecrieyeHrue OObeANHSIET CIEAYIOLINe
YyeThIpe I'PYMITbl 3aKOHOAETEIbHON JOKYMEHTALIMU:

IlepBas rpymnmna - OJOK CHELMAJIbHBIX aKTOB, LEJUKOM ITOCBSIILIEHHbBIX
npodysieMaM 3aKOHOJATEIbCTBA;

Bropas rpynmna - HOpMaTUBHbIE MpPaBOBbIE aKThl (OTIEJIbHBIE HOPMbI B
aKTax), BXOASIIME B COCTaB YyXe CYIIECTBYIOLIMX OTpacjieil 3aKOHOJATe/JIbCTBa
(rmpaBa), MOCBSILIEHHBIE UH(OPMALIMOHHBIM MpOOIeMaM;

Tpetbs1 rpyrmna - akThbl, OINpeaesIolIne CTaTyC U IOJOKEHWE OpPraHoB
rOCydapCTBEHHON BJACTU , IOPUAWYECKUX JIML, B KOTOpPbI€ BKJIIOYAIOTCS
HOPMbI O MpaBax, OOSI3aHOCTSIX M OTBETCTBEHHOCTUM CYOBEKTOB B 00JaCTU
MHMOPMALIMOHHOM JesITEIbHOCTH;

YerBeptas rpymniia - TPaBOBble aKThl C HOpPMaMU, PEryJUpyOLIMMU
OTHOLUECHUS OTHOCUTEJbHO CO30aHMs, MNpeoOpa3zoBaHUsS U MOTPeOICHUS
nH(OopMaLIMH.

IIpaBoOXpaHUTEIbHASI TIPAKTHKA - IMPEACTABISIECTCS MEPONPUSTUSIMU
10  BBbISIBJICHUIO, MCHOJHEHMIO W  JI0KA3aTeJIbCTBY  KOMIBIOTEPHBIX
npectyrieHuii. O4eBUOHO, YTO, B CBSA3M CO 3HAYMTEJILHON creLnu(pUKON s
MPaKTUYECKON CyAeOHON ampoOaluy BCeX 3aKOHOB, CYIbM JOJIKHBI MOJIYYUTh
cnenuaabHyIO MOATOTOBKY.

CnenyeT OTMETUTb, 4YTO KOMIIBIOTEPHbIE MPECTYIUIEHUSI B 00JacTu

MH(GOPMALIMOHHOTO Ou3Heca  JTOCTATOYHO TPYIHO MIPEeIOTBPATUTD,



OOHApyXWTb, paccienoBaTb W YCTPAHUTH IIOCICACTBUS. DTO OOYCIOBICHO

psanoMm ¢akTopoB [61,15,84,89], cpeau KOTOPBIX OCHOBHBIMM SIBJISIOTCS

clieIyIolIue:
o TPYJIHOCTb BBISIBJIEHUSI OOBbEKTUBHOM CTOPOHBI MPECTYIUIEHUS
° clioxHoctbh AUC;
° 3HAYUTEJbHOE KOJMYECTBO JIIOACH, MMEIOIIMUX MpsIMoe WM

KOCBEHHOE OTHOILIeHWE K TOATOTOBKE, pealu3allui U TOCIEACTBUSIM
MIPECTYIICHUSI;

o CJIOXHOCTh YCTAHOBJICHUSI CYOBEKTUBHOI CTOPOHBI COCTaBa
MPECTYIJICHUSI C BBIAEJAEHUEM JBYX AacCIleKTOB: MepCOHU(pUKALUS NEeSTHUS U

YCTaHOBJICHUC (I)aKTa VYMBLBIINIUIEHHOTO WJIN HCYMBIINIJICHHOTO COBCPIICHUA

BO3ICHCTBUS,
° TPYAHOCTh OIIPEACIACHUS MPEAMETA IIPECTYIIIEHUS
° HEOIIpeIeIeHHOCTh XapaKTEpUCTUKU CUCTEMHO-Teorpauyeckoro

MeCTa COBepLICHUsI MNPECTYIUIEHUSI M CTpaHbl IOPUCIUKIIMM KOTOPOH OHa
MOJIJICXKWT;

o CYOBEKTUBHOM M OOBEKTMBHOW CJIOXHOCTBIO OLIEHKHW LIEHHOCTHU
nHpopmauum, xpanumod B AMC, wu, caemoBarenbHO, NOPSIMOK
3KOHOMUYECKOM OLIEHKU ITOCIEACTBUM TPECTYILICHUIA.

IIpu  paspabotke U  peanu3aluMu  IPaBOBOIO obecrieyeHus1
nH@opMmaumoHHo#i 0e3omacHocT AMC HeoOXoauMo peaan3oBaTh CIeaYIOLIe
STaIlbI:

1. Paszpabotrka npHHIHUIIOB IpPaBOBOTO pEryJIHPOBAHHS IIePEPAOOTKH
HHGOpMaLUuM C Y4eTOM AdcIIeKTOB 00ecrieYeHHS MEXAYHApOAHOH U
00111eCTBEeHHOH ©0e30MacHOCTH M 1IpaB 4YejgoBeka. Hampumep, B OCHOBY
ITpaBoBoro akra 1974r. (CILLIA) moJIOXXEHBI CAEAYIOIINUE TPUHLIMIIBL:

- [VIACHOCTh - CUCTEMBbI, XpaHSIUe 3alUch ¢ MHPOpMalLMeil O YaCTHBIX

JIMIIaX HE HOJI2KHBI OBITh 3daCCKPCUYCHDI,



- MHIMBHYAJIbHBIH JOCTYII - TIPaBO 4eJIOBeKa 3HAKOMUTBLCSI CO CBOUM
JOChE;

- MHIMBHUAYAJIbHOE Y4acTHe - TIpaBO 4YeJIOBeKa BHOCUTH IONpPaBKU B
UHMOPMALIMIO O HEM;

- orpaHu4eHue coopa HHMOPMAaLIHUH,

- OIpaHHYeHHE  HCIIOJIb30BAHHS  HMHQOpMalHH -  coOpaHHas
nHoOpMaLMs IOKHA MCHOJAb30BaThCsSl TOJBKO B LEJsIX, JJIS KOTOPBIX OHa
cobupaercs.

- OrpaHu4YeHHe pasrlalllcHus HHHOPMALIUH,

- ymopaBieHHe  HH@popmanueri  (3aKOHHOCTb,  HEOOXOIMMOCTb,
JOCTOBEPHOCTD, ITOJHOTA);

- OTBETCTBEHHOCTh 34 JA€ATEJbHOCTb II0 COOpY H HCIHOJIb30BAHHUIO
HH@OpMAaLIHH.

2. Pa3zpabotka npaBOBbIX HOPM, YCTAHABJIUBAIOLUIUX OTBETCTBEHHOCTD 34
KoMmIlbloTepHble npectyrieHusa. C  ypoBHEM XKECTKOCTM CaHKUMIA TeCHO
CBSI3aH METOMOJIOTUUECKUI BOIMPOC OLIEHKM LIEHHOCTM WHdoOpMauuu U
oIpelesieHUs TTOTeHLMAJIbHOrO yiiepba, HAaHECEHHOIO OTAEJIbHOMY JIUIY WIU
OOIIECTBY B LIEJIOM.

3. 3awmmra npogeccHOHAaIbHbIX U ABTOPCKHUX IIPAB IIPOIPAMMHUCTOB KakK
0COOO¥ rpynmnbl JIML, IpaBOBas HE3AIHUIIEHHOCTb HJIM HEOIIPEACICHHOCTh
KOTOpO¥M MOXeT CYIIeCTBeHHO BJIHATh HAa BCe AaclekThl obecrieYeHUs
HHGOOpMAaIIHOHHON 6€30ITaCHOCTH.

4, CoBeplileHCTBOBAHUE VIOJIOBHOIO u TPaxKIaHCKOIO
3aKOHOAaTeJIbCTBA B 00JIACTH MHMOPMALIHOHHON 0€30MaCHOCTH. 3apyoOexkHasi
MpaKTUKa MOKa3bIBAET, UTO IPEXIE BCErO 3aKOHOM AOJLKEH OBbITh YCTAHOBJICH
MOPSIIOK CaHKIMOHMpPOBaHHOTO aoctynma K AMC. Yepe3BblyailHO BaXXKHBIM
SIBJISIETCI  IpobjeMa  IpUIaHMS  IOPUAMYECKOW  CUJIbI  JOKYMEHTaM,

dOpMUPYEMBIM KOMITBIOTEPHBIMU CPEACTBAMMU.



5. CoBeplieHcTBOBaHHEe MPAKTHUKH  cyaorpousBoiacrBa. Clienyet
OTMETUThb, 4YTO BaXXHOM MpoOJEMOI, KOTOpasi 3aTpydHSET CJAEACTBUE U
CyIONPOU3BOACTBO, SIBISETCS TO, YTO KoMmbloTepHble mpecTtyruieHus (KIT)
3a4acTyl0 HE pacCMaTpUBalOTCS OOILECTBEHHbIM MHEHMEM KaK Cepbe3Has
yrpo3a II0 CpPaBHEHUIO C TPAAUMLMOHHBIMU BUIAMU MOpecTyIieHuii. B
HacToslliee BpeMsl €CTb BCE OCHOBaHUSI Ui TOTO, 4YTOOBI TPEABUACTH
MaCCUBHOCTb CO  CTOPOHBI  CHELUAJbHBIX OpPraHoB IO Oopbde ¢
SKOHOMUYECKUMM  MPECTYyIJICHUSIMU  MpU  pacclielloBaHUM  ClIy4yaeB
cosepuieHus KII.

Takasi TacCUBHOCTb MMEET CBOE€ OINpaBIaHKWE B CUJYy OOBEKTUBHBIX
npuyrH. Huzkas TexHuyeckasi OCHAIlEHHOCTh, HEAOCTaTOUYHbIE (DMHAHCOBBIE
BO3MOXHOCTM M OTCYTCTBHME BbICOKOKBUIM(UIMPOBAHHBIX KaApoOB - 3TO
cTapble IIpOOJEeMbI, KOTOpble HE II03BOJSIIOT 3(P@EKTUBHO MNPOTUBOCTOSIThH
Jaxe TpagulMOHHBIM  BuUAaM  HOpecTyrieHuit. OTCyTCTBUE  JTOJIKHOIO
BHMMAaHMsI K KPUMMHAJbHBIM aclieKTaM Iipolecca MHPoOpMaTu3auuu u
BO3MOXHOCTH  coBepuieHus  KII ~ moxer  OOepHYTbCSI ~ OTPOMHBIMU
TEeXHUYECKMMU, SKOHOMUYECKMMM M HPABCTBEHHbIMU TmoTepsiMu. IloaTomy
HeobxoauMa npopadboTka KOMIIJIeKCca BOITPOCOB, CBSI3aHHBIX C
MH(MOPMALIMOHHOM O€30MMaCHOCTbIO KOMIIBIOTEPHBIX CUCTEM. B ux uywucie
MOXHO BbIIEJIUTb TaKUE, KakK:

- COBEpPLIEHCTBOBAHME 3aKOHOIATEJIbHOI 0a3bl, MOCKOJBbKY Cepbe3Has
IyCTOTa B IPAaBOBOM OTHOLIEHWM CBOIUT K MUHUMYMY 3(P(PEeKTUBHOCTb
MPEBEHTUBHBIX Mep IPOTUBOAEUCTBUS, B OCHOBHOM OpPraHM3allMOHHOU U
TE€XHOJIOTUUECKOM HampaBJIEeHHOCTH;

- pa3paboTKa CTaHIApTOB OE30MAaCHOCTU [JII BCEX KOMIIOHEHT
MHMOPMALIMOHHBIX TEXHOJIOTUIA;

[losiBieHME HOBBIX BUIOB IIPECTYIUIEHWI CBSI3aHO C MCIIOJIb30BaHUEM

BBIYUCJIUTEIbHOM TEXHUKU U Pa3BUTUEM PBIHOYHBIX MEXaHMU3MOB. OTCYTCTBI/IG



BHUMaHUs K cdepe obpallieHrs] MH(pOpMaLUM MOXKET MPUBECTU, MO HalleMy
MHEHMIO, K HEIMOINpaBUMbIM MOTepsIM U TocaeactBusiM. [IpoGnema 3amuThl
MHPOpMALIMM UM  HUCKIIOYEHMS] KOMIIBIOTEPHBIX IIPECTYIJIEHUIA Tpeodyer
MOArOTOBKU BBICOKOKBATU(PULIMPOBAHHBIX KaJIpoB C IyOOKUMU
cnenuaaIn3upoBaHHBIMU 3HAHUSIMU, pa3paboTKu HOBBIX METOI0B
paccienoBaHus UM J10Ka3aTejJbCTBA, HOBOW HAMpaBJIECHHOCTU ayIUTOPCKOU U
PEBU3MOHHON IESATEIbHOCTU TOCYAAPCTBEHHBIX MHCIIEKIIUMA U T.1.

6. IlocTossHHBIN TJIACHBIH OOIIeCTBEHHBIH KOHTPOJIb 34 pa3spabOTKOH
3aKOHOMATeJIbHbIX AKTOB M 3a paspabordyukamu oouienoctynHboix AUC, 6a3
JIAHHBIX U JPYToro rporpaMMHOro obecrieyeHHus.

7. Paszpabortka, npuHsATHE, ObecriedYeHHEe MEXIYHAPOIHbIX JOIMOBOPOB B
objacti HHQOPMAIIHMOHHOH 6e30MacHOCTH. 371eChb CJIEAyeT BbIICIUTh JIBa
OCHOBHBIX aCII€KTa.

IlepBblii M3 HUX CBOAUTCSA K OOECHEUEHUIO IPAaBOBOTO peXuMa
TPaHCTPAaHWYHBIX MEPECHUIOK MHMOPMALIMM, BKIIOYAS:

- OTHOILUCHUS Iepeaayd, Pa3neisiollInecss Ha: OTHOLUECHMS ITOCTaBKH,
Korja mepenaroliass ctopoHa (OPMHUPYET MNEpelaBacMble JaHHBIE M cama
nepegaeT MX IO KaHajlaM CBS3M, OTHOLIEHWS CUYWTBIBAaHUS - KOrzaa
repeaarolasi CTOpoHa MacCUBHO AOIyCKaeT nosb3oBarensi B AUC;

- OTHOLUEHUSI KOMMYTALIMHM - BO3HUKAIOT Yy CYOBEKTOB "OTHOLUCHUIA
nepegayu” ¢ TPETbUMM JIMLIAMM, COAEHCTBYIOILIME pealu3aldu 3THUX
OoTHolIeHUi. B  Hacrosiuee BpeMsI OCHOBHBIM IPaBOBbIM  aKTOM,
pPETJIAMEHTUPYIOIIMM OKa3aHME YCAYr IIpU KOMMYTallMM COOOIUEHUIA IO
MEXIYHAPOAHBIM  KaHajlaM  aBTOMATU3WPOBAHHOM  CBSI3U,  SIBJISIETCS
MEXIyHapoaHas  KOHBEHLMs, HOpuHATad  MeXayHapoOHBIM  COH30M
anekTpocBa3u B 1982 roay (Haitpoou). OgHako ee MoJIoXXEHUS MOJTHOCTBIO HE
o0ecrneunBalT MPaBOBOE PETYIMPOBAHUE TPAHCTPAHMYHBIX IIE€PECHUIOK 4Yepe3

KOMIIBIOTEPHLIE CETU C NO3ULUM Ka4yecTBa U 3allIUTDbI,



- nOpoOJIEMbl MEXAYHAPOAHOH CTAHAApPTH3ALMH HA4 COBMECTHUMOCTh
DBM, nporokosioB 0OMeHa, CpeACTB 3alllHUTHI.

Bropoii acriekT AaHHOro srama TpeOyeT YAeaITb 0CO00€ BHUMAaHUE
BOIIPOCAM pEaIM3alMM MPaBOBBIX OrPaHUYECHUI B 0OO0JACTHM KOMIBIOTEPHBIX
BOOPYK€HMIA, MIPEXKIAE BCETO PAKETHO-SIAECPHBIX.

8. IlpaBoBas OXpaHa CTaHapTOB o 3aluTe or
HECAHKI[MOHUPOBAHHOIO  JOCTYIA. DTH  CcTaHgapThl  MOTYT  OBTb
KJ1acCU(pULIMPOBAHBI HA CICAYIOLIME PAa3HOBUAHOCTU:

- OCHOBHbI€ CTaHAApThl, YyCTAaHABIMBAWOIUMWE oOOlIMe (QYHKLUU,
HEeOOXOAUMBIE IJIST JOCTUXKEHMSI ONpeIeIeHHbIX LIEIEH;

- CTaHOAPTHl  (QYHKIUOHAJIbHOH  COBMECTUMOCTH, B  KOTOPBIX
onpeaesitoTcs: GYHKIUU U (popMaThl OOMEHa;

- CTaHAapThl B3aHUMOICHCTBUA, BKJIIOYAIOILIME uHTepdeiic,
KOHCTPYKTUBHbIE TpeOOBaHUSI, TpeOOBAHMUSI K 3JIEKTPUUECKUM IapamMeTpaM U
JIOTHKE;

- CTAHAApPThl peajTHu3alHu, OIPEACSIIOIINE CTPYKTYPY UM  METOI
peanu3aly, TapaHTUPYIOLIME  YPOBEHb  BTOPUYHBLIX  XapaKTEPUCTUK
(GBICTpOAEICTBUE, HANEKHOCTh, (DM3UYECKYIO 3alUUTy U T.II.).

B [25] paccmarpuBaroTCsl Caeaylolude IpaBOBble METOAbLI M CpeIcTBa
MpeaoTBpALLICHUS HECaHKLIMOHMPOBAHHOIO pacopoTpaHEHUS u
HCIIOJIb30BAHUS POrPaMMHOTO OO€CIIeYeHMUSI:

IMatentHass 3amura. ComracHo 3akoHaM 00 aBTOPCKOM IIpaBe,
MPOM3BOAUTENIM TIPOTPAMMHOIO OOECHEYEHMS ITIOJy4aloT Ha  OMNPEACTICHHOE
BpeMSsI MCKIIIOUMTENbHYIO JULeH3UI0. B 0OMEH Ha Hee MaTeHTOAepXKaTeau B
CBOMX ITaTEHTHBIX 3asIBKax HOJDKHBI PACKpPBITh BCE IMOAPOOHOCTH U JETalU
cBoMx u300pereHMid. OQHAKO TAaTE€HTHas 3alllMTa HE IIOJy4uJia IIMPOKOTO

pacIpocTpaHeHUs BBUAY HaJIWYUS CICAYIOIIMX HEAOCTaTKOB [9]:



° HEeNpOU3BOAUTEbHBIE  3aTpaTbl  BpPEeMEHM, C  KOTOPbIMU
BCTpeYaeTcsl pa3paboTyMK MporpamMm - ogopMJIEHHWE MaTeHTa MOXET 3aHSThb
HECKOJIBKO JIET, YTO MOXET MPUBECTU K TOMY, UYTO MAaTEHT OYAET MOJIyYeH yXe
MocJje TOro, Kak mporpaMmMa MoOpajbHO YCTapeeT;

o OoJblIMe 3aTpaThl Ha TIOJy4eHUE ITaTeHTa, KOTOpbIe BKIIOYAIOT
3aTpaThl Ha  MNOWCK  KBWIM(MUIUPOBAHHOTO  3KCIIepTa, IPOBeICHUE
HCCIeJOBaHUs Ha MpeAMET BbISIBJICHUS B MporpaMMme 3J1eMEHTOB HOBU3HBLI U
MPU3HAKOB U300peTeHUs, a TakXke COCTaBJIeHME JOKYMEHTAllMUu O
MIPUOPUTETE;

o BO3MOXXHOCTb HECAHKILIMOHUPOBAHHOTIO pacrpocTpaHeHUs
MMaTeHTHOM 3asiBKM; JIIOOOM IT0JIb30BaTeJb MOXET CHSITb C Hee KOIMIo 0e3
JIMLIEH3UW C HU3KOM BEPOSTHOCTBIO OBbITh pa300JadyeHHBIM, ITOCKOJIbKY
HeJleTaJIbHOE pacrnpocTpaHeHue mnporpamMMm ODBM 3arpydHsieT oOHapyxkKeHue
HapylIeHUs TIpaBa Ha MaTeHT.

ABTOpPCKOE IIpaBO 3alllMIaeT BbIpaXXEHUWE HAEU, a HE camMy MACI U
MpUOOpETAETCS OHO TOJBKO OJiarogapsi aBTOpPCTBY. [l MCHoJib30BaHUSI 3TOrO
3aKOHa MPOU3BOAMUTEIIO MPOrpaMMHOIO OOECIIeYeHUSI JOCTATOYHO IOMECTUTH
3HaK COOCTBEHHOCTM Ha BEpPCHUIO MpOrpaMMmbl, 3aperucTpyMpoBaTh 3HaK
COOCTBEHHOCTM B OIOpO aBTOPCKMX IIpaB, MapegaTb KOIMMM 3allMILeHHBIX
MatepuajoB B OuOJMoTeKy. OmHAKO IpakKTUYECKOe IPUMEHEHHE 3aKOHa 00
aBTOPCKMX IpaBax Ha IMporpaMMHOE OOeCleYeHMEe CBSI3aHO C TPYAHOCTSIMU
JoKa3aTeJbCTBa B CyJe MPUCBOEHUSI aBTOPCTBA KOJOB IPOTPAMM.

3ammTa CEeKpeTOB MPOM3BOACTBA - SIBJISCTCS HauOosiee ITOMYJISIPHBIM
BUIOM 3alllUThl IIPOTpaMMHOro obecnedyeHusl. B oTiumume OT MaTeHTHOM
3alllUTBl M 3aKOHAa 00 aBTOPCKMX IIpaBax, 3allUTy HPOU3BOACTBEHHbIX
CEKpETOB, IIPOM3BOJAMUTENIbL MOXKET OCYILIECTBISITH 0€3 MX PpacKpbITUS. BDTO
JOCTUTAETCS 3aKJIIOYEHUEM JIMLIEH3MOHHBIX COTJIALLIEHUI MEXIy IOKynarejaeM

n 1npoagaBlOOM IIPOIrpaMMHOTIO O6€CH€‘I€HI/I${, II0 KOTOPBbIM ITOKYIIATCJIb



JIMLIEH3UM O00SI3yeTCsl HE pacKpblBaThb CEKPETOB IPOM3BOACTBA pa3paboTuMKa
MPOrpaMMHOI0 O0ecreuyeHUs] TPeTbUM JulaM. JlaHHbBI METOMA 3allUThl TaKXKe
MMEEeT HEKOTOpble HENOCTaTKWU: (pUpMa-mpoM3BOAUTENb MPOrPAMMHOIO
obecrnieyeHUs1 JOJDKHA OrPAaHMYUThL IIMPOKOE pPaclpoCTpaHEHWE CBOeH
MPOAYKLIMM, a TaKXKEe OrPaHUYUTh JOCTYIl K MCXOOHBIM TEKCTaM M K TOTOBBIM
BEpPCUSIM TIPOrPaMMHOI0 00ecneueHMs.

Jaa Toro, uTO6bI MOBBICHTb 3(PMEKTUBHOCTb IPUMEHEHUS HOPUAUYECKHX Mep BallUThI
nporpaMMHOI'O obecrieyeHuss OT HECAaHKIIMOHHUPOBAHHOT'O PACIPOCTPAaHEHUA W HCIIOAb30BaHUs,

cAeZyeT NPUMEHATb KOMOMHHPOBAHHbIE METOZbl 3allUThI:

L4 IIaTEHTOB W aBTOPCKHX IIPAB;
° aBTOPCKHX IPaB U IPOHU3BOJCTBEHHBIX CEKPETOB;
L IIaTEHTOB M IIPU3BOJCTBEHHBIX CEKPETOB.

BaxubiMu siemeHTaMH rocyZapCTBEHHOH CHCTeMbl 3allMTbhl HH(POPMALUM  SIBASIOTCS
CHCTEMbI AMLEH3HPOBAHHUS AESITEAbHOCTH TPEATIPUATHH [0 OKa3aHHWIO YCAYT B OOAACTH 3allUTbI
MHPOPMAaLUM M CepTU(PUKALMU NPOAYKUHU N0 TpeboBaHUsAM 6esomacHOCTH HHopMauuu [77].
Cucrema AMIeH3HpPOBaHMsl HallpaBAEHAa Ha CO3ZlaHHE YCAOBHH, IPH KOTOPbIX MPABO 3aHUMATbCS
paboTamMu 1O 3aIIUTe HHPOPMAILKWH IPEZOCTABAEHO TOABKO OpPraHHU3alIHsIM, HMEIOIIHM Ha 3TOT
BUJ, JESITEeAbHOCTH COOTBeTCTByloilee paspemenue (Aumensmo). Opranusanyy, NOAy4HBIIHE
AMIIEH3UH, 00sI3aHbIL:

° OCYILIECTBASITb CBOIO /IESITEABHOCTb B CTPOIOM COOTBECTBHH C TpebGOBaHHSIMHU
HOPMATHBHBIX [IOKYMEHTOB IO 3aIlUTE HHPOPMALIHH;

° obecrieunBaTh TaHUHy IE€PENUCKH, TEAE(OHHBIX MEPErOBOPOB, JOKYMEHTAABHBIX U
HHBbIX COOOIEHUH (PU3UYECKUX U IOPUAMYECKHX AHMII, TIOAB3YIOIIMXCS MUX YCAyTaMu;

° €2KEr0/IHO  TPEJCTABASITb  HEMOCPEACTBEHHO B TOCYZApCTBEHHbIM OpraH II0
AMIIEHSHPOBAHUIO CBEJEHHUsT O KOAMYECTBE BbBITOAHEHHbIX pPAOOT 10 KOHKPETHBIM BHAAM

YKa3aHHOW B AHLIEH3HH JE€SITEABHOCTH.
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Puc 19. CocTaB nipaBoBoro odecriedeHus1 cucteMbl nHGopMalmoHHo 6e3omacHoctTu AUC

M0 0OBEKTaM U OIICPAalIMOHHBIM 3TallaM.



Cucrema ceptuduKauuMU TEXHUYECKUX M MPOrpaMMHBIX CPEACTB IIO
TpeOOBaHUSIM  0O€30MaCHOCTM  MH(OpPMaLlMM  HampaBjJeHA Ha  3allUTy
MoTpeOuTEas] MOPOAYKLIMA M YCAYT OT  HeA0OpOCOBECTHOM  paboThl
WUCIIOJTHUTEJIS.

Ha ocHoBe mnpoBeneHHOro aHajau3a IIPeICTaBsSIeTCsI HEOOXOAMMBIM
00BEAVMHUTDL IPABOBBIE METOIbl M CPEICTBA, pPErIaMEHTUPYIOLLIME IPOOJeMbl
obecneueHus1 MHPopMalMoHHOM Oe3omacHocT AMC 1 ee KOMIIOHEHTOB Ha

BCEX OINepalMOHHBIX 3Tanax (puc. 19).



	3.2. Ïðàâîâûå ìåòîäû è ñðåäñòâà îáåñïå÷åíèÿ èíôîðìàöèîííîé áåçîïàñíîñòè

