1.2.OcHOBH U COBpeMeHHBIe Ipo0ieMbI MHPOPMAIIMOHHOM
0€30I1aCHOCTH

Boripockl uMHGOpMalMOHHONW 0€30MaCHOCTUM CTajlM  aKTyaJlbHBIMU
OOHOBPEMEHHO C MoOsBIcHUEM IepBbix OBM U COBEplLIEHCTBOBAIUCH
COBMECTHO C pa3BUTHEM TeXHUYECKOi 0a3pl. PaccMoTpuMm  KpaTko
SBOJIIOLIMI0  KOHLENUMM O€30MacCHOCTM M 3allMThl  BbIYMCIUTEIbHOM
TeXHUKU, IIPOTPAMMHOI0 obecreyeHns1 1 MHPOpMaLIUU.

IlepBoHauanbHO, B  KAyeCTBE OCHOBHOIO OOBEKTa  3allUTHI,
paccMaTpuBaiuch  TojJibko  OBM  [172,100,147,150,33], BclieacTBue
COCpPEIOTOYEHUS B HUX  3HAUYUTEJIbHBIX  MHMOPMALIMOHHBIX U
BbIUMCIMTENbHBIX pecypcoB. BecbMa I0KazaTelbHON, B JAHHOM IIJIaHeE,
apnsgercss MoHorpadus b.JIx.Yonkepa u A.dD.baeiika "be3onacHocts D9BM
U opraHmzauusi wux 3amurtbl’  [137], B KOTOpoil HEOOXOOAUMOCTbL B
HEMOCPEICTBEHHON 3alllMTe OOOCHOBBIBAETCS PA3BUTUEM KOJIJIEKTUBHBIX
METOAOB JOCTyHa IIOJIb30BaTeJed M KOHLEHTpauueid uHPOpMaLUU B
BBIUMCJIMTENbHBIX LIEHTPAX KOJJIEKTUBHOIO MOJIb30BaHMS.

H.Cao, H.Kepp m C.Msagnuk B [135] pacuumpsitoT KOHUEILUIO
3aLLUThI SBM 3a cuer BKJIIOUEHUSI MPaBOBbIX BOIIPOCOB,
Kpunrorpauyeckux Ipeodpa3oBaHUl M 3alUUThl MH@OpMauuM B 0a3zax
JaHHBIX.

CoOBEpILIECHCTBOBAHUE TEXHOJOTMYECKOM 0a3pl CUCTEM 00pabOTKU
nH@opMauun obecrneymnsio JaJbHelIIee pa3BUTHE KOHLEITLMNN
0e30MacHOCT, B paMKax KOTOPOM CTajd BBIACASITH 3alUUTY TEXHUUECKUX
CpPEACTB, IMMPOrpaMMHOro odecnedeHuss U MH(POPMaLUU.

MaccoBoe IpUMEHEHHE I€PCOHAIbHBIX KOMIIBIOTEPOB U JIOKAJbHBIX
ceTeii B psae o0JacTeil 4YeloBeUYeCKOM [esITEJIbHOCTU, CPeAud KOTOPBIX
CJIeIyeT BBIOCIUTh TaKue, KaK MPOMU3BOACTBEHHAsl, aIMWHUCTpPAaTUBHAs,
TeXHOJIOrmyeckasi, (PuHaAHCOBasi, IaTeHTHass W [p., MH@MOPMALIMOHHOE
HalMo/JHEHWEe KOTOpbIX B  OoOJibIIEH  CTeNeHUM HE  JODKHO  OBITh
OOILIEIOCTYITHOM, MOPOXIAeT HOBbIE MNPOOJAEMBI 3alUUTBl U OMNPEACISIET

BO3POCIIYIO aKTYaJbHOCTb.



Caenyet cornacutbesi ¢ Toukoit 3peHust AJl. Ypcyna [138, ¢.10 -11], B
COOTBETCTBMM C KOTOpOM WH(MOpPMAIIMOHHAs O0e30IMaCcCHOCTh HE CBOIUTCS
TOJBKO K KOMIbloTepHOU. MHpopmalmoHHass 0e30MmacHOCTb OObEeIUHSIET
KOMITBIOTEPHYIO 0€30MacHOCTh, 0€30MacHOCTh MHMPOPMALIMOHHBIX CUCTEM U
MPOLIECCOB B OOILECTBE, a TaKXKe CHELUaAIbHYIO Cpeay IJIsl TYMaHUCTUYECKOMN
OpHeHTalUM UH(GOPMALIMOHHBIX TTPOLIECCOB.

ABTOp [84] onpenensieT 6Ge30MaCHOCTh MH(MOPMALIMOHHON Cdephl Kak
COCTOSIHME, KOTOpoe oOecrneyrMBaeT HOPMAJIbHYIO KU3HEAESITeJIbHOCTD
rpaxaaHuHa, oOllecTBa, rocyaapcTBa.

Ho npuBeneHHOe coaepxaHue WHGPOPMALMOHHONK O€30MaCHOCTHU
HYXXIAeTcs B JIeTaju3aluu U yriayojaeHuu. B ompeneneHUM KOMMIBIOTEPHOI
0e30MacHOCTM, KaK CHUCTeMbl OXpaHbl HWHGOpPMALMU, TEXHUUYECKUX U
MporpaMMHBIX CpPEACTB OT HaHeceHuss MM Yyuepdba B  pesyjbTaTe
CO3HATEJIbHBIX JIMOO CHAyYallHBIX MPOTHUBOIIPABHBLIX ACUCTBUIA, COBEPIIEHHO
HE YUYMTBHIBAIOTCSI aKTWUBbI, MPUCYIME BCEM HH(GOPMALIMOHHBIM CUCTEMaM.
Peub nojkHa MATU HE TOJBKO 00 MHGOpMalLIMKU, KaK OCHOBHOM aKTHBE, HO
U pecypcax M OTHOLICHUSX MapTHEpoB. JlOCTYIMHOCTP M CTAaOMIBLHOCTH
BBIUMCIIUTENbHBIX W WH(MOPMALIMOHHBIX YCJIYr, a TakKke OTHOIICHUS
MapTHEPCTBA SBJISIIOTCSI aKTMBAMU CUCTEMBI M JIOJDKHBI ObITh 3allMILEHBI OT
HEBEPHbBIX MAHUITYJISILIUNA.

TepmMuH  "Oe3omacHOCTB'  oOIpenensieTcsl  Kak  MUHUMM3aIus
VSI3BUMOCTU aKTUBOB CHUCTeMbl (pecypchbl, HHGOpMaLUMs U OTHOLICHUS
MMapTHEPOB), a "yrpo3a" - Kak IOTeHLMaJbHOEe HapylieHue oe3zomacHocTu. C
pa3BUTHEM  CUCTeM  OOpabOTKM  JaHHBIX  BO3pacTaeT  3HAuyeHUeE
HeTpeIHAMEpeHHbIX (OIIMOKM B  YIpaBIEHUM) U TIpeIHAMEPEHHBIX
(HeCaHKIIMOHUPOBAHHOE TTOJTyYeHWE M MaHUNYJISILMS TaHHBIMU) yTIPO3.

[Tonb3oBaTenu mepcoHabHBIX DBM 1 MH(GOPMALMOHHBIX CUCTEM BO
MHOTOM OCO3HAIOT aKTYaJJbHOCTb U HEOOXOIMMOCTH 3allIMThl MH(MOPMALIUA 1
PECypCoOB OT HECAaHKLIMOHMPOBAHHOIO JOCTYIa M HCIOJb30BaHUs. Ocolylo
OCTPOTY JaHHasl mpobJjieMa IPpUOOpPeTaeT MO OTHOIIEHUI0 K KOMMEPUYECKUM

MH(GOPMALIMOHHBIM CHUCTEMaM, IOCKOJbKY HMH(oOpMalLus IpeBpallaeTcsl B



TOBap, KOTOpbIii  oOMeHuBaeTcsi UM npopaercsi.  Kpome  Toro,
HECAHKILIMOHUPOBAHHBIN JOCTYI, JaXe €CJIU OH SIBJISeTCS CIaydalilHbIM U
HenpeagHaMEpPEeHHbIM, MPUBOAUT K PACKPBITUI0 U BO3MOXHOMY YAAJICHUIO
colepxXaHusl MH(OpMaLMM, YTO HapyllaeT €€ LIeJOCTHOCTb, U CTAaHOBUTCS
MPUINHOM yTauBaHUS MOJYyYEeHHOMN nHdOpMaLIUH, a TaKXe
COOTBETCTBYIOLLIMX YCIIYT U PECYPCOB.

TaknM o00pa3oM, Ha CErogHSIIIHWI J€Hb, HECMOTPSI Ha OOJIbIIOE
KOJIMYECTBO MNYyOJIMKALIMIA M MOBBILICHHBI MHTEpPEC K JAaHHOM TeMaTHuKe,
OCTalOTCsl HempOopabOTaHHLIMU CJIEAYIOIME OCHOBHbIE BOIIPOCHI:

I. OrcyrcTBME €IMHOrO MOAXOAA B OIPEACICHUU LEJIed CHUCTEMBbI
obecnieyeHus1 MHPopMalMoHHOU O6e3onacHocT AMC.

2. HeogHO3HAYHOCTh MHTEPHPETUPOBAHUSI TEPMUHOJIOTUM.

3. OrtcyTcTBME €IMHOIO Moaxoda K Kiaccudukaumum (akTopos,
OKa3bIBAIOIIMX  BAMSIHME Ha  MHQOPMALMOHHYI  OE30MacHOCTb  C
BbIICJICHUEM TIPEIHAMEPEHHBIX U TTOTEHLMAJIBHBIX YTPO3.

4. OrtcyrcTBME €OMHOIO MoAxoda K  pa3paboTKe KOHLENLUU
0€30MaCHOCTHU.

5. OTCcyTCTBME €IMHOrO MOAX0Ja K OLEHKE 3allUINEHHOCTU PECYypCOB
ANC;

6. OTCcyTCTBME €OUHOIrO MOAXOJa M3MEpPEeHUs yiiepda OT peaju3aluu
MPOTrPAaMMHBIX 3JIOYIIOTPEOJICHUIA;

7. OtycTBME€  €OMHBIX MOKa3aTejaeil  M3MEpeHUsT pUCKa U
3(PpPEKTUBHOCTA CUCTEMBI MHPOPMALIMOHHOI 0€30MMaCHOCTH.

PaccmoTpuM  CyllleCTByIOIIME TIOAXOAbl K  OMNPEACICHUIO TaKMX
KaTeropuii Kak WH@OpMaLMOHHAsA O0€30I1aCHOCTb, 3alluTa WHEOpPMaLNU,
6e3omacHocTh AUC 1 apyrux TEpMUHOB, CBSI3aHHBIX C JAHHOM TEMAaTUKOM.

B nmocBsiieHHBIX JAaHHOM  mpoOsieme  IMyOauMKaLuvsx, TEPMUH
nHPoOpMalLIMOHHAasl 0€30MaCHOCTh TPAKTYeTCsI C pa3HOM (PyHKUMOHAJIbHON U
CMBICJIOBOM HAaOJIHEHHOCTHIO. Tak, Bce ompeaeaeHuss MOXHO OObEIUHUTD B
cienyomye  rpynnbl: 1. cOpMyIMpPOBaHHBIE C  TOYKM  3pEHUS

nHpOpMALIMOHHOI  Ge30ImacHOCTM  obliecTBa M rocyaapcTsa; 2.



MH(GOPMALIMOHHOI 0e30MmacHOCTU 00beKTOB yrpaBieHuss U1 AMC kak ux
COCTaBHOI 4yacTu; 3. 6€30MacHOCTU MHGPOPMALIUU U Jp.

PaccMoTpuM CylleCTBYIOLIME MOAXOIbI.

B.A. Konbios B [84] paccMaTpuBaeT 06e3011aCHOCTb
HHQOPMALIHOHHOH Cc@epbl W OIpelIeNsieT €€ COCTOSIHME, KOTOpPOoe
obecrieurMBaeT HOPMAJIBHYIO KM3HEAECSTEILHOCTh TIpaXJIaHWHA, OOIIECTBA,
rocyJIapCTBa.

Ob6ecnieyenune 6e3onacHocty mH@opmannu B AWMC mnpencraBasieT
coboil  pellleHME YEThIpeX B3aMMOCBSI3aHHBIX 33Ja4. oOOecreueHue
KOH(MUIECHIMATBbHOCTH MH(POPMaLU, 3alluTa MHPOPMAaLUMU OT MCKAKEHUN
Wi MoaudUKaluu, 3aliuTa “HQOpMALMU OT YHUUYTOXEHUSI U UCKIIIOYECHUE
“3axBaTta” BBIUMCIUTEIBHBIX PECYPCOB B MOHOIIOJBHOE MCIIOJIb30BaHUE
[149].

3amura HHGOpMAaLMH OT HECaHKLIMOHHUPOBAHHBIX MAEHCTBUH - 3TO
KOMILIEKC OpraHM3allMOHHO-aIMUHUCTPATUBHbIX, TEXHUYECKUX u
MPOrPaMMHBIX ~ MEPOINPUITUIA, HaOpaBIEHHBIX Ha  IPOTUBOACUCTBUE
IMMOCTOPOHHUM JIMLIAM JOCTyIla K MaccuBaM MH(MOPMALIMU C LIEJbI0 U3bITUS
OTAECIBbHBIX CBEIEHMWU, pa3pylleHUs WIA HCKAXEHUSI XpaHUMBIX U
oOpabaTbeiBaeMBbIX JaHHBIX [97].

ABtop [123] nmnoapa3ymeBaeT MOA ~ 3aU[HIIEHHOCTbIO  CHCTEMBI
CHOCOOHOCTb  CAMOCTOSITEJIBHO  OCYLUECTBJISATH  KOHTPOJbL  Ce0sI U
OKpyXalollleii cpeabl B Ipolecce CBoero (YHKLMOHMPOBAHUSI HA IIpeaMET
BBbISIBICHMST WM MPEJOTBPAILCHUS CUTyalMidi W3 HEKOTOPOro Hamepen
3aJaHHOTO MHOXECTBA CUTYaLUA.

be3onacHocTp wuH@OpManmuu - CTENEHb €€ 3allMIICeHHOCTH OT
pacKpbITUSI CcOAepxKaHUsI, OIpeAeseHuss caMoro ¢akra ee Iiepegadyu
(meMacKupoBaHMUs), U3MEHEHMUS, peagHaMEPEeHHOTO WIn
HEMpeaAHAMEPEHHOTO MCKaXXEeHUSI U YHUUTOXEHUS JMLAMU, HE MMEIOIIUMU
Ha 3TO MpaBo, a TakKxKe YyTeUyKHU IO MOoOOYHBIM KaHaiaMm [142].

ABTOpBI [29] omnpenensitoT KaTeropuio 6e30MacHOCTh HHPOPMALIMU KaK

3AlIUIIIECHHOCTD I/IH(I)OpMaL[I/II/I, HAXOASIUEWCS B OpPraHMN30BaHHbIX CHUCTEMAX,



OT JECTA0WJIM3UPYIOILIETO BO3AECUCTBUSI BHEIIHEW Cpelabl M BHYTPEHHUX
yIpo3.

Ilon  6e3omacHocThIO  mpoOrpaMMHOIrO  obecrie4eHHUsT  TOHWMAoT
OTCYTCTBME B KOJI€ IPOrpaMMHOIO OOECIEUYEHUS JIEMEHTOB pa3pyllalolInX
nporpamMmmHubix cpeacts (PIIC), T.e. BUpycoB, 3aKijiafoK, TPOSHCKMX KOHEU U
1.1 [73].

besonacHocTh cucteMbpl 00pabOTKH JAaHHBIX - OTO ITI0KAa3aTeslb WIU
cucTeMa  IIoKasaTelJiel, XapaKTepU3yIOIIMX YpOBEHb  3alIUILIEHHOCTU
nHdopmanuu npu oopadorke B ACOJI [83].

HHpopmanmoHHAass 6e30I1aCHOCTh - 3TO 3allluTa o0lecTtsa OT
OTpHULIATEIbHBIX MOCJIEACTBUIA MH(pOpMaTU3ALINY, obecrnieyeHue
OTBETCTBEHHOCTU HApYLIUTEIE U COOMIOJEHWE WHTEPECOB JIMYHOCTH,
OpraHu3alMii, TrOCyJdapCTBa; MpPaBOMNOPSAOK OTHOLIEHM B  00JacTu
nHOpMaTU3aLIMU, HUCIIOJb30BaHUSI TEXHUKU W TEXHOJOIMM B 3TOU cdepe
[88].

B pa6ore [45] A.C.I'onyGkoB omnpenensieT HHOOPMALHOHHYIO
0e30MaCHOCTh KaK COCTaBHYIO 4acTb Mpo0jaemMbl MH(MOPMALXMOHHOTO
00eCIleYeHrsI YeJIOBeKa, rocyaapcTBa M OOIIECTBA, OPUEHTUPOBAHHYIO Ha
3alIUTy MH(MOPMALIMOHHBIX PECYPCOB M, HA OCHOBE 3TOrO, - Ha 3allIMUTy MX
3aKOHHBIX MHTEPECOB BO BceX cdepax AeITEIbHOCTH.

Ilon 3alUTOH  HH@OpManuu  TIOHUMAETCs COBOKYITHOCTb
MEPOINPUATUIA, METOIOB U CPEACTB, 00ECIIEUMBAIOIINUX PELICHUE CJIEOYIOLINX
OCHOBHBIX 3aa4y: IIpoBepKa LIEJOCTHOCTA WH(POPMALMU; WCKIIOYECHUE
HECAHKILIMOHMPOBAHHOIO JO0CTymna K pecypcamMm DBM u xpaHsSIMMcs B Hel
nporpaMMaM 4 JIaHHBIM; VUCKJIIOUEHUE  HECAaHKIMOHMPOBAHHOIO
HWCHOJb30BaHUS XpaHaiuuxcsd B DBM mporpamMm (T.e. 3allATHI IIPOrpaMM OT
konupoBaHus) [130].

Jaimmtra HMHOOPMAIMH B  BBIYMCAUTCJBHBIX CHCTEMaxX O3HadaeT
cnocoObl U METOAbl (DYHKLIMOHMPOBAHUSI 3TUX CHUCTEM B 3adaHbBIX PeKMMaXx
P HEBO3MOXHOCTHU KakK IpPeJHAMEPEHOro, TaK M CIy4ailHOrO pacKphITHS,

MN3MCHCHUA N NCKAXEHUA NAaHHDbIX.



3amura HHQOpMAaLMU B HHQOPMALIMOHHBIX CHCTEMAax O3Haudaer
COXpaHEeHME 3aJaHHOIO0 YpPOBHS KOH(PUIAEHUMATIbHOCTU, LIEJOCTHOCTU U
JNOCTYITHOCTA MH(poOpMaluM B 3aJaHHOM MPOMEXYTKE BpPEeMEHM IIpu
3aJaHHBIX peXnMax dKCIUTyaTaluu MHOOPMALIMOHHBIX CUCTEM.

ITon HapymieHueM KOHOMACHIMAJIbHOCTM HOAaHHBIX IIPUHSTO
MOHMMAaTh O3HAKOMJIEHME C JAHHBLIMU JIMI, KOTOpPble K 3THUM JAHHBIM HeE
JIOIyLIEeHbI, MO0 CcOo3JaHKMe MPEAIOChUIOK MJISI JOCTylla K JaHHBIM
HeornpeaejaeHHoro Kkpyra Jjaun [83]. HapymeHuss KoHUAEHIMAIbHOCTU

nHOpPMALIMM MOTYT OBITh CHUCTEMATU3UPOBAHbI C PAa3JIMYHBIX ITO3ULIMIA

(puc.2).
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JlocTyrmHOCTh  AaHHBIX - BO3MOXHOCTb MCIIOJIb30BaHUS JIULIAMM,
KOTOPBIM 3TO pa3pelieHo.

B panee ymomsiHytom 3akoHe Poccuiickoit  ®epepann “O0
nHdopMalmu, MHMOpMATHU3ALIMU U 3aliuTe MHAOpMaALMU~ 1IeaU 3allUThl
UMeEIOT ciaeayoulee onpeaeaeHue [140]:

. MpeIoTBpallieHUue YTeUKMU, XMILEHUsI, yTpaThl, HCKaXKeHUsI,

MOAJEJIKM MH(OpMaLnu;

o MpeaoTBpallieHue Yrpo3 0e30MacHOCTUM JIMYHOCTH, OOILECTBa,
rocynapcTBa;
° NPEOOTBPALLICHUE HECAHKLIMOHUPOBAHHBLIX OEWMCTBUM  II0

YHUUTOXEHUIO, MOAU(PUKALIUY, UCKAXKEHNIO, KOMMMPOBAHUIO, OJIOKMPOBAHUIO
nHPOpMaALIMK: MPeAOoTBpalleHrne APYruX (opM HE3aKOHHOIO BMEIIATEIbCTBA
B MH(pOpMaLMOHHbIE PeCypChl U MH(POPMALIMOHHbIE CUCTEMBbI, OOECIIeUeHNe
MIPaBOBOIr0 pexXuma JTOKYMEHTHMPOBAHHOM WH@OpMalnyM KaK OObEeKTa
COOCTBEHHOCTH;

o 3allliTa KOHCTUTYLIMOHHBLIX IIpaB TpaxIaH Ha COXpaHEHUE
JUYHOM TallHbl M  KOH(PUICHUMAJIbHOCTU MEPCOHANbHBIX  JAaHHBIX,
UMEIOIIUXCS B MH(POPMALIMOHHBIX CUCTEMAX;

. COXpaHEHWE TIOCYJApPCTBEHHOM TalHbI, KOH(MUICHUMATbHOCTU
JOKYMEHTHUPOBAHHOU MH(MOPMALIMU B COOTBETCTBUM C 3aKOHOAATEIHLCTBOM;

o obecrieueHre IpaB CyObeKTOB B MH(POPMALMOHHLIX Mpolieccax
npu pa3paboTKe, MPOU3BOACTBE M MPUMEHEHUM MH(MOPMALIMOHHBIX CUCTEM,
TEXHOJIOTMM U CPeICTB UX 00E€CEeUECHUS.

OTrinuuTenbHas yepra obecnedyeHus: 0€30MmMacHOCTH MHMOPMALIMOHHBIX
CUCTEM roCyapCTBEHHOIO CEeKTOopa - HEOOXOOAUMOCTb  CTPOTO
JNETEPMUHUPOBAHHOM U LIEHTPAIU30BAHHON CUCTEMBI, PEATUUPYIOLLIECH
MNPUHLIMO JUPEKTUBHOTO YyOpaBiIeHUsS UM KOHTpoasa. B maHHOM ciydae
HEOOXOIUMBIIA ypOBeHb WH(MOPMALIMOHHONW O0€30IaCHOCTU OIPeaeasIeTCs
MPEXIE BCErO IOCYIaPCTBEHHBIMU UHTEPECAMM, U TOJBKO MOTOM BEJIMYUHOUN

3aTpaT Ha obecrieyeHre Oe30IMacHOCTH.



M, Hao60poT, B KOMMEPUYECKUX MHPPOPMALIMOHHBIX CUCTEMAX, IPaBO
BbIOOpa MEPOIPUITUI TI0 OO0ECIeYeHUI0 MHMOOPMALIMOHHOU 0€30MacHOCTHU
MIPUHAIJIEXUT €€ COOCTBEHHMKY. IIpu 3TOM AeicTByIOIasd B CTpaHE CUCTEMA
MPaBOBbIX HOPM 3alLUThI nHdopMaLu JOJIKHA OKa3bIBaThb
METOIOJIOTUUECKYI0 TOMOIIb M MPaBOBYID MOMAEPXKKY OpraHM3aluu
3alIUTHBIX MEPOIIPUSITUIA.

B nwuteparype CylIeCTBYIOT pa3Hble TOAXOAbl B  OIpeaeIeHUU
nH@opmaumoHHoit 6e3omacHocti AMC komMmepueckoro HasHadyeHus. Tak,
IO.A. CrpenbueHko omnpeaeaseT HMHGOPMALMOHHYIO 0€30MacHOCTh Kak
MHOXECTBO 3JIEMEHTOB: CHUCTeMa 3alluThl MH@oOpMauuu OaHKa; [aejioBas
pa3BeaKa; aHaau3 Heobxoaumoul mist 3(p(HEKTUBHOIO (PYHKIMOHUPOBAHUS
0aHka MH(pOpMaLMK; LieJCHANPaBIeHHOE pacIpoCTpaHeHUe MH(MOPMAIIMU O
OaHKe 1 MNOBBILIEHUS 3(P@PEKTUBHOCTU ero @GYHKUIMOHUPOBAHUS, a
CTPYKTypa 1LieJieil paccMaTpUBaeTCsl KaK 3all[UTa PECYPCOB U KOMILIEKCHbIE
YCHJIHA 10 CHMXXEeHHIo pucka [131].

ABTOp MOHOTrpadunm |[161] TIpOBOIUT WMCCIIEMOBAaHUE CUCTEMBI
obecrieueHus1 MH@opMaLMoHHON Oe3onacHocTh AMC ¢ TOuku 3peHust
HECAaHKIIMOHMPOBAHHOIO €€ MOJYYEeHHUSI M KaK caMoO CO0O0I0 paszyMmeloleecs,
MpearojaraeTcsl 3aiura MHGOpMaLMKU OT YHUUTOXEHUS WIM MCKAXKEHUS.
BHe monst 3peHusi, OQHAKO, OCTAaeTCs 3alluTa OT HECAHKIIMOHMPOBAHHOM
MoaudUKAUMKM U HECAaHKLMOHMPOBAHHOTO  pa3MHOXEHMsI.  ABTOpP
paccMaTpvMBaeT OCHOBHYIO HalpaBJIEHHOCTb CHUCTEMBbI  3allMThl  Kak
CUCTEMHOE MCIIOJIb30BaHWE BCEX MMEIOIIMXCS CPEeACTB U METOJOB U
SKCTPAIoOJISILAI0 MMEIIIMXCST AOCTKeHUI. B TO Xe BpeMsi KOHLEIUMS
3allMThl BHIYMCIUTEILHBIX CUCTEM M CETE paccMaTpuBaeTcss B MOHoOrpaduu
0e3 OpraHMYeCcKOi B3aMMOCBSI3M C KOHLEIILMEl MOCTPOCHUS CUCTEM U
ceTei.

B. A. TI'epacumenko B [35,34] pacuupsieT Mmoaxon M pa3padaThiBaeT
IMOCTAaHOBKY 3aJayu KOMIUJIEKCHOM 3amuThl MHPopmauymu B AUC wu

paccMaTpuBacT CIACAYIOIIINUE aACIICKThI:



o KOMILUIEKCHOCTh 1leJIeBas - 3allluTa 110 BCE COBOKYIMHOCTU
MokasaTeJied  3allMIIeHHOCTM MH@OpMalUMM W  BCEd  COBOKYITHOCTHU
(pbakTOpOB, BAUSIOIIMX Ha 3alUILIEHHOCTD;

o KOMILIEKCHOCTh BpPEMEHHAas - HEIpepbiBHAs 3allUTa BO BCE
BpeMsl 1 Ha BCeX ATanax Xu3HeHHoro uukia AUC;

o KOMILUIEKCHOCTh KOHIENTYaJlbHAas - W3y4YeHUE U peanru3alus
npobyieM 3allliThl B OOILIEK COBOKYITHOCTM BCEX MpoOJEeM pa3BUTHS,
noctpoeHus U ucnojab3zoBanust AUC.

IIpencraBiseTcss BO3MOXHbBIM PACIIUPUTh MPEMIOXKEHHOE COAEPKAHUE
LIeJIeBOM KOMILIEKCHOCTH, KOTOpasl paccCMaTpMBaeTcs KaK oOecreueHue
dusnyeckoir M Jgormyeckoil meaoctHocth AMC u  npenynpexiaeHue
HECAHKIIMOHUPOBAHHOIO TIOJy4€HHUSI, MOAM(PUKALMU W PACOPOCTPAHEHUS
nHdOpMaLIMH.

Ilo HamiemMy MHEHUIO L€ KOMIUIEKCHOM 3alllMThl  CJIEAyeT
JOMOJHUTb U PACIIMPUTH CIECAYIOIIMMUA KOMIOHEHTAMM:

° obecnieueHue [45]:

- (pu3MUECKON M JIOTMYECKOMU LEJIOCTHOCTU CUCTEMBI (POPMUPOBAHUS
MHOOPMALIMOHHBIX PECYypCOB W  AOCTWXKEHME UMX JOCTAaTOYHOM IS
COOTBETCTBYIOLLIETO MIPUMEHEHMUS MOJIHOTHI, JIOCTOBEPHOCTH,
HEMPOTUBOPEUMBOCTU, aKTyaJTbHOCTH U IOPUINYECKON COCTOSITeIbHOCTH;

- (PU3UYECKOM U JTOTMUYECKOU LIEJTOCTHOCTA MPUMEHSIEMBIX TEXHOJOTUM
00paboTKM MH(pOpMALIMU U, TIPEXIE BCEro, MCIOJb3YIOLIMX COBPEMEHHBIE
CUCTEMBI U CpeacTBa MHMOpPMaATU3ALIUH;

- obecreyeHWe rapaHTUil KOHCTUTYLMOHHBIX MpaB M CBOOOJ IpaxkgaH
B MH(MOpMALIMOHHOM cdepe;

o MpeaoTBpallleHMe MCHOJIb30BaHUSI MH(MOPMALMOHHBIX PECYPCOB
B yliepO mpaBaM M CBOOOJAM rpaXkgaH, 3aKOHHBIM MHTEpecaM IOPUINYECKUX
JIULI, TOCyAapcTBa M oOlIecTBa (MpeaynpexXacHre HEeCaHKLIMOHMUPOBAHHOIO
MOJIy4yeHUsI, MOAU(UKALIUM U pacIlpoCTpaHEeHUsT MH@OpMaLlMM, a TakKxke

OTKa3a OT CBOUX JICWCTBUIA);
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° BOCCTaHOBJIEHUE (PU3MUYECKOI, JOTMYECKOM, OpraHu3allMOHHO-
TEXHOJIOTMYECKOM LIEJIOCTHOCTU U YCTPAaHEHME YKOHOMMYECKUX IMOTEPh;

° HakKa3aHWe HapylIUTesIeH.

TakuM oOpa3oMm, LieJIIMU CUCTEMbI MH(OpPMALIMOHHON 0e30ITacHOCTU
ANC 4gBastioTCsI HE TOJBKO MNpeaylnpexaeHrue U oOecrnedyeHue 3alluThl
aKTUBOB, HO M BOCCTAaHOBJIEHME HOpPMaJbHOW paboTbl, a TaKxXe
YCTAaHOBJICHUE U M3Yy4YEHHE MPUYMH U HaKa3aHWE€ BUHOBHBIX (pucC. 3.).

DyHKIIUSI BOCCTAaHOBJICHUSI SIBISETCS OJHOM M3 CaMbIX TJIaBHBIX,
KOTOpasl AokKHa obecrneuynuTh HopMaibHOe pyHKuMoHupoBaHue AUC u npu
€€ MPOEKTUPOBAHUU 3TO JOJKHO YUUTHIBATHCS.

Ha crTpyktypy 1ueneil BIusIET MHOXECTBO (PAKTOPOB, KOTOPLIE
MpeACTaBISIIOT CO00I He UTO MHOEe KakK yrpo3bl 6e3omnacHoctu AUC.

B cBowo ouepenb, LeaM KOMIUIEKCHOW 3alIMThI JTOCTUTAIOTCS TOJIBKO
MpY B3aMMOJEHCTBMM MHOXECTBA CPEACTB 3alllMThl, MPEACTABISIOIIMUX COOO
€IMHHOE JIOTMYECKOE IIeJ0e, MNpu3BaHHOe obecreunTh padory AMC B

3aJaHHBIX pEXNMax.
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M3 conepxaHusi puc. 3 BUIHO, YTO MHOXECTBO CPEACTB 3aALLUTBI MOXHO
pa3neuTh Ha IBe OOJbIIME TpynIibl: opMalbHbIE U HE(OpMaibHBIE. [pymma
(bopMaIbHBIX CpPEACTB 3allUTbl OOBEAMHSIET METOAbl M CPEACTBA, EUCTBHUE
KOTOPBIX MPOMCXOAUT IO 3apaHee 3aJaHHOMY aJIroputmy. B cBoOw0 ouepenb
rpymnmna HedopMalabHbIX METONOB OOBEAWHSIET CPeACTBA U METOIbI
PEKOMEHIATEJIbHOTO M 3aKOHOJATEJIbHOIO XapakKTepa, KOTOPbIE OMpPeaeisiioT
MOBEICHUE JIIOAEH B LiessiX obecrieueHus: o6ezomacHoctu AMC.

Ha coBpeMeHHOM »73Tame, Korma oOOIIECTBO CTAaHOBUTCSI Bce 0oliee
MHOPMATU3UPOBAHHBIM M OTKPBITBIM, KOTIJA II0OJb30BATE/M IIOJy4aloT B
JIMYHOE TOJb30BAHUE KOMIIBIOTEPHI, MOJIEMbI, (PaKChl, paguoTeae@OHbl M
IPYyTUE TEICKOMMYHUKAIIMOHHBIE CPEACTBA C IIOMOIIBIO KOTOPBIX MOXKHO
peann3oBaThb CBSI3b CO BCEM  MHUPOM, Ipobiema MHQPOPMALIMOHHOM
0e30MacHOCTA BCTAa€T OCOOEHHO OCTPO M HE CBOAUTCS TOJBKO K
KOMITBIOTEPHOM, a TIpUoOpeTacT HOBBIE acreKThl. K HUM clienyeT OTHECTU:

- MIPaBOBBIE;

- OpraHM3allOHHBIE;

- uHpOpMaLMOHHAsg  O€30IMaCHOCTb  MPOrPAMMHO-TEXHUYECKOTO
KOMILIEKCA;

- 9KOHOMUYECKMUE.

PaccMOoTpuM OCHOBHBIE acIleKThl MH(MOPMALIMOHHON 0€30MacHOCTH,
BBIIIOJIHSIEMbIE€ (DYHKIIMKA W KUCIIOJb3yeMbl€ CpeICTBA.

IIpaBoBbIE cpelcTBa MPENSTCTBYIOT HECAaHKLIMOHUPOBAHHOMY
HCIIOJIb30BAHMIO WH(pOpMALMM U SBISIIOTCS COEPXUBAKOIIUM (PAKTOPOM IS
MOTEHLMAJILHBIX HapyLIUTeNeid. B KauecTBe OCHOBBI CIIyXaT IE€HCTBYIOLIME B
CTpaHE 3aKOHbI, YKa3bl U APYTM€ HOPMATUBHBIE AKTHI, PETJIAMEHTUPYIOLINE
npaBwia oOpalleHus1 ¢ MHQPOpMaLMEe OrpaHUYEHHOTO WCHOJb30BAaHUS U
OTBETCTBEHHOCTb 32 MX HAPYLICHUS.

OpraHu3allMOHHO-aAMUHUCTPATUBHBIE  CPEICTBA  PENIAMEHTUPYIOT
npouecchl  (PyHKUMOHUPOBAHUS  CUCTeMbl  OOpabOTKM  MH(OpMaLuu,
HCIIOJIb30BAHME €€ PEeCypCoB, AESTEIbHOCTh IEpPCOHAIa, a TakKXke IOPSIoK

B3aMMOJCUCTBUSI MOJb30oBaTesied ¢ cucteMoi. OCHOBHBIMM CpeICTBaMU
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peanu3aumu ciyxar: npaBuiia oopadoTku mHpopMauuu B AUC; nponycKHOM
peXUM; OpraHu3alus ydyeTa, XpaHEHWUSsI, MCIIOJIb30BaHUS W YHUUTOXEHUS
JOKYMEHTOB W  HOCUTeJell ¢  KOH(uAeHLMaNbHOU  MHMOpMaluei;
pacrpeneseHe pPeKBU3UTOB AOCTyNa; OpraHuM3alusl MOATOTOBKU M CKPBITOTO
KOHTpOJIS 3a paboToil moab3oBareseil u nepcoHana AUC.

TexHuyeckue  (anmapaTHO-TIpOrpaMMHBIE)  CPEACTBA  BBIMOJHSIIOT
CaMOCTOSITeJIbHO WJIM B KOMIUIEKCE C APYTMMHU CpeICTBaMU CJEAyIOlIue
(yHKIIMM  3alUTBI: CO3JaHME TIPensSITCTBUIA Ha BO3MOXHBIX ITyTSIX
MMPOHUKHOBEHUSI U AOCTyIla MOTEHLMAJbHBIX HapylLIUTEJIe K CUCTeMEe U
3aluiIaeMorr  MHQOpMaluy;  UASHTUUKALIUIO U ayTeHTUUKALUIO
10JIb30BATE/ICH; pa3rpaHUYEHUE TOCTyIAa K pecypcaM; perucTpalvio COObITUIA;
Kpunrorpaguueckyro 3amuty uH@opmauuu. OCHOBHBIMU  CpelCTBaMU
SIBJISIFOTCSI CITellMaIbHBIE alIapaTHbIe W alllapaTHO-IPOTrpaMMHbIe CPEeACTBa.

MopanbHO-3THYECKIE HOPMBI perinaMeHTUPYIOT JeNCTBUS,
HecOOJII0IeHMe KOTOPhIX MNPUBOAUT K IMaJEHUIO aBTOpUTETa, MpecTHXa
yeJioBeKa, IPYIIMbl JUll U/Wind opraHu3aiuu. OHM TIpeICcTaBsSIIOTCS B BUIC
OIpeIeJIeHHbIX HOPM MOBEICHMSI, KOTOPbIE€ CIOXWINCH WKW CKJIAAbIBAIOTCS 10
Mepe pacrnpocTtpaHeHus OBM B crpaHe wiamM B obuiectBe. MopajbHO-
3TUYECKME HOPMbl  OBIBAlOT  HENMMCAHHbIE W  mMcaHHble. IlepBbIie
BOCIIPMHUMAIOTCSI KaK OOlLeNpu3HaHHbIEe MpaBuja MOBEASHUSI, a BTOPbIe KakK
MpaBuja U npeanucaHus, oopmMieHHbIe B HEKUI cBoa (Hampumep, “Komekc
MpoeCCUOHAILHOIO TIOBEACHUS 4JeHOB Accolualuu nojib3oBareneii DBM
CIIA”).

B cocraBe kaxmoii AMC pgomxkHa OBITH MNOCTpOEHA COOCTBEHHAas
cuctemMa uH@opMmauuoHHoit Oe3onacHoctu (CHUB), KoTopast peanusyer
orepauMyd MO OOHAPYXEHUIO, TPOTUBOCTOSIHUIO Yrpo3aM 0e30MacHOCTU U
BOCCTAHOBJICHUIO €€ HOPMaJIbHOI PalOTHI.

Pa3zpabGoTrka  Takoil ~ CUCTEMBI  SBJISIETCS  MHOTIOUTEPALIMOHHBIM
MPOLIECCOM, KOTOPBIN pean3yeTcsl Ha MPOTSKEHUU BCEro KM3HEHHOIo LUKJIa

ANC u BKJIIOYaeT BCe BhILIEONMMCAHHbIE ACIEKTHI.
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PaccmarpuBasg  moaxogpl K~ oOecrneyeHHMI0  MHMOPMALMOHHOM
o6e3omacHoct AUC, cneayer aenaTh ynop Ha CHUCTEMHOCTb Iipouecca. Ilpm
5TOM MMEETCS BBUAY HE MPOCTO CO3JIaHME COOTBETCTBYIOIIMX MEXAaHU3MOB, a
peryJsipHbIi MPOLECC, OCYLIECTBASIEMbIIA HA BCEX ATamax >XKM3HEHHOro LMKIIa
ANC npyu KOMIUIEKCHOM MCIIOJb30BAHMU BCEX MMEIOLIMXCS CPEICTB 3alLUThI
[36]. CpenctBa, MeTOOBI M MEPOIPUSITHSI, MCIOJIb3yeMble IS 3allUThI
nHpopMalMM, HENPEeMEHHO MW  HauOoJjiee  palMOHaJbHBIM  OOpa3oM
B3aMMOCBSI3aHbl M COCTABISIOT €OWHBIA LIEJOCTHBIA MEXaHU3M - CUCTEMY
obecneueHus1 uHGopmalumoHHoit ©Oe3zonacHoctn (CHUB) AMC, koropas
JIOJDKHA 00ECIeYnTh 0€30MacHOCTh MH(MOPMAILIMM HA BCEX YPOBHSIX HE TOJBKO
OT 3JIOYMBIIIJIEHHMKOB, HO W HEKOMIIETEHTHBIX WJIM HEAOCTaTOYHO
MOATOTOBJIEHHBIX Toab30oBaTeseil u nepcoHansa AUC.

Baxxno mnpu peanmuzaumn CHMDb obecnedyuTh pasyMHBIA KOMIPOMMUC
MEXAYy, C OAHOI CTOPOHBI, 3(PPEKTUBHOCTHIO 3aLIUTHI OT 3JIOYNOTPEOJICHMIA,
c00O€B M T.A., 4 C APYTOA CTOPOHBI - YJIYYLIEHUEM BPEMEHHBIX U CTOMMOCTHBIX
XapaKTePUCTUK SKCIUIyaTallMK, CJIOXHOCTBIO JOCTYMa, YBEJIMUYEHUEM BPEMEHU

00paboOTKM U T.A.
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